IT Risk Assessment for Banks
DEFINITION:
Risk assessment is simply the process of identifying, measuring, and prioritizing risks. 
Risk assessments can be quantitative or qualitative, with risks measured by mathematical models or by direct observation. Most risk assessments are very subjective. For example, the lack of a firewall at a small bank with no broadband Internet access does not carry as much risk as the lack of a firewall at a large bank with broadband Internet access.
Risk Defined
The simple definition of risk is, it is a measure of Uncertainty, Danger, and The probability that an event will occur.
Risk Assessment is the process of Identifying, Measuring & Prioritizing Risk.
Identifying — What are the risks and the areas of risk?
Measuring — How significant is the area and what is the financial institution’s exposure?
Prioritizing — Which areas contain more risk than others?
Risk Assessment Methods
Risk assessment methods can be qualitative, quantitative or a combination of both. There are numerous approaches to performing the risk assessment, some very sophisticated, some very simple. Will you dabble in something exotic like Chaos Theory or Monte Carlo Simulation, or will your risk assessment take a simple approach? Will your model be mathematical, graphical, or verbal? You may find some models difficult to apply to your financial institution’s technology environment. You may also find that some models are only as good as the assumptions you make.
However, the simple answer is: The best risk assessment is one that is tailored to the unique characteristics of the organization. Conversely, certain “canned” risk assessment models may not be applicable to the financial institution. There is no standard method to measure risks associated with technology, as related losses affect each financial institution in different ways.
An inoperable ATM on the outskirts of a very small town may not have the same impact to the financial institution as an inoperable ATM in an airport. Likewise, the lack of an information security policy may not be critical at a financial institution without broadband Internet access, Internet banking, or a wide area network. However, an information security policy at another financial institution that has a DSL connection to the Internet, in-house Internet banking with cash management, and an extensive wide area network is imperative. 
What Do the Regulators Say About Risk?
The regulatory agencies expect financial institutions to “have an integrated approach to risk management to identify, measure, monitor, and control risks in an institution.” Technology-related risks are considered to determine a bank’s overall risk profile. 
The OCC defines nine categories of risk: 
1.	Credit 
2.	Compliance
3.	Foreign Exchange
4.	Interest Rate
5.	Liquidity
6.	Price
7.	Reputation 
8.	Transaction
9.	Strategic
Of these nine, four receive the most attention as they relate to technology.
1.	Transaction
2.	Strategic
3.	Reputation
4.	Compliance
In managing technology-related risk, regulatory agencies will assess the adequacy of audits to determine how effectively technology-related risk is being managed in the financial institution. Specific risks associated with specific technologies should be considered within the framework of the IT audit.
One Simple Approach to the IT Risk Assessment
For the purposes of this manual, we will stick to a simple approach, one that is easily understood, easily communicated, and commonsensical. This approach also allows customization to your environment and should result in a more meaningful audit. 
The Sample Risk Assessment Model on the following pages will allow you to solicit management’s opinion and gain consensus as to the significance of specific areas and their relevance to the audit, a key to having management accept and act upon your recommendations.
The first iteration of the risk assessment involves selecting the audit areas that you want to assess. Several are standard in any financial institution (e.g., Hiring Standards, Vendor Management). Others may be specific to your institution’s environment (e.g., UNIX Security, Novell NetWare Security). Once again, the three simple steps to risk assessment are:
1.	Identify
2.	Measure
3.	Prioritize
1. Identify — List the categories and specific areas to be included in the assessment.
Note the areas specific to your financial institution. You might follow the same areas and items noted in your audit work program or internal control questionnaire. List these areas in the first column of the risk assessment.
2. Measure — Assign a “Significance Ranking” and “Risk Factor” to each area.
This can be a group exercise to gain a consensus on the risk rankings. Have each participant complete the second and third columns by entering a value of 0.1–1.0 for the “Significance Ranking” and a value of 0–100 for the “Risk Factor.” The worksheets can be combined later to obtain an aggregated risk assessment.
The “Significance Ranking” is a measure of how important this area or item is to the financial institution. For example, an Information Security Policy may have increased in significance due to the privacy provisions of the Gramm-Leach-Bliley Act, combined with added emphasis on network and Internet security issues. The “Significance Ranking” has a value of 0.1–1.0, with 1.0 being highest.
The “Risk Factor” is a measure of how much related risk exists in your financial institution. For example, if your last regulatory examination contained exceptions related to the lack of an updated contingency plan, then this area might carry a high-risk factor. The fact that the plan is not up-to-date carries some risk, but the fact that this might be a repeat finding in your next regulatory examination, resulting in a poor rating, could add to the risk. The “Risk Factor” has a value of 0–100 with 100 being highest.
3. Prioritize — By multiplying the “Significance Ranking” by the “Risk Factor,” you will calculate a “Risk Rating” and prioritize the risk into the following risk categories:
	0.00 – 10.00
	Low Risk

	10.01 – 20.00
	Below Average Risk

	20.01 – 30.00
	Average Risk

	30.01 – 50.00
	Above Average Risk

	50.01 – 100.00
	High Risk



After the individual risk assessments are combined, the “Risk Ratings” can be sorted from Low Risk to High Risk. This will help you identify which areas in your IT audit may require the most attention.








Sample IT Risk Assessment Form
This sample risk assessment input model is the model that each participant in the risk assessment would complete, entering values in the “Significance Ranking” cells and the “Risk Factor” cells. This model will calculate the “Risk Rating” and color code the “Risk Category.”
	Insert Bank Logo

City, State

Sample Information Technology Risk Assessment
Date
Please enter a value in the applicable cells in columns C and D
	0.00 - 10.00
	Low Risk

	
	10.01 - 20.00
	Below Average Risk

	
	20.01 - 30.00
	Average Risk

	
	30.01 - 50.00
	Above Average Risk

	
	50.01 - 100.00
	High Risk



	(A)
	(B)
	(C)
	(D)
	(E)
	(F)

	Ref
	Area
	Significance Ranking .1 (Low) to 1.0 (High)
	Risk Factor 1 (Low) to 100 (High)
	Risk Rating
	Risk Category

	A.
	Policies
	
	
	
	

	1
	Asset Management
	
	
	
	

	2
	Business Continuity Planning
	
	
	
	

	3
	Cell Phone
	
	
	
	

	4
	Disposal of Information
	
	
	
	

	5
	Electronic Banking
	
	
	
	

	6
	E-Mail Usage
	
	
	
	

	7
	Firewall Administration
	
	
	
	

	8
	Hardware & Software Standards
	
	
	
	

	9
	Information Security Program
	
	
	
	

	10
	Internet Usage
	
	
	
	

	11
	Intrusion Response
	
	
	
	

	12
	IT Steering Committee
	
	
	
	

	13
	Laptop PC Policy
	
	
	
	

	14
	Network Administration
	
	
	
	

	15
	Patch Management
	
	
	
	

	16
	PDA
	
	
	
	

	17
	Phishing Response
	
	
	
	

	18
	Physical Security
	
	
	
	

	19
	Remote Access
	
	
	
	

	20
	Security Administration
	
	
	
	

	21
	Security Awareness Training
	
	
	
	

	22
	Software Management and Licensing
	
	
	
	

	23
	System Access/Change Management Form
	
	
	
	

	24
	Systems Backup
	
	
	
	

	25
	User ID and Password Standards
	
	
	
	

	26
	Virus Protection
	
	
	
	

	27
	VPN Security Considerations
	
	
	
	

	28
	SPAM
	
	
	
	





	(A)
	(B)
	(C)
	(D)
	(E)
	(F)

	Ref
	Area
	Significance Ranking .1 (Low) to 1.0 (High)
	Risk Factor 1 (Low) to 100 (High)
	Risk Rating
	Risk Category

	B.
	Management
	
	
	
	

	29
	Hiring Standards
	
	
	
	

	30
	Experience
	
	
	
	

	31
	Board Awareness
	
	
	
	

	32
	Review of Vendor Financials
	
	
	
	

	33
	Examination Response
	
	
	
	

	34
	Management Succession
	
	
	
	

	35
	Steering Committee 
	
	
	
	

	36
	Strategic Planning
	
	
	
	

	37
	Review of Employee Accounts
	
	
	
	

	38
	Insurance
	
	
	
	

	39
	User Education
	
	
	
	

	C.
	Development and Acquisition
	
	
	
	

	40
	System Selection Methodology
	
	
	
	

	41
	Contracts
	
	
	
	

	42
	Procedures for New Releases
	
	
	
	

	43
	Source Code Agreements
	
	
	
	

	44
	Core Processing 
	
	
	
	

	45
	Item Processing
	
	
	
	

	46
	Hardware & Software Standards
	
	
	
	

	47
	Vendor Management
	
	
	
	

	48
	Fixed Asset Tracking/HW & SW Inventory
	
	
	
	

	D.
	Operations
	
	
	
	

	49
	Master File/Parameter Changes
	
	
	
	

	50
	Automated Funds Transfers
	
	
	
	

	51
	Negotiable Instruments Processing
	
	
	
	

	52
	New Accounts Processing
	
	
	
	

	53
	Dormant Account Transaction Processing
	
	
	
	

	54
	Account Reconciliation
	
	
	
	

	55
	Items in Transit
	
	
	
	

	E.
	Business Continuity Planning
	
	
	
	

	56
	Bank-wide Business Continuity Plan
	
	
	
	

	57
	People Issues
	
	
	
	

	58
	Physical Access
	
	
	
	

	59
	Power Issues
	
	
	
	

	60
	Communications
	
	
	
	

	61
	Off-site Storage
	
	
	
	

	62
	System Backups
	
	
	
	

	63
	Board Approval
	
	
	
	

	64
	Testing
	
	
	
	

	65
	Physical Security
	
	
	
	

	66
	Hot-site
	
	
	
	

	F.
	Wire Transfer
	
	
	
	

	67
	FedLine Local Security
	
	
	
	

	68
	FedLine Host Security
	
	
	
	

	69
	Correspondent Account Reconcilement
	
	
	
	

	70
	FedLine Backup
	
	
	
	

	71
	FedLine Physical Security
	
	
	
	

	72
	Wire Transfer Agreements
	
	
	
	

	73
	Call-Back Verification
	
	
	
	

	74
	Memo-Debiting of Outgoing Transfers
	
	
	
	

	75
	Electronic Recording of Telephone Requests
	
	
	
	

	G.
	ATMs
	
	
	
	

	76
	Vendor/Switch Stability
	
	
	
	

	77
	Fraud Detection
	
	
	
	

	78
	Settlement and Balancing
	
	
	
	

	79
	Card Handling Procedures
	
	
	
	

	80
	Error Resolution
	
	
	
	

	81
	Cash Replenishment Procedures
	
	
	
	

	H.
	ACH
	
	
	
	

	82
	Notifications of Changes (NOCs)
	
	
	
	

	83
	Returns
	
	
	
	

	84
	File Receipt
	
	
	
	

	85
	Origination
	
	
	
	

	86
	ACH Audit
	
	
	
	

	I.
	Internet Banking
	
	
	
	

	87
	Vendor Stability
	
	
	
	

	88
	System Security
	
	
	
	

	89
	User Sign-Up Process
	
	
	
	

	90
	Encryption 
	
	
	
	

	91
	Server Issues
	
	
	
	

	92
	Third Party Review
	
	
	
	

	93
	Support
	
	
	
	

	94
	Cash Management
	
	
	
	

	95
	Review of Activity Reports
	
	
	
	

	96
	Web Site Hosting
	
	
	
	

	J.
	Network Security
	
	
	
	

	97
	PC/Network Backup 
	
	
	
	

	98
	Software Licensing
	
	
	
	

	99
	Virus Protection 
	
	
	
	

	100
	Adequate Bandwidth
	
	
	
	

	101
	Network Administration
	
	
	
	

	102
	Network Design
	
	
	
	

	103
	PC/Network Policy
	
	
	
	

	104
	Microsoft Windows 2003 Security
	
	
	
	

	105
	Novell NetWare Security
	
	
	
	

	106
	Physical Security
	
	
	
	

	107
	Network Capacity
	
	
	
	

	108
	Remote Access
	
	
	
	

	109
	ISP Stability
	
	
	
	

	110
	Firewall
	
	
	
	

	111
	Log File Monitoring
	
	
	
	

	112
	Branch Communications
	
	
	
	

	113
	Intrusion Prevention System (IPS)
	
	
	
	

	114
	Internet Content Filtering  
	
	
	
	

	115
	Email Content Filtering
	
	
	
	

	K.
	Bill Payment
	
	
	
	

	116
	Payment Model (Good Funds or At-Risk?)
	
	
	
	

	117
	Processor/Vendor Stability
	
	
	
	

	118
	Settlement Account Reconciliation
	
	
	
	

	119
	Transaction Processing 
	
	
	
	

	120
	Error Resolution
	
	
	
	

	L.
	Check Imaging System
	
	
	
	

	121
	Vendor Stability
	
	
	
	

	122
	Documentation
	
	
	
	

	123
	Security
	
	
	
	

	124
	Image Backup 
	
	
	
	

	125
	Balancing
	
	
	
	

	126
	Statement Processing
	
	
	
	

	M.
	Document Imaging System
	
	
	
	

	127
	Vendor Stability
	
	
	
	

	128
	Documentation
	
	
	
	

	129
	Security
	
	
	
	

	130
	Indexing
	
	
	
	

	131
	Quality Assurance
	
	
	
	

	132
	Storage
	
	
	
	

	133
	Image Backup Procedures
	
	
	
	

	N.
	Report Archival System 
	
	
	
	

	134
	Vendor Stability
	
	
	
	

	135
	Documentation
	
	
	
	

	136
	Security
	
	
	
	

	137
	Backup Procedures
	
	
	
	

	O.
	Other Applications/Areas of Risk
	
	
	
	

	138
	Telephone Banking
	
	
	
	

	139
	Telephone System (PBX)
	
	
	
	

	140
	Loan Origination
	
	
	
	

	141
	Deposit Origination
	
	
	
	

	142
	Credit Card Processing
	
	
	
	

	143
	Teller Automation
	
	
	
	

	P.
	Information Security
	
	
	
	

	144
	Employee Awareness of Security Measures
	
	
	
	

	145
	Information Security Program
	
	
	
	

	146
	Restricted Access to Customer Information
	
	
	
	

	147
	Privacy Policy
	
	
	
	

	148
	Board Reporting
	
	
	
	

	149
	Identity Theft
	
	
	
	

	150
	Pretext Calling
	
	
	
	

	151
	Customer Verification Procedures
	
	
	
	

	152
	Fraud Prevention Measures
	
	
	
	

	153
	Security Administration
	
	
	
	

	154
	User Access Levels
	
	
	
	

	155
	Data Center Security
	
	
	
	

	156
	Network Access
	
	
	
	

	157
	Operating System Access
	
	
	
	

	158
	Application Access
	
	
	
	

	159
	Remote Access
	
	
	
	

	160
	Cabinet and Vault Security
	
	
	
	

	161
	Encryption
	
	
	
	

	162
	Systems Development, Acquisition and Maint.
	
	
	
	

	163
	Personnel Background Checks and Screening
	
	
	
	

	164
	Job Descriptions
	
	
	
	

	165
	Training
	
	
	
	

	166
	Handling and Storage of Information
	
	
	
	

	167
	Information Disposal
	
	
	
	

	168
	Information in Transit
	
	
	
	

	169
	Logging and Data Collection
	
	
	
	

	170
	Service Provider Oversight
	
	
	
	

	171
	Intrusion Detection
	
	
	
	

	172
	Intrusion Response
	
	
	
	

	173
	Insurance
	
	
	
	

	174
	Security Testing
	
	
	
	






Sample Completed IT Risk Assessment Form
The following illustration shows a completed risk assessment with each major area receiving a composite risk rating (e.g., the major area “Policies” composite risk rating is 38.16, which places it in the “Above Average Risk” category), and each individual area receiving a risk rating based on the participant’s input (e.g., the “Phishing Response” area has a “Risk Rating” for 67.50, which places it in the “High Risk” category).
	Insert Bank Logo
City, State
Sample Information Technology Risk Assessment
Date
Please enter a value in the applicable cells in columns C and D
	0.00 - 10.00
	Low Risk

	
	10.01 - 20.00
	Below Average Risk

	
	20.01 - 30.00
	Average Risk

	
	30.01 - 50.00
	Above Average Risk

	
	50.01 - 100.00
	High Risk



	(A)
	(B)
	(C)
	(D)
	(E)
	(F)

	Ref
	Area
	Significance Ranking 
.1 (Low) to 
1.0 (High)
	Risk Factor 
1 (Low) to 
100 (High)
	Risk Rating
	Risk Category

	A.
	Policies
	
	
	24.06
	Average Risk

	1
	Asset Management
	0.20
	25.00
	5.00
	Low Risk

	2
	Business Continuity Planning
	0.90
	35.00
	31.50
	Above Average Risk

	3
	Cell Phone
	0.20
	30.00
	6.00
	Low Risk

	4
	Disposal of Information
	0.75
	35.00
	26.25
	Average Risk

	5
	Electronic Banking
	0.50
	25.00
	12.50
	Below Average Risk

	6
	E-Mail Usage
	0.50
	35.00
	17.50
	Below Average Risk

	7
	Firewall Administration
	0.55
	35.00
	19.25
	Below Average Risk

	8
	Hardware & Software Standards
	0.30
	30.00
	9.00
	Low Risk

	9
	Information Security Program
	0.70
	55.00
	38.50
	Above Average Risk

	10
	Internet Usage
	0.20
	40.00
	8.00
	Low Risk

	11
	Intrusion Response
	0.80
	55.00
	44.00
	Above Average Risk

	12
	IT Steering Committee
	0.25
	30.00
	7.50
	Low Risk

	13
	Laptop PC Policy
	0.77
	80.00
	61.60
	High Risk

	14
	Network Administration
	0.30
	20.00
	6.00
	Low Risk

	15
	Patch Management
	0.88
	66.00
	58.08
	High Risk

	16
	PDA
	0.20
	25.00
	5.00
	Low Risk

	17
	Phishing Response
	0.90
	75.00
	67.50
	High Risk

	18
	Physical Security
	0.50
	30.00
	15.00
	Below Average Risk

	19
	Remote Access
	0.90
	66.00
	59.40
	High Risk

	20
	Security Administration
	0.25
	35.00
	8.75
	Low Risk

	21
	Security Awareness Training
	0.89
	77.00
	68.53
	High Risk

	22
	Software Management and Licensing
	0.25
	40.00
	10.00
	Low Risk

	23
	System Access/Change Management Form
	0.30
	25.00
	7.50
	Low Risk

	24
	Systems Backup
	0.40
	20.00
	8.00
	Low Risk



	(A)
	(B)
	(C)
	(D)
	(E)
	(F)

	Ref
	Area
	Significance Ranking 
.1 (Low) to 
1.0 (High)
	Risk Factor  
1 (Low) to 
100 (High)
	Risk Rating
	Risk Category

	25
	User ID and Password Standards
	0.87
	44.00
	38.28
	Above Average Risk

	26
	Virus Protection
	0.80
	20.00
	16.00
	Below Average Risk

	27
	VPN Security Considerations
	0.50
	20.00
	10.00
	Low Risk

	28
	SPAM
	0.45
	20.00
	9.00
	Low Risk

	B.
	Management
	
	 
	18.09
	Below Average Risk

	29
	Hiring Standards
	0.80
	50.00
	40.00
	Above Average Risk

	30
	Experience
	0.30
	35.00
	10.50
	Below Average Risk

	31
	Board Awareness
	0.40
	20.00
	8.00
	Low Risk

	32
	Review of Vendor Financials
	0.50
	25.00
	12.50
	Below Average Risk

	33
	Examination Response
	0.40
	30.00
	12.00
	Below Average Risk

	34
	Management Succession
	0.90
	35.00
	31.50
	Above Average Risk

	35
	Steering Committee 
	0.40
	25.00
	10.00
	Low Risk

	36
	Strategic Planning
	0.50
	25.00
	12.50
	Below Average Risk

	37
	Review of Employee Accounts
	0.80
	50.00
	40.00
	Above Average Risk

	38
	Insurance
	0.40
	30.00
	12.00
	Below Average Risk

	39
	User Education
	0.40
	25.00
	10.00
	Low Risk

	C.
	Development and Acquisition
	
	
	11.33
	Below Average Risk

	40
	System Selection Methodology
	0.40
	20.00
	8.00
	Low Risk

	41
	Contracts
	0.40
	25.00
	10.00
	Low Risk

	42
	Procedures for New Releases
	0.40
	20.00
	8.00
	Low Risk

	43
	Source Code Agreements
	0.40
	20.00
	8.00
	Low Risk

	44
	Core Processing 
	0.90
	30.00
	27.00
	Average Risk

	45
	Item Processing
	0.40
	35.00
	14.00
	Below Average Risk

	46
	Hardware & Software Standards
	0.40
	30.00
	12.00
	Below Average Risk

	47
	Vendor Management
	0.30
	25.00
	7.50
	Low Risk

	48
	Fixed Asset Tracking/HW & SW Inventory
	0.30
	25.00
	7.50
	Low Risk

	D.
	Operations
	
	
	11.41
	Below Average Risk

	49
	Master File/Parameter Changes
	0.40
	35.00
	14.00
	Below Average Risk

	50
	Automated Funds Transfers
	0.50
	30.00
	15.00
	Below Average Risk

	51
	Negotiable Instruments Processing
	0.40
	25.00
	10.00
	Low Risk

	52
	New Accounts Processing
	0.35
	30.00
	10.50
	Below Average Risk

	53
	Dormant Account Transaction Processing
	0.88
	20.00
	17.60
	Below Average Risk

	54
	Account Reconciliation
	0.45
	15.00
	6.75
	Low Risk

	55
	Items in Transit
	0.30
	20.00
	6.00
	Low Risk

	E.
	Business Continuity Planning
	
	
	27.85
	Average Risk

	56
	Bank-wide Business Continuity Plan
	0.75
	50.00
	37.50
	Above Average Risk

	57
	People Issues
	0.90
	40.00
	36.00
	Above Average Risk

	58
	Physical Access
	0.88
	40.00
	35.20
	Above Average Risk

	59
	Power Issues
	0.88
	40.00
	35.20
	Above Average Risk

	60
	Communications
	0.92
	45.00
	41.40
	Above Average Risk

	61
	Off-site Storage
	0.55
	40.00
	22.00
	Average Risk

	62
	System Backups
	0.45
	30.00
	13.50
	Below Average Risk

	63
	Board Approval
	0.75
	50.00
	37.50
	Above Average Risk

	64
	Testing
	0.40
	35.00
	14.00
	Below Average Risk

	65
	Physical Security
	0.40
	35.00
	14.00
	Below Average Risk

	66
	Hot-site
	0.40
	50.00
	20.00
	Below Average Risk

	F.
	Wire Transfer
	
	
	15.05
	Below Average Risk

	67
	FedLine Local Security
	0.77
	25.00
	19.25
	Below Average Risk

	68
	FedLine Host Security
	0.88
	35.00
	30.80
	Above Average Risk

	69
	Correspondent Account Reconcilement
	0.35
	40.00
	14.00
	Below Average Risk

	70
	FedLine Backup
	0.25
	25.00
	6.25
	Low Risk

	71
	FedLine Physical Security
	0.30
	25.00
	7.50
	Low Risk

	72
	Wire Transfer Agreements
	0.25
	40.00
	10.00
	Low Risk

	73
	Call-Back Verification
	0.25
	45.00
	11.25
	Below Average Risk

	74
	Memo-Debiting of Outgoing Transfers
	0.88
	30.00
	26.40
	Average Risk

	75
	Electronic Recording of Telephone Requests
	0.40
	25.00
	10.00
	Low Risk

	G.
	ATMs
	
	
	8.04
	Low Risk

	76
	Vendor/Switch Stability
	0.45
	25.00
	11.25
	Below Average Risk

	77
	Fraud Detection
	0.40
	25.00
	10.00
	Low Risk

	78
	Settlement and Balancing
	0.30
	25.00
	7.50
	Low Risk

	79
	Card Handling Procedures
	0.35
	30.00
	10.50
	Below Average Risk

	80
	Error Resolution
	0.20
	25.00
	5.00
	Low Risk

	81
	Cash Replenishment Procedures
	0.20
	20.00
	4.00
	Low Risk

	H.
	ACH
	
	
	10.45
	Below Average Risk

	82
	Notifications of Changes (NOCs)
	0.30
	25.00
	7.50
	Low Risk

	83
	Returns
	0.30
	25.00
	7.50
	Low Risk

	84
	File Receipt
	0.30
	25.00
	7.50
	Low Risk

	85
	Origination
	0.45
	35.00
	15.75
	Below Average Risk

	86
	ACH Audit
	0.40
	35.00
	14.00
	Below Average Risk

	I.
	Internet Banking
	
	
	9.28
	Low Risk

	87
	Vendor Stability
	0.40
	25.00
	10.00
	Low Risk

	88
	System Security
	0.40
	20.00
	8.00
	Low Risk

	89
	User Sign-Up Process
	0.45
	20.00
	9.00
	Low Risk

	90
	Encryption 
	0.35
	25.00
	8.75
	Low Risk

	91
	Server Issues
	0.35
	20.00
	7.00
	Low Risk

	92
	Third Party Review
	0.25
	30.00
	7.50
	Low Risk

	93
	Support
	0.30
	20.00
	6.00
	Low Risk

	94
	Cash Management
	0.40
	30.00
	12.00
	Below Average Risk

	95
	Review of Activity Reports
	0.35
	30.00
	10.50
	Below Average Risk

	96
	Web Site Hosting
	0.40
	35.00
	14.00
	Below Average Risk

	J.
	Network Security
	
	
	10.66
	Below Average Risk

	97
	PC/Network Backup 
	0.45
	35.00
	15.75
	Below Average Risk

	98
	Software Licensing
	0.25
	30.00
	7.50
	Low Risk

	99
	Virus Protection 
	0.45
	35.00
	15.75
	Below Average Risk

	100
	Adequate Bandwidth
	0.25
	20.00
	5.00
	Low Risk

	101
	Network Administration
	0.40
	25.00
	10.00
	Low Risk

	102
	Network Design
	0.25
	25.00
	6.25
	Low Risk

	103
	PC/Network Policy
	0.30
	30.00
	9.00
	Low Risk

	104
	Microsoft Windows 2003 Security
	0.88
	25.00
	22.00
	Average Risk

	105
	Novell NetWare Security
	0.10
	20.00
	2.00
	Low Risk

	106
	Physical Security
	0.35
	25.00
	8.75
	Low Risk

	107
	Network Capacity
	0.25
	20.00
	5.00
	Low Risk

	108
	Remote Access
	0.45
	35.00
	15.75
	Below Average Risk

	109
	ISP Stability
	0.35
	20.00
	7.00
	Low Risk

	110
	Firewall
	0.45
	35.00
	15.75
	Below Average Risk

	111
	Log File Monitoring
	0.35
	25.00
	8.75
	Low Risk

	112
	Branch Communications
	0.35
	40.00
	14.00
	Below Average Risk

	113
	Intrusion Prevention System (IPS)
	0.45
	40.00
	18.00
	Below Average Risk

	114
	Internet Content Filtering  
	0.25
	30.00
	7.50
	Low Risk

	115
	Email Content Filtering
	0.25
	35.00
	8.75
	Low Risk

	K.
	Bill Payment
	
	
	6.25
	Low Risk

	116
	Payment Model (Good Funds or At-Risk?)
	0.25
	30.00
	7.50
	Low Risk

	117
	Processor/Vendor Stability
	0.25
	25.00
	6.25
	Low Risk

	118
	Settlement Account Reconciliation
	0.20
	20.00
	4.00
	Low Risk

	119
	Transaction Processing 
	0.30
	25.00
	7.50
	Low Risk

	120
	Error Resolution
	0.30
	20.00
	6.00
	Low Risk

	L.
	Check Imaging System
	
	
	7.96
	Low Risk

	121
	Vendor Stability
	0.25
	30.00
	7.50
	Low Risk

	122
	Documentation
	0.20
	25.00
	5.00
	Low Risk

	123
	Security
	0.20
	35.00
	7.00
	Low Risk

	124
	Image Backup 
	0.25
	35.00
	8.75
	Low Risk

	125
	Balancing
	0.30
	30.00
	9.00
	Low Risk

	126
	Statement Processing
	0.30
	35.00
	10.50
	Below Average Risk

	M.
	Document Imaging System
	
	
	6.71
	Low Risk

	127
	Vendor Stability
	0.25
	30.00
	7.50
	Low Risk

	128
	Documentation
	0.20
	25.00
	5.00
	Low Risk

	129
	Security
	0.20
	35.00
	7.00
	Low Risk

	130
	Indexing
	0.20
	25.00
	5.00
	Low Risk

	131
	Quality Assurance
	0.25
	25.00
	6.25
	Low Risk

	132
	Storage
	0.25
	30.00
	7.50
	Low Risk

	133
	Image Backup Procedures
	0.25
	35.00
	8.75
	Low Risk

	N.
	Report Archival System 
	
	
	7.06
	Low Risk

	134
	Vendor Stability
	0.25
	30.00
	7.50
	Low Risk

	135
	Documentation
	0.20
	25.00
	5.00
	Low Risk

	136
	Security
	0.20
	35.00
	7.00
	Low Risk

	137
	Backup Procedures
	0.25
	35.00
	8.75
	Low Risk

	O.
	Other Applications/Areas of Risk
	
	
	11.50
	Below Average Risk

	138
	Telephone Banking
	0.30
	35.00
	10.50
	Below Average Risk

	139
	Telephone System (PBX)
	0.20
	30.00
	6.00
	Low Risk

	140
	Loan Origination
	0.35
	40.00
	14.00
	Below Average Risk

	141
	Deposit Origination
	0.35
	40.00
	14.00
	Below Average Risk

	142
	Credit Card Processing
	0.35
	40.00
	14.00
	Below Average Risk

	143
	Teller Automation
	0.30
	35.00
	10.50
	Below Average Risk

	P.
	Information Security
	
	
	12.82
	Below Average Risk

	144
	Employee Awareness of Security Measures
	0.50
	40.00
	20.00
	Below Average Risk

	145
	Information Security Program
	0.75
	30.00
	22.50
	Average Risk

	146
	Restricted Access to Customer Information
	0.60
	35.00
	21.00
	Average Risk

	147
	Privacy Policy
	0.45
	35.00
	15.75
	Below Average Risk

	148
	Board Reporting
	0.30
	30.00
	9.00
	Low Risk

	149
	Identity Theft
	0.88
	45.00
	39.60
	Above Average Risk

	150
	Pretext Calling
	0.25
	35.00
	8.75
	Low Risk

	151
	Customer Verification Procedures
	0.45
	35.00
	15.75
	Below Average Risk

	152
	Fraud Prevention Measures
	0.40
	35.00
	14.00
	Below Average Risk

	153
	Security Administration
	0.40
	35.00
	14.00
	Below Average Risk

	154
	User Access Levels
	0.40
	25.00
	10.00
	Low Risk

	155
	Data Center Security
	0.40
	30.00
	12.00
	Below Average Risk

	156
	Network Access
	0.35
	25.00
	8.75
	Low Risk

	157
	Operating System Access
	0.30
	35.00
	10.50
	Below Average Risk

	158
	Application Access
	0.25
	20.00
	5.00
	Low Risk

	159
	Remote Access
	0.35
	20.00
	7.00
	Low Risk

	160
	Cabinet and Vault Security
	0.25
	30.00
	7.50
	Low Risk

	161
	Encryption
	0.30
	30.00
	9.00
	Low Risk

	162
	Systems Development, Acquisition and Maint.
	0.35
	25.00
	8.75
	Low Risk

	163
	Personnel Background Checks and Screening
	0.40
	35.00
	14.00
	Below Average Risk

	164
	Job Descriptions
	0.25
	20.00
	5.00
	Low Risk

	165
	Training
	0.30
	25.00
	7.50
	Low Risk

	166
	Handling and Storage of Information
	0.40
	30.00
	12.00
	Below Average Risk

	167
	Information Disposal
	0.45
	35.00
	15.75
	Below Average Risk

	168
	Information in Transit
	0.25
	30.00
	7.50
	Low Risk

	169
	Logging and Data Collection
	0.20
	25.00
	5.00
	Low Risk

	170
	Service Provider Oversight
	0.35
	20.00
	7.00
	Low Risk

	171
	Intrusion Detection
	0.45
	45.00
	20.25
	Average Risk

	172
	Intrusion Response
	0.50
	50.00
	25.00
	Average Risk

	173
	Insurance
	0.25
	30.00
	7.50
	Low Risk

	174
	Security Testing
	0.30
	40.00
	12.00
	Below Average Risk




Sample IT Risk Assessment Summary
To better identify which areas, carry the highest risk, the participant produces a summary that ranks the areas of risk from highest to lowest. This allows the institution to prioritize risk-mitigation activities, beginning with the highest risk areas and working down the assessment. For example, if the directorate agrees, an institution may view the areas identified as “low risk” as acceptable risks that are simply part of the financial institution’s risk of doing business. Therefore, every risk may not be mitigated, but the financial institution should be able to support this decision.
	Insert Bank Logo
City, State
Information Technology Risk Assessment
Date



	Product of Risk Rating
	 
	 
	

	Risk Category
	Ref
	Area
	Total

	High Risk
	21
	Security Awareness Training
	68.53

	High Risk
	17
	Phishing Response
	67.50

	High Risk
	13
	Laptop PC Policy
	61.60

	High Risk
	19
	Remote Access
	59.40

	High Risk
	15
	Patch Management
	58.08

	Above Average Risk
	11
	Intrusion Response
	44.00

	Above Average Risk
	60
	Communications
	41.40

	Above Average Risk
	37
	Review of Employee Accounts
	40.00

	Above Average Risk
	29
	Hiring Standards
	40.00

	Above Average Risk
	149
	Identity Theft
	39.60

	Above Average Risk
	9
	Information Security Program
	38.50

	Above Average Risk
	25
	User ID and Password Standards
	38.28

	Above Average Risk
	63
	Board Approval
	37.50

	Above Average Risk
	56
	Bank-Wide Business Continuity Plan
	37.50

	Above Average Risk
	57
	People Issues
	36.00

	Above Average Risk
	58
	Physical Access
	35.20

	Above Average Risk
	59
	Power Issues
	35.20

	Above Average Risk
	2
	Business Continuity Planning
	31.50

	Above Average Risk
	34
	Management Succession
	31.50

	Above Average Risk
	68
	FedLine Host Security
	30.80

	Average Risk
	44
	Core Processing 
	27.00

	Average Risk
	74
	Memo-Debiting of Outgoing Transfers
	26.40

	Average Risk
	4
	Disposal of Information
	26.25

	Average Risk
	172
	Intrusion Response
	25.00

	Average Risk
	145
	Information Security Program
	22.50

	Average Risk
	61
	Off-Site Storage
	22.00

	Average Risk
	104
	Microsoft Windows 2003 Security
	22.00

	Average Risk
	146
	Restricted Access to Customer Information
	21.00



	Risk Category
	Ref
	Area
	Total

	Average Risk
	171
	Intrusion Detection
	20.25

	Below Average Risk
	144
	Employee Awareness of Security Measures
	20.00

	Below Average Risk
	66
	Hot Site
	20.00

	Below Average Risk
	67
	FedLine Local Security
	19.25

	Below Average Risk
	7
	Firewall Administration
	19.25

	Below Average Risk
	113
	Intrusion Prevention System (IPS)
	18.00

	Below Average Risk
	53
	Dormant Account Transaction Processing
	17.60

	Below Average Risk
	6
	E-Mail Usage
	17.50

	Below Average Risk
	26
	Virus Protection
	16.00

	Below Average Risk
	167
	Information Disposal
	15.75

	Below Average Risk
	151
	Customer Verification Procedures
	15.75

	Below Average Risk
	147
	Privacy Policy
	15.75

	Below Average Risk
	110
	Firewall
	15.75

	Below Average Risk
	108
	Remote Access
	15.75

	Below Average Risk
	99
	Virus Protection 
	15.75

	Below Average Risk
	97
	PC/Network Backup 
	15.75

	Below Average Risk
	85
	Origination
	15.75

	Below Average Risk
	50
	Automated Funds Transfers
	15.00

	Below Average Risk
	18
	Physical Security
	15.00

	Below Average Risk
	163
	Personnel Background Checks and Screening
	14.00

	Below Average Risk
	65
	Physical Security
	14.00

	Below Average Risk
	153
	Security Administration
	14.00

	Below Average Risk
	64
	Testing
	14.00

	Below Average Risk
	69
	Correspondent Account Reconcilement
	14.00

	Below Average Risk
	152
	Fraud Prevention Measures
	14.00

	Below Average Risk
	45
	Item Processing
	14.00

	Below Average Risk
	142
	Credit Card Processing
	14.00

	Below Average Risk
	141
	Deposit Origination
	14.00

	Below Average Risk
	86
	ACH Audit
	14.00

	Below Average Risk
	140
	Loan Origination
	14.00

	Below Average Risk
	112
	Branch Communications
	14.00

	Below Average Risk
	96
	Web Site Hosting
	14.00

	Below Average Risk
	49
	Master File/Parameter Changes
	14.00

	Below Average Risk
	62
	System Backups
	13.50

	Below Average Risk
	36
	Strategic Planning
	12.50

	Below Average Risk
	32
	Review of Vendor Financials
	12.50

	Below Average Risk
	5
	Electronic Banking
	12.50

	Below Average Risk
	174
	Security Testing
	12.00

	Below Average Risk
	46
	Hardware and Software Standards
	12.00

	Below Average Risk
	166
	Handling and Storage of Information
	12.00

	Below Average Risk
	155
	Data Center Security
	12.00

	Below Average Risk
	94
	Cash Management
	12.00

	Below Average Risk
	38
	Insurance
	12.00

	Below Average Risk
	33
	Examination Response
	12.00

	Below Average Risk
	73
	Call-Back Verification
	11.25

	Below Average Risk
	76
	Vendor/Switch Stability
	11.25

	Below Average Risk
	126
	Statement Processing
	10.50

	Below Average Risk
	143
	Teller Automation
	10.50

	Below Average Risk
	79
	Card Handling Procedures
	10.50

	Below Average Risk
	30
	Experience
	10.50

	Below Average Risk
	157
	Operating System Access
	10.50

	Below Average Risk
	52
	New Accounts Processing
	10.50

	Below Average Risk
	95
	Review of Activity Reports
	10.50

	Below Average Risk
	138
	Telephone Banking
	10.50

	Low Risk
	154
	User Access Levels
	10.00

	Low Risk
	101
	Network Administration
	10.00

	Low Risk
	87
	Vendor Stability
	10.00

	Low Risk
	77
	Fraud Detection
	10.00

	Low Risk
	75
	Electronic Recording of Telephone Requests
	10.00

	Low Risk
	72
	Wire Transfer Agreements
	10.00

	Low Risk
	51
	Negotiable Instruments Processing
	10.00

	Low Risk
	41
	Contracts
	10.00

	Low Risk
	39
	User Education
	10.00

	Low Risk
	22
	Software Management and Licensing
	10.00

	Low Risk
	35
	Steering Committee 
	10.00

	Low Risk
	27
	VPN Security Considerations
	10.00

	Low Risk
	161
	Encryption
	9.00

	Low Risk
	28
	SPAM
	9.00

	Low Risk
	148
	Board Reporting
	9.00

	Low Risk
	125
	Balancing
	9.00

	Low Risk
	103
	PC/Network Policy
	9.00

	Low Risk
	89
	User Sign-Up Process
	9.00

	Low Risk
	8
	Hardware and Software Standards
	9.00

	Low Risk
	162
	Systems Development, Acquisition and Maint.
	8.75

	Low Risk
	156
	Network Access
	8.75

	Low Risk
	150
	Pretext Calling
	8.75

	Low Risk
	137
	Backup Procedures
	8.75

	Low Risk
	133
	Image Backup Procedures
	8.75

	Low Risk
	124
	Image Backup 
	8.75

	Low Risk
	115
	Email Content Filtering
	8.75

	Low Risk
	111
	Log File Monitoring
	8.75

	Low Risk
	106
	Physical Security
	8.75

	Low Risk
	90
	Encryption 
	8.75

	Low Risk
	20
	Security Administration
	8.75

	Low Risk
	43
	Source Code Agreements
	8.00

	Low Risk
	31
	Board Awareness
	8.00

	Low Risk
	24
	Systems Backup
	8.00

	Low Risk
	40
	System Selection Methodology
	8.00

	Low Risk
	10
	Internet Usage
	8.00

	Low Risk
	88
	System Security
	8.00

	Low Risk
	42
	Procedures for New Releases
	8.00

	Low Risk
	173
	Insurance
	7.50

	Low Risk
	84
	File Receipt
	7.50

	Low Risk
	83
	Returns
	7.50

	Low Risk
	12
	IT Steering Committee
	7.50

	Low Risk
	168
	Information in Transit
	7.50

	Low Risk
	92
	Third Party Review
	7.50

	Low Risk
	165
	Training
	7.50

	Low Risk
	98
	Software Licensing
	7.50

	Low Risk
	78
	Settlement and Balancing
	7.50

	Low Risk
	160
	Cabinet and Vault Security
	7.50

	Low Risk
	47
	Vendor Management
	7.50

	Low Risk
	82
	Notifications of Changes (NOCs)
	7.50

	Low Risk
	48
	Fixed Asset Tracking/HW and SW Inventory
	7.50

	Low Risk
	134
	Vendor Stability
	7.50

	Low Risk
	132
	Storage
	7.50

	Low Risk
	127
	Vendor Stability
	7.50

	Low Risk
	71
	FedLine Physical Security
	7.50

	Low Risk
	114
	Internet Content Filtering  
	7.50

	Low Risk
	23
	System Access/Change Management Form
	7.50

	Low Risk
	116
	Payment Model (Good Funds or At-Risk?)
	7.50

	Low Risk
	121
	Vendor Stability
	7.50

	Low Risk
	119
	Transaction Processing 
	7.50

	Low Risk
	91
	Server Issues
	7.00

	Low Risk
	170
	Service Provider Oversight
	7.00

	Low Risk
	159
	Remote Access
	7.00

	Low Risk
	136
	Security
	7.00

	Low Risk
	123
	Security
	7.00

	Low Risk
	109
	ISP Stability
	7.00

	Low Risk
	129
	Security
	7.00

	Low Risk
	54
	Account Reconciliation
	6.75

	Low Risk
	102
	Network Design
	6.25

	Low Risk
	70
	FedLine Backup
	6.25

	Low Risk
	117
	Processor/Vendor Stability
	6.25

	Low Risk
	131
	Quality Assurance
	6.25

	Low Risk
	120
	Error Resolution
	6.00

	Low Risk
	93
	Support
	6.00

	Low Risk
	3
	Cell Phone
	6.00

	Low Risk
	14
	Network Administration
	6.00

	Low Risk
	55
	Items in Transit
	6.00

	Low Risk
	139
	Telephone System (PBX)
	6.00

	Low Risk
	128
	Documentation
	5.00

	Low Risk
	169
	Logging and Data Collection
	5.00

	Low Risk
	16
	PDA
	5.00

	Low Risk
	1
	Asset Management
	5.00

	Low Risk
	107
	Network Capacity
	5.00

	Low Risk
	158
	Application Access
	5.00

	Low Risk
	122
	Documentation
	5.00

	Low Risk
	130
	Indexing
	5.00

	Low Risk
	80
	Error Resolution
	5.00

	Low Risk
	135
	Documentation
	5.00

	Low Risk
	164
	Job Descriptions
	5.00

	Low Risk
	100
	Adequate Bandwidth
	5.00

	Low Risk
	81
	Cash Replenishment Procedures
	4.00

	Low Risk
	118
	Settlement Account Reconciliation
	4.00

	Low Risk
	105
	Novell NetWare Security
	2.00




Sample IT Risk Assessment Condensed Summary
	Insert Bank Logo
City, State
Information Technology Risk Assessment
Date



	Product of Risk Rating
	
	
	

	Risk Category
	Ref
	Area
	Total

	Average Risk
	E.
	Business Continuity Planning
	27.85

	Average Risk
	A.
	Policies
	24.06

	Below Average Risk
	B.
	Management
	18.09

	Below Average Risk
	F.
	Wire Transfer
	15.05

	Below Average Risk
	P.
	Information Security
	12.82

	Below Average Risk
	O.
	Other Applications/Areas of Risk
	11.50

	Below Average Risk
	D.
	Operations
	11.41

	Below Average Risk
	C.
	Development and Acquisition
	11.33

	Below Average Risk
	J.
	Network Security
	10.66

	Below Average Risk
	H.
	ACH
	10.45

	Low Risk
	I.
	Internet Banking
	9.28

	Low Risk
	G.
	ATMs
	8.04

	Low Risk
	L.
	Check Imaging System
	7.96

	Low Risk
	N.
	Report Archival System 
	7.06

	Low Risk
	M.
	Document Imaging System
	6.71

	Low Risk
	K.
	Bill Payment
	6.25




