Third-Party IT Service Providers RISK ASSESSMENT Checklist
TSP General Risk Assessment
In evaluating the security of TSP relationships, it is important that financial institutions recognize that federal financial regulators are authorized to supervise all of its internal records and activities, as well as any operations performed by a third-party service provider.  Therefore, be aware that the transmission of records and/or operations between the financial institution and the third party do not in any way hinder or limit the federal examination and regulation of a financial institution.
TSP General Risk Assessment Checklist
	
	Complete
	Incomplete

	1.	Note any potential risks or threats already involved with the TSP, which may hinder or conflict with your operations.
	
	

	2.	Evaluate the efficiency and reliability of the TSP’s own risk management and security systems.
	
	

	3. 	Ensure that the TSP and its services are in compliance with all appropriate laws and regulations regarding third party services provided to financial institutions.
	
	

	4. 	Any recommendations based on evaluative findings and any corrective measures should be communicated to the TSP, its clients, and supervisory personnel promptly and with clarity.
	
	

	5. 	Acquire commitment statements regarding any corrective measures and evaluative means to measure the efficiency of these corrections.
	
	

	6. 	Oversee any and all changes in the TSP’s risk management systems, products, and services that might conflict with or hinder the processes and operations of its clients.
	
	





Major Points for IT Risk Assessments
A risk assessment for IT issues typically concern the following major points:
Confidentiality. Ensure the security of client, personnel, and systems information against intentional or involuntary disclosure to unauthorized persons or institutions.
Management. Maintain technological services and resources to guarantee their compliance to the intended goals and/or objectives of the TSP or financial institution.
Availability. Oversee the efficiency of business continuity programs and their alignment with the service-level agreements.
Accuracy. Update and maintain the viability and precision of automated information as well as any associated management information systems.
Stability. Budget responsibly in order to support the following:
Any further or continued operations; 
The ability to procure the capital necessary to maintain capital levels; and
The sufficiency of liquidity to manage overvalued technology assets or cash shortages during times of rapid institutional expansion. 
Should financial complications arise regarding the TSP, a financial institution may suffer a decline in the quality of their services, the dependability of their controls, and the inefficiency of their operations.
TSP Transaction Risk Assessment
Transaction risk (otherwise known as operational risk) is considered the most prominent risk involved with TSP processing. A transaction risk can be derived fraud, error, or simply an inability to manage information securely, deliver products and services, or sustain competitive levels of operation. A transaction risk can have detrimental effects on customer service, internal control processes, capacity planning, systems development and support, credit and interest rates, price, compliance, and liquidity. However, most of all, an unattended transaction risk poses a dangerous risk to the reputation of your financial institution. 
When outsourcing your IT processes to a TSP, it is crucial to assess transactional risk to safeguard the reputation of your financial institution. If your TSP fails to support a comprehensive business resumption plan or provide the necessary systems for major processes, your financial institution may be rendered incapable of providing vital services to your customer base. 
The following are factors to consider when assessing potential transaction risks to your institution’s reputation:
TSP Transaction Risk Assessment Checklist
	
	Yes 
	No
	Comments

	Reputation:
	
	
	

	1. 	Has the TSP caused any omissions, delays, or errors in your information technology that affect customer relations?
	
	
	

	2. 	Has the TSP failed to support a comprehensive business resumption plan or provide the necessary systems for the major processes of your institution?
	
	
	

	Customer:
	
	
	

	3. 	Can the customer clearly distinguish whether or not the financial institution or the third-party service providers are offering products and/or services?
	
	
	

	4. 	Is the customer satisfied with the quality of products and/or services obtained from a outside provider?
	
	
	

	5. 	Does the customer understand the appropriate regulatory protections that apply to third-party services and/or products?
	
	
	

	Liquidity, Interest Rate, and Price:
	
	
	

	6. 	Has the TSP failed to correctly process any errors associated with repayment assumptions and/or investment income?
	
	
	

	Strategic:
	
	
	

	7. 	Has the TSP provided accurate and reliable records, information, or any other data associated to your operations? 
	
	
	

	8. 	Has the TSP provided this information on time?
	
	
	

	9. 	Does the information and services provided comply with and reflect the contractual agreement between your institution and the TSP as well as any other appropriate business policies?
	
	
	

	Compliance:
	
	
	

	10. 	Has the potential TSP agreed upon and complied to the most current federal banking and IT security regulations?
	
	
	

	11. 	Does the TSP provide prompt and accurate customer compliance disclosure?
	
	
	

	12. 	Does the TSP effectively and consistently maintain the confidentiality of customer information?
	
	
	



Quantity of TSP Transactional Risks Checklist
The quantity of transactional risks associated with TSP relationships is based on the volume or level of risk that exists between the TSPs operations and the operations of your financial institution. 
	
	Rating Scale
Unfavorable  Perfect 

	How would you rate:
	1 
	2 
	3 
	4 
	5

	1.	The financial condition of the TSP?
	
	
	
	
	

	2.	The number of clients held by the TSP and their assessment of its services?
	
	
	
	
	

	3.	The volume of transactions (both the quantity and dollar value) between the TSP and its serviced financial institutions?
	
	
	
	
	

	4.	The aggregate size (both in quantity and dollar value) of the financial institutions serviced by the TSP?
	
	
	
	
	

	5.	The number and type of product or product lines provided by the TSP?
	
	
	
	
	

	6.	The reliability of the technology used by the TSP and/or its business continuity planning?
	
	
	
	
	



Quality of TSP Transactional Risks Checklist
Assessing the efficiency of risk identification, measurement, and supervision is crucial to evaluating the quality of the transactional risks involved with TSP relationships. 
	
	Rating Scale
Unfavorable  Perfect 

	How would you rate:
	1 
	2 
	3 
	4 
	5

	1. 	The quality of the TSP’s operational and control procedures and their alignment with the policies and procedures of your financial institution? 
	
	
	
	
	

	2.	The management information systems employed by the TSP:
	Is it accurate and on time in adequately measuring the performance, risk management decisions, and efficiency of its internal and external processes?
	
	
	
	
	

	3. 	The technical and managerial expertise, as well as the directorial oversight of the TSP?
	
	
	
	
	



Maintaining a Uniform Rating System for Information Technology
When assessing IT-related risks between financial institutions and TSPs, the FFIEC uses the Uniform Rating System for Information Technology (URSIT) to determine which institutions or entities require more supervision based on their performance or the condition of their operations. Incorporating the URSIT, while assessing the risks of outsourcing your IT processes to TSPs, will provide your financial institution with an effective means of compiling and organizing the data pertaining to prospective or current TSP relationships. 
The URSIT is based upon four essential components of risk evaluation: 
Management; 
Audit; 
Support and delivery; and 
Acquisition and development. 
Based upon these four components, a risk evaluation can deduce the comprehensive IT performance of an entire organization, or the composite rating. In addition, the four components offer an assessment of the organization’s identification, measurement, supervision, and overall control of its information technology risks. 
The following table is a checklist based on the four components of audit, management, support and delivery, and acquisition and development by which to evaluate a composite rating for TSP relations:
IT Audit Checklist
	
	Rating Scale
Concern
Low             High 

	How would you rate:
	1 
	2 
	3 
	4 
	5

	1.	The level of independence, oversight quality, and overall support provided by the board of directors and management?
	
	
	
	
	

	2. 	The efficiency of:
	
	
	
	
	

	The risk analysis method used;
	
	
	
	
	

	The prioritization of audit resources;
	
	
	
	
	

	The allocation of audit resources; and
	
	
	
	
	

	The schedule followed by the audit.
	
	
	
	
	

	3. 	The extent, accuracy, consistency, and delivery of internal and external audit reports.
	
	
	
	
	

	4. 	The efficiency and quality of internal and external audit activity related to IT controls.
	
	
	
	
	

	5. 	The audit’s compliance with professional audit standards and codes of ethics.
	
	
	
	
	

	6. 	The auditor’s qualification, staff succession, and any continued development through training.
	
	
	
	
	

	7. 	How well the audit participates in application acquisition, development, and testing in order to guarantee effective internal controls and possible audit trails.
	
	
	
	
	

	8. 	The audit’s coverage of IT risks as provided by the overall audit plan.
	
	
	
	
	

	9. 	The timeliness and adequacy of any follow-up reports to management’s identification of possible problems or weaknesses.
	
	
	
	
	

	10. 	The IT risk exposures due to:
	
	
	
	
	

	User and data center operations
	
	
	
	
	

	Local and wide-area networks
	
	
	
	
	

	Contingency planning
	
	
	
	
	

	Client/server architecture
	
	
	
	
	

	Telecommunications
	
	
	
	
	

	Electronic data interchange
	
	
	
	
	

	Information security
	
	
	
	
	

	Systems development
	
	
	
	
	



IT Audit Ratings
	Rating of 1 
	A strong audit performance that can independently identify and thoroughly report any weaknesses or detected risks promptly to the board of directors or management 
Is in full compliance with professional audit standards and comprehensively addresses the organization’s IT operations, their procurement, and any other development activities
Outstanding risk analysis and supervision

	Rating of 2 
	A satisfactory audit performance that can independently identify and thoroughly report any weaknesses or detected risks to the Board of Directors or management, but not necessarily on time
Is in compliance with professional audit standards but the comprehensiveness of the report is questionable
Satisfactory risk analysis and significant audit issues are supervised

	Rating of 3 
	A less than satisfactory audit performance that can identify and report any weakness or risk but the independence of the audit and the accuracy and timeliness of its reports is questionable 
Is generally in compliance with professional audit standards but the accuracy of the report is questionable and not delivered on time
Less than satisfactory risk analysis and audit issues are poorly supervised

	Rating of 4 
	A deficient audit performance that might identify weakness and risks but fails to independently report them to the board of directors or management accurately or on time 
Fails to comply with professional audit standards and the accuracy and promptness of the reports are unacceptable 
Deficient risk analysis and audit issues are not adequately supervised or resolved

	Rating of 5 
	A critically deficient audit performance that cannot independently identify weaknesses or risks to the board of directors or management 
Risk analysis is critically deficient and audit issues are left unsupervised and unresolved
Fails to comply with professional auditing standards and the accuracy and timeliness of the reports are both unacceptable and fraught with major problems.



IT Management Checklist
	
	Rating Scale
Concern
Low                  High

	How would you rate:
	1 
	2 
	3 
	4 
	5

	1. 	The level and quality of oversight and overall support for the IT activities by the Board of Directors and management?
	
	
	
	
	

	2. 	The efficiency of management’s planning and initiation of new activities, products, or product lines that address information needs or possible risks that arise from changing business conditions?
	
	
	
	
	

	3. 	The effectiveness of risk monitoring systems?
	
	
	
	
	

	4. 	The management’s ability to provide information essential to conduct effective planning and decision-making?
	
	
	
	
	

	5. 	The timeliness of any corrective actions taken or reported regarding significant problems or risks?
	
	
	
	
	

	6. 	The compliance and efficiency of internal and external policies and controls that address IT operations and possible risks to major business activities?
	
	
	
	
	

	7. 	The level of understanding and awareness of most recent laws and regulations?
	
	
	
	
	

	8. 	How well management tracks services delivered or provided and how well it measures the progression towards the organization’s known goals?
	
	
	
	
	

	9. 	How adequately and thoroughly management plans for management succession?
	
	
	
	
	

	10.	The identification, measurement, supervision, and overall control of risks and how well management addresses them?
	
	
	
	
	

	11.	Any new needs of or solutions regarding information technology?
	
	
	
	
	

	12. 	How well management establishes and maintains contracts and relationships with third-party service providers?
	
	
	
	
	

	13. 	The efficiency of strategic planning and risk management in the identification, measurement, supervision, and control of possible and known risks, in addition to management’s own self assessments?
	
	
	
	
	

	14. 	How well does management practice address:
	
	
	
	
	

	Project management?
	
	
	
	
	

	Risk assessment?
	
	
	
	
	

	Infrastructure and architecture?
	
	
	
	
	

	Strategic planning?
	
	
	
	
	

	Quality assurance?
	
	
	
	
	

	End-user computing?
	
	
	
	
	

	Contract administration for third-party service providers? 
	
	
	
	
	

	Regulatory and legal compliance?
	
	
	
	
	

	Organization and human resources?
	
	
	
	
	



IT Management Ratings
	Rating of 1 
	A strong management performance that practices effective risk management, which assists IT activities, consistently identifies, measures, controls, and monitors risks
Audit and regulatory concerns are immediately resolved
Outsourcing arrangements are thoroughly planned and implemented
Routine management practices maintain an appropriate level of control over vendor contracts, performance, and the services provided
Demonstrates an ability to effectively and successfully address potential and existing IT risks in a timely manner

	Rating of 2 
	A satisfactory management performance that practices adequate risk management, which assists IT activities, and identifies, measures, controls, and monitors risks despite minor inconsistencies
Audit and regulatory concerns are routinely resolved
Vendor contracts, performance, and the services provided are adequately controlled and communicated throughout the organization
Potential and existing IT risks are sufficiently addressed but not necessarily in a timely manner

	Rating of 3 
	A less than satisfactory management performance that practices weak risk management and provides limited guidance for IT activities 
Risks are only generally identified and the measurement, supervision, and control of risks are questionable 
Risks are only generally identified and the measurement, supervision, and control of risks are questionable
Audit concerns and regulations are addressed but the timeliness and success of their resolution is unacceptable
Outsourcing arrangements are entered without sufficient planning and coordination throughout the organization
Potential and existing IT risks are left unaddressed and remain outstanding in business operations

	Rating of 4 
	A deficient management performance that practices inadequate risk management and cannot provide effective guidance for IT activities 
Management is unable and fails to properly identify, measure, supervise, or control IT risks
Management exhibits an unwillingness or inability to address audit issues or regulations
Outsourcing arrangements are not planned or organized and vendor contracts, performance, and services provided are left unsupervised
The financial condition of the service provider can threaten its own viability
IT risks are neglected or overlooked

	Rating of 5 
	A critically deficient management performance that practices detrimentally flawed risk management and completely fails to provide guidance for IT activities
IT risks are left unidentified and unmeasured with no supervision and no control
Management exhibits an unwillingness and inability to address problems identified by audit or regulation
Outsourcing arrangements are carried out without any documentation or planning
Immediate action is mandatory to preserve the severely damaged financial condition and viability of the service provider



IT Development and Acquisition Checklist
	
	Rating Scale
Concern
Low                  High

	How would you rate:
	1 
	2 
	3 
	4 
	5

	1. 	The level of oversight quality and overall support of systems development and the board of directors and senior management’s acquisition activities?
	
	
	
	
	

	2. 	The nature, volume, and extent of risk exposure to your financial institution in regards to systems development and acquisition?
	
	
	
	
	

	3. 	How efficient the organizational and management structures establish both responsibility and accountability for IT systems and any other technological initiatives?
	
	
	
	
	

	4. 	The duration and adequacy of the institution’s system development life cycle (SDLC) and programming standards?
	
	
	
	
	

	5. 	The independence of quality assurance functions and the capability of controls over program changes?
	
	
	
	
	

	6. 	The nature and quality of project management programs and practices adopted and followed by executive management/owners, operators, developers, independent vendors, users, or any other affiliated servicers?
	
	
	
	
	

	7. 	The security of the network, application software, and other systems?
	
	
	
	
	

	8. 	The comprehensive and overall quality of system documentation within the institution?
	
	
	
	
	

	9. 	How much the end user is involved in the system development process?
	
	
	
	
	

	10. 	The development of solutions for information technology that appropriately meets the needs of end users?
	
	
	
	
	

	11. 	How well does management practice address the institution’s:
	
	
	
	
	

	Purchase and use of new hardware and/or software?
	
	
	
	
	

	The development and programming of new hardware and/or software?
	
	
	
	
	

	Purchase of services provided by independent vendors or other related data centers?
	
	
	
	
	

	A change or introduction of new available research alternatives?
	
	
	
	
	

	Choosing possible options that effect the entire organization?
	
	
	
	
	

	Conversions to new operating systems?
	
	
	
	
	

	The integration of new operating systems or networks with existing systems?
	
	
	
	
	



IT Development and Acquisitions Ratings
	Rating of 1 
	A strong systems development, acquisition, implementation, and change of management performance in which the board of directors and management consistently exhibit an ability to identify, propose, and initiate IT solutions to directly manage potential and/or existing risks
The SDLC and project management techniques are thoroughly supported by written policies, procedures, and project controls intended to guarantee project completion on time 
Quality assurance functions that operate independently to provide durable controls over project change management and testing
Technical solutions meet or exceed end user expectations

	Rating of 2
	A satisfactory systems development, acquisition, implementation, and change of management performance in which the board of directors and management frequently exhibit an ability to identify, propose, and initiate IT solutions to directly manage potential and/or existing risks
The SDLC and project management techniques are generally supported by the necessary written policies and procedures and project controls despite weaknesses that exist due to cost overruns and project delays
Quality assurance functions operate independently to provide adequate controls over project change management and testing despite minor weaknesses
Technical solutions meet end-user needs despite weaknesses that can be corrected through the normal course of business operations

	Rating of 3 
	A less than satisfactory systems development, acquisition, implementation, and change of management performance in which the board of directors and management occasionally fail to successfully identify, propose, and initiate IT solutions to directly manage potential and/or existing risks 
The SDLC and project management techniques are weak, not sufficiently supported, and may cause project delays, major cost overruns, or backlogs
Quality assurance functions may or may not be able to operate independently of programming functions, which can cause problems to testing efficiency and the implementation and adequacy of program change management
Technology solutions partially meet end-user needs but require a significant level of change after implementation

	Rating of 4
	A deficient systems development, acquisition, implementation, and change of management performance in which the board of directors and management are incapable or unable to adequately identify, propose, and initiate IT solutions to directly manage potential and/or existing risks
The SDLC and project management techniques are ineffective and run the risk of causing major cost overruns and project delays
Quality assurance functions are ineffective and cannot operate independently nor can they provide adequate reviews of program change management and/or testing controls
Technical solutions do not meet the needs of the end-user or the organization
Serious problems and major risks are prevalent that demand immediate attention and action by the board and directors and management to preserve the soundness of the institution

	Rating of 5
	A critically deficient systems development, acquisition, implementation, and change of management programs in which the board of directors and management are unable and incapable of identifying, proposing, or initiating IT solutions to directly manage potential and/or existing risks
The SDLC and project management techniques are critically deficient and offer systems development and technology projects minimal direction or guidance
Quality assurance functions are detrimentally deficient and their failure or absence allow for unidentified problems in testing controls and significant risks in program change management
Technical solutions fail to meet the needs of the end-user and the organization
Serious problems and significant risks threaten to diminish the ongoing viability of the financial institution or service provider



IT Support and Delivery Checklist
	
	Rating Scale
Concern
Low                  High

	How would you rate:
	1 
	2 
	3 
	4 
	5

	1. 	How well IT support and delivery meets the established requirements of the business?
	
	
	
	
	

	2. 	The efficiency of security procedures, practices, and policies at any and all units and levels of the financial institution and/or service provider?
	
	
	
	
	

	3.	The quality of processes and programs that oversee capacity and performance?
	
	
	
	
	

	4. 	The adequacy of business resumption for networks, data centers, business units, and service providers as well as corporate contingency planning?
	
	
	
	
	

	5. 	The efficiency of data controls over preparation, input, processing and output?
	
	
	
	
	

	6. 	How well the assistance provided to customers handles significant problems?
	
	
	
	
	

	7. 	The efficiency and relevance of operating policies, procedures, and manuals?
	
	
	
	
	

	8. 	The stability and adequacy of firewall architecture and the security of public network connections?
	
	
	
	
	

	9. 	The overall quality of logical and physical security as it relates to data privacy?
	
	
	
	
	

	10. 	How would you rate the institution’s:
	
	
	
	
	

	Ability to provide technology services in a secure environment
	
	
	
	
	

	Reliability of information delivery system
	
	
	
	
	

	Information security
	
	
	
	
	

	Integrity of information delivery
	
	
	
	
	

	Customer support and training
	
	
	
	
	

	Operations
	
	
	
	
	

	System performance
	
	
	
	
	

	Facility and data management
	
	
	
	
	

	Capacity planning
	
	
	
	
	

	Management of problems and incidents
	
	
	
	
	



IT Support and Delivery Ratings
	Rating of 1 
	A strong IT support and delivery performance that provides consistent and reliable technology services in compliance with service-level agreements and satisfies or surpasses business requirements 
A thorough corporate contingency and business resumption plan is effectively established
Contingency plan testing and updates are conducted on an annual basis to fully recover systems and applications on time
A formal written awareness program and data security policy is clearly communicated throughout the institution and adequately implemented
Thorough supervision is maintained over the logical and physical security for all IT platforms in order to identify and promptly correct any security risks, breaches, or other weaknesses within the system
Third-party service providers are monitored closely
IT operations are efficient and reliable and risk exposure is tightly managed and controlled

	Rating of 2 
	A satisfactory IT support and delivery performance that generally provides consistent and reliable technological services that routinely meet business requirements despite minor flaws in service levels
An adequate corporate contingency and business resumption plan is established but may need minor adjustments
Contingency plan testing and updates are conducted on an annual basis but some problems exist in the recovery of systems and applications
A written awareness program and data security policy is complete and available but not completely sufficient in both its content and communication throughout the organization
Sufficient supervision is maintained over the logical and physical security for IT platforms that identifies most security risks, breaches, or other weaknesses within the system
Third-party service providers are monitored
IT operations are reliable and risk exposure is satisfactorily managed and controlled

	Rating of 3 
	A less than satisfactory IT support and delivery performance that may or may not be reliable or consistent and is in need of improvement in order to meet minimal business requirements 
The corporate contingency and business resumption plan is established but not thorough nor effectively implemented
Contingency plan testing and updates are periodically conducted but are inconsistent in successfully recovering systems and applications
An awareness and data security policy is in place but is neither enforced nor communicated throughout the organization
A lack of supervision over the logical and physical security for IT platforms results in a higher rate of security risks, breaches, or other weaknesses within the system
Third-party service providers are not adequately monitored
IT operations are unreliable and risk exposure is left unmanaged

	Rating of 4 
	A deficient IT support and delivery performance that is unreliable and inconsistent and fails to meet minimal business requirements
The corporate contingency and business resumption plan is established but is critically deficient
Contingency plan testing and updates are performed but are unable to recover systems and applications
An awareness and data security policy may or may not exist that results in serious concerns regarding data security and accuracy
The logical and physical security for IT platforms lack adequate supervision and maintenance and security risks, breaches, and other weaknesses are left undetected and unresolved
Third-party service providers are left unmonitored
IT operations are unreliable and major risk exposures exist
The organization’s operations are deficient and frequently disrupted

	Rating of 5 
	A critically deficient IT support and delivery performance that fail to provide consistent, reliable technology services and fall significantly short of minimal business requirements.
There is no evident corporate contingency and business resumption plan established
Contingency plan testing and data security policy are not performed and systems and applications are not recovered
The logical and physical security of IT platforms are unsupervised and major security risks, breaches, and other weaknesses are prevalent throughout the organization
Third-party service providers are unmonitored and their viability is questionable
IT operations are unreliable and critically deficient
The number of operational weaknesses and serious risk exposure pose viable threats to the institution and service provider




Checklist for Choosing Outside Vendors
It is critical for the board of directors and management seriously consider the price, quality, and extent of the services provided when making decisions regarding outside vendors. In order to acquire the best services for the best price, the Board of Directors and management need to review the needs of the bank and clearly communicate these needs to the vendors being considered. However, more importantly, the board of directors and management need to adequately assess both the internal and external risks involved in contracting outside vendors.
	
	Yes
	No
	Rating Scale (if Yes)
Good                Poor

	
	
	
	1 
	2 
	3 
	4 
	5

	Policy and Supervision
	
	
	
	
	
	
	

	1. 	Is the contracting-with-vendors policy consistent with the most current institutional policies?
	
	
	
	
	
	
	

	2. 	Do the minutes of the Board of Directors show that policy changes were formally authorized?
	
	
	
	
	
	
	

	3. 	Were policy changes effectively implemented?
	
	
	
	
	
	
	

	4. 	Were policy changes communicated to all affected personnel clearly and in a timely manner?
	
	
	
	
	
	
	

	5. 	Has the policy thoroughly been reviewed by the Board of Directors and management?
	
	
	
	
	
	
	

	6. 	Does the policy adequately identify all potential regulatory risks?
	
	
	
	
	
	
	

	7. 	Does the policy contain a statement of need and definition including:
	
	
	
	
	
	
	

	Cost effective decisions?
	
	
	
	
	
	
	

	Reducing risks?
	
	
	
	
	
	
	

	Improving services?
	
	
	
	
	
	
	

	8. 	Does the policy contain a statement of purpose that involves:
	
	
	
	
	
	
	

	Clearly defining the risks and responsibilities involved with outside vendors?
	
	
	
	
	
	
	

	Providing criteria to fairly address unsafe banking practices?
	
	
	
	
	
	
	

	9. 	Does the policy contain general goals established by the board of directors and management?
	
	
	
	
	
	
	

	10. 	Do the goals established include:
	
	
	
	
	
	
	

	Providing precise guidelines for outside services?
	
	
	
	
	
	
	

	Assignments of authority between contracting activities?
	
	
	
	
	
	
	

	Establishing requirements for proposal solicitation?
	
	
	
	
	
	
	

	Defining the required contract information and provisions?
	
	
	
	
	
	
	

	Appropriate dispersal of vendor payments?
	
	
	
	
	
	
	

	11. 	Have the most recent regulatory examination and internal audit reports been thoroughly reviewed for any possible criticisms regarding the contracting-with-vendors policy?
	
	
	
	
	
	
	

	Comments:

	Authority and Responsibility
	
	
	
	
	
	
	

	12. 	Has the assigned committee over outside vendor contracts been granted the responsibility for soliciting outside vendor services when needed?
	
	
	
	
	
	
	

	13. 	Has the assigned committee coordinated their evaluation of proposed outside vendor contracts with the human resources committee?
	
	
	
	
	
	
	

	14. 	Have other considerations been adequately evaluated in outside vendor contracts in addition to price?
	
	
	
	
	
	
	

	15. 	Has a $10,000 expense threshold been established in the policy?
	
	
	
	
	
	
	

	Has this expense threshold been approved by the board of directors and management?
	
	
	
	
	
	
	

	16.	Does the contract-with-vendors policy include a 12-month contract threshold?
	
	
	
	
	
	
	

	Has this 12-month contract threshold been approved by the board of directors and management?
	
	
	
	
	
	
	

	Comments:

	Outside Vendors — Solicitation of Proposals
	
	
	
	
	
	
	

	17. 	Does the contract-with-vendors policy require in-depth evaluations to be conducted once the field of outside vendors has been narrowed down to at least two or more vendors?
	
	
	
	
	
	
	

	18.	Does the policy’s proposal include:
	
	
	
	
	
	
	

	Specific objectives of the proposed engagement as agreed upon by the service bureau, contract personnel, and the consultant?
	
	
	
	
	
	
	

	Technical approach to be employed?
	
	
	
	
	
	
	

	The respective responsibilities of both vendors and clients?
	
	
	
	
	
	
	

	Identification of person(s) responsible for the actual work involved and a description of their backgrounds (biography, resume)?
	
	
	
	
	
	
	

	Estimated cost and duration of the contracted assignment?
	
	
	
	
	
	
	

	Added expenses that may or may not be included?
	
	
	
	
	
	
	

	Payment conditions and/or termination of relationship procedures?
	
	
	
	
	
	
	

	Description of the end product?
	
	
	
	
	
	
	

	19. 	Have the assigned committee and the human resource committees thoroughly reviewed the proposal for these considerations prior to submission?
	
	
	
	
	
	
	

	20. 	Have the assigned committee and human resources committee thoroughly reviewed the proposals for the following questions:
	
	
	
	
	
	
	

	Is the proposal responsive to the issues or problems that arise during or on account of the contracted project or assignment?
	
	
	
	
	
	
	

	Is the work to be performed and requirements met sufficiently understood in the proposal?
	
	
	
	
	
	
	

	Is the price equal to or consistent with the contracts objectives?
	
	
	
	
	
	
	

	Has a solid basis for a good working relationship been established?
	
	
	
	
	
	
	

	Comments:

	Outside Vendors — Required Information
	
	
	
	
	
	
	

	21. 	Have the outside vendor’s financial condition and any other character elements been adequately evaluated prior to contracting their services?
	
	
	
	
	
	
	

	22. 	Has the following information been obtained from the vendors under serious consideration or currently contracted by your institution:
	
	
	
	
	
	
	

	Financial statements?
	
	
	
	
	
	
	

	Reference regarding the vendor’s reputation?
	
	
	
	
	
	
	

	Reference regarding the quality of the vendor’s merchandise and services?
	
	
	
	
	
	
	

	23. 	Has this information been thoroughly evaluated by the assigned contract committee and/or the human resources committee?
	
	
	
	
	
	
	

	24. 	Has the required vendor information evaluated by the committees been obtained:
	
	
	
	
	
	
	

	Before negotiations began?
	
	
	
	
	
	
	

	Prior to signing the contract?
	
	
	
	
	
	
	

	Comments:

	Outside Vendors — Contract Provisions and Payment of Services
	
	
	
	
	
	
	

	25. 	Does the policy require that the following elements be included in the bank’s contracts with outside vendors:
	
	
	
	
	
	
	

	A detailed description of the work to be performed and the consistent and contact of related reports?
	
	
	
	
	
	
	

	A fee schedule?
	
	
	
	
	
	
	

	A schedule for the project’s completion and a receipt of any follow-up documentation or reports?
	
	
	
	
	
	
	

	The specifications for all required documentation?
	
	
	
	
	
	
	

	Any audit responsibilities (if necessary)?
	
	
	
	
	
	
	

	The confidentiality of records?
	
	
	
	
	
	
	

	Ownership of developed software or related documentation?
	
	
	
	
	
	
	

	Monitoring procedures?
	
	
	
	
	
	
	

	A cancellation, performance, and penalty clause in case the vendor does not adequately meet contractual performance standards?
	
	
	
	
	
	
	

	26. 	Is the vendor contract in writing?
	
	
	
	
	
	
	

	27. 	Has the contract been reviewed by a legal counsel prior to the execution of the outside vendor contract?
	
	
	
	
	
	
	

	28. 	Have all outside vendor relationships been verifiably contracted in writing through management discussion and the examination of appropriate documentation?
	
	
	
	
	
	
	

	29. 	Has the latest outside vendor agreement supporting documentation been adequately reviewed?
	
	
	
	
	
	
	

	30. 	Has the legal counsel reviewed the contract before its execution?
	
	
	
	
	
	
	

	31. 	Does the policy provide guidance on the payment of services?
	
	
	
	
	
	
	

	32. 	Has the bank manager confirmed that satisfactory performance of outside vendor has occurred prior to paying an invoice?
	
	
	
	
	
	
	

	33. 	Has the contract been thoroughly reviewed to guarantee that the fees paid are stipulated in the contract before payment to outside vendor has been made?
	
	
	
	
	
	
	

	Comments:

	Use of Outside Consultants
	
	
	
	
	
	
	

	34. 	Does the policy allow for the use of outside consultants with the following conditions:
	
	
	
	
	
	
	

	In-house personnel cannot provide the necessary skills?
	
	
	
	
	
	
	

	Extra workers are needed?
	
	
	
	
	
	
	

	An unbiased, professional opinion or judgment is needed?
	
	
	
	
	
	
	

	A specific project is needed in a limited time period?
	
	
	
	
	
	
	

	Acquiring outside expertise is more cost effective than hiring a permanent employee?
	
	
	
	
	
	
	

	35. 	Does the policy summarize the benefits derived from using outside consultants in any or all of the previous conditions?
	
	
	
	
	
	
	

	36. 	How effectively does the outside consultant diagnose problems or risks?
	
	
	
	
	
	
	

	37. 	Does the outside consultant offer or generate any possible alternative solutions to problems or risks?
	
	
	
	
	
	
	

	38. 	Which techniques does the outside consultant employ for evaluating and comparing all possible alternatives?
	
	
	
	
	
	
	

	39. 	Does the outside consultant adequate recognize positive or negative attitudes that might impact the success of the solution?
	
	
	
	
	
	
	

	40. 	Are the solutions provide by the outside consultant effective?
	
	
	
	
	
	
	

	41. 	Was the outside consultant used on account of:
	
	
	
	
	
	
	

	The attempt and failure of management to accomplish a certain objective due to time constraints and/or lack of expertise?
	
	
	
	
	
	
	

	An in-house desire to evaluate the potential benefit of a new technique, development, or technology for which the bank personnel lacks the necessary expertise?
	
	
	
	
	
	
	

	A fresh, new, objective perspective is needed regarding a problem or operating situation?
	
	
	
	
	
	
	

	A third party is needed to mediate and resolve internal staff differences over policy or practices?
	
	
	
	
	
	
	

	42. 	Was the decision to forego using an outside consultant based on:
	
	
	
	
	
	
	

	Approving management actions?
	
	
	
	
	
	
	

	Merely bringing bad news to bank management?
	
	
	
	
	
	
	

	The assignment’s lack of clearly defined purpose and/or specifications?
	
	
	
	
	
	
	

	To fill in a gap caused by a loss of bank personnel?
	
	
	
	
	
	
	

	To provide credibility to prior management decisions?
	
	
	
	
	
	
	

	To be a surrogate decision maker?
	
	
	
	
	
	
	

	43. 	Do your outside consultant contracts and relationships address valid needs of your bank?
	
	
	
	
	
	
	

	Comments:

	Outside Consultants — Required Documentation
	
	
	
	
	
	
	

	44. 	Does the policy require that documentation be acquired and maintained when using outside consultants for projects?
	
	
	
	
	
	
	

	45. 	Is the documentation clear and concise?
	
	
	
	
	
	
	

	46. 	Does the policy require that documentation be given to the outside consultants to guarantee their thorough understanding of project requirements?
	
	
	
	
	
	
	

	Comments:

	47. 	Does the policy require that monitoring procedures be established in writing prior to signing the contract with outside consultants?
	
	
	
	
	
	
	

	48. 	Does the policy establish the need for feedback on project progress on a predetermined periodic basis?
	
	
	
	
	
	
	

	49. 	Has the assigned committee or designee compared the completed work to the amount of money paid to the outside consultants to ensure a reasonable working relationship?
	
	
	
	
	
	
	

	50. 	Does the committee have the responsibility to evaluate and/or approve the following deviations from the contract schedule:
	
	
	
	
	
	
	

	Time extensions?
	
	
	
	
	
	
	

	Cost overruns?
	
	
	
	
	
	
	

	Project scope expansions and/or changes?
	
	
	
	
	
	
	

	51.	Does the policy require that any progress in the project be documented in written reports?
	
	
	
	
	
	
	

	52.	Does the policy assign a bank employee and the consultant liaison?
	
	
	
	
	
	
	

	53.	Does the policy require a thorough evaluation of a project completed by an outside consultant?
	
	
	
	
	
	
	

	Is this evaluation conducted by an independent, unbiased party?
	
	
	
	
	
	
	

	Does the evaluation include tangible and intangible results?
	
	
	
	
	
	
	

	Do the results of the project successfully accomplish the contract objectives?
	
	
	
	
	
	
	

	54.	Does the policy address the following points that help evaluate project effectiveness:
	
	
	
	
	
	
	

	Were evaluative recommendations realistic and practical?
	
	
	
	
	
	
	

	Do the recommendations accommodate prompt and cost-effective implementation?
	
	
	
	
	
	
	

	Did management cause the minimum of disruption to operations?
	
	
	
	
	
	
	

	Would your bank hire the same consultants for other future projects?
	
	
	
	
	
	
	

	55.	After reviewing the last project on which consultant input was utilized, does this contract sufficiently evaluate and document the previous factors?
	
	
	
	
	
	
	

	Comments:

	56.	Does the policy include directives on the use of contract personnel for a limited time (for example, additional staff with the specific skills necessary for more commonplace activities within the area), such as:
	
	
	
	
	
	
	

	Data entry personnel
	
	
	
	
	
	
	

	Clerks
	
	
	
	
	
	
	

	Trainers
	
	
	
	
	
	
	

	Coders
	
	
	
	
	
	
	

	Programmers
	
	
	
	
	
	
	

	Systems analysts
	
	
	
	
	
	
	

	57.	Are contract personnel paid through accounts payable due to short-time arrangements?
	
	
	
	
	
	
	

	58.	Have budgeted hours been established for contract personnel according to the specific task for which they have been hired?
	
	
	
	
	
	
	

	59.	Are contract personnel monitored on a regular basis?
	
	
	
	
	
	
	

	60.	Have contract personnel been evaluated in writing upon the completion of the project or assigned task?
	
	
	
	
	
	
	

	61.	Has the Board of Directors and management thoroughly reviewed a sampling of contract personnel situations to determine if the hiring, monitoring, and evaluation processes are in compliance with policy directives?
	
	
	
	
	
	
	

	Comments:



Outsourced Software Development Checklist
When outsourcing software development to outside service providers establish an effective risk management program that addresses the following:
	
	Complete
	Incomplete

	1. 	The credentials and reputation of the service providers
	
	

	2. 	The provider’s secure development environment
	
	

	3. 	Employee background checks
	
	

	4. 	Code development
	
	

	5. 	Testing processes
	
	

	6. 	The provider’s fidelity coverage
	
	

	7. 	Signed nondisclosure agreements to protect the financial institution’s rights to source codes and customer data
	
	

	8. 	Security requirements, acceptance criterion, and test plans
	
	

	9. 	The security of source codes to prevent or block against covert channels or backdoors that can obscure unauthorized access into the system
	
	

	10. 	Security tests that ensure that security requirements are met prior to the implementation of the software in production
	
	

	11. 	Monitoring and/or restricting outside vendor access to source codes and development systems
	
	







