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Master Plan

21 CFR Part 11 Compliance

1. [bookmark: _TOC_250044]Introduction
In 1997 the United States Food and Drug Administration (FDA) issued a regulation that provides criteria for acceptance by the FDA of electronic records, electronic signatures and handwritten signatures. This was done in response to requests from the industry. With this regulation, titled Rule 21 CFR Part 11, electronic records can be equivalent to paper records and handwritten signatures.

Such a regulation is important because electronic data handling offers noteworthy benefits in the manufacturing area and also for the huge amount of data generated in analytical laboratories. The use of fully electronic data acquisition, evaluation, management and archiving promises major improvements in the workflow. Also the FDA approval process is expected to be shorter and access to documentation will be faster and more productive.

The rule applies to all industry segments regulated by the FDA that includes Good Laboratory Practice (GLP), Good Clinical Practice (GCP) and current Good Manufacturing Practice (cGMP). The rule has an impact on all FDA regulated industries that use computers for regulated activities.

Implementing the rule in a company should follow a documented process and should be well planned. This document should serve as a framework to implement Part 11 projects within a company.

2. [bookmark: _TOC_250043]Scope, Vision, Strategies, Objectives
2.1 [bookmark: _TOC_250042]Scope
Software and computer systems used in FDA regulated environments.

2.2 [bookmark: _TOC_250041]Vision
Our company intends to fully comply with 21 CFR Part 11 within three years. Within this time frame we will convert paper records and handwritten signatures to electronic records and electronic or digital signatures to an extent technically feasible.

2.3 [bookmark: _TOC_250040]Three Year Objectives
· All computer systems comply with 21 CFR Part 11.


· 80% of all signatures within our company are based on electronic signatures.
· 80% of all our regulatory documents are archived in electronic form.
· No deviations related to electronic records and signatures from internal audits.

2.4 [bookmark: _TOC_250039]Strategies to Achieve the Objectives
· Management initiates and supports the project and nominates a sponsor and a project leader.
· Nominate Part 11 project team.
· Develop and communicate vision, objectives and strategies.
· Communicate advantages of e-records/signatures and Part 11 compliance and train staff on Part 11.
· Develop Part 11 interpretation guidelines for your company; for example, define scope and requirements for computer systems.
· Prioritize systems for implementation based on risk assessment, e.g., impact on product quality and patient safety.
· Make a gap analysis between requirements and actual system functionality and procedures for each system.
· Implement Part 11 functionality and procedures for each system.
· Share progress with employees and management and celebrate success.


3. [bookmark: _TOC_250038]Related Documents
21 CFR Part 11 does not stand on its own. It always refers to the predicated rules (GLP, GMP, GCP, Food and others) and requirements for Part 11 include many activities already going on within an organization. Examples are validation programs, risk management, security policies and procedures for data archiving. Therefore it is important to have a good link to such activities and their related documents.

3.1 [bookmark: _TOC_250037]FDA Regulations and Guidelines
Regulations are important to understand requirements. Most important are the FDA’s 21 CFR Part 11 and predicate rules.


3.1.1 21 CFR Part 11 – Electronic Records and Signatures.
3.1.2 Part 11 Industry Guide: Part 11 Scope and Applications.
3.1.3 21 CFR Part 211 – DRUG GMPs.
3.1.4 21 CFR Part 58 – Good Laboratory Practices.

3.2 [bookmark: _TOC_250036]Training Tools and Documentation
(Add any of your existing webinars or seminar or any kind of training content which is used for training) 
Training and communication of project plans, ongoing status and achievements are of utmost importance for the success of Part 11 implementation. Training documentation includes basic requirements, your company’s interpretation and procedures for implementation.
3.2.1 Primer: 21 CFR Part 11
This document can contain with information on Part 11 history, basic requirements, the FDA’s new approach and scope and how Part 11 impacts different applications.
3.2.2 Seminar
Add details of any seminar or webinar or other forms of training you have.
3.2.3 Reference Papers
Reference papers help to better understand specific requirements for selected applications and requirements. Examples are:
· Validation of Commercial Off-the-Shelf Computer Systems.
· Implementing Part 11 – Part 4: Data Migration and Long-Term Archiving for Ready Retrieval.
· Impact of Part 11 on Chromatographic Data Systems.

3.3 [bookmark: _TOC_250035]Master Plans
Master plans are documents that lay out a company’s approach for specific activities. They help to implement individual projects efficiently and in a consistent manner. Examples are validation master plans and risk management master plans.

3.3.1 Validation Master Plan
A validation master plan describes a company’s approach for validation, for example, validation of computer systems. It is used as a source for project specific individual validation project plans.


3.3.2 Network Qualification Plan
A network qualification plan describes a company’s approach for qualifying IT infrastructure and networks. It is used as a source for project specific individual qualification project plans.
3.3.3 Risk Management Master Plan
A risk management master plan describes a company’s approach for risk assessment and risk management, for example, to comply with 21 CFR Part 820 and the FDA’s Part 11 Guidance: Scope and Applications. It is used as a source for project specific individual risk management project plans.
3.3.4 Security Master Plan
A security master plan describes a company’s approach to ensure security and limited and authorized access to buildings, critical areas within buildings, e.g., data centers and to computers and data.

3.4 [bookmark: _TOC_250034]Written Procedures
Routine activities in regulated environments should follow written procedures. These are typically defined as standard operating procedures. Examples are:
3.4.1 Training for GxP, 21 CFR Part 11 and Computer Validation.
3.4.2 Risk Assessment used in GxP Environments.
3.4.3 Part 11 Scope and Controls.
3.4.4 Testing File Integrity of E-Mail Attachments.
3.4.5 Validation of Commercial Computer Systems.
3.4.6 Risk-Based Validation of Computer Systems.
3.4.7 Auditing Computer Systems.
3.4.8 Retention and Archiving of Electronic Records.
3.4.9 Change Control of Computer Systems.
3.4.10 Scanning of Paper Documents for FDA Compliant Archiving.
3.4.11 Assessment of Suppliers of Software and Computer Systems.


3.5 [bookmark: _TOC_250033]Checklists, Forms, Templates, Examples

Checklists, forms, templates and examples help implement individual projects effectively and consistently. Examples are:


3.5.1 Checklist/Gap Analysis: 21 CFR Part 11.
3.5.2 Checklist/Gap Analysis: Using Computers in FDA Regulated Environments.
3.5.3 Template/Examples: User Requirement Specifications for Chromatographic Data Systems.
3.5.4 Example: Project Schedule – 21 CFR Part 11.
3.5.5 21 CFR Part 11 Implementation - Step by Step.
3.5.6 Case Studies: 21 CFR Part 11 – Scope and Controls.
3.5.7 Template/Examples: Network Infrastructure and Computer System Identification.
3.5.8 Letter to the FDA about using Electronic Signatures.

3.6 [bookmark: _TOC_250032]Step by Step - Implementation
This document helps to integrate all requirements, procedures and documents into a single project. It is a step-by-step instruction guide and is hyperlinked to supporting documents such as regulations, training tools, master plans, procedures and forms. For more sophisticated projects, a simple word document can be replaced by more intelligent software.Master Plans
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Figure 1: Cross functional documentation for Part 11


4. [bookmark: _TOC_250031]Project Team
Implementing 21 CFR Part 11 in an organization will affect different departments. It also requires strong management support to ensure ongoing resources and motivational support. Therefore a strong project team with a good project leader is important.

Project members should come from Operations (manufacturing, laboratories), IT, QA, Documentation and Regulatory Affairs. Members should be knowledgeable in particular business areas or about particular projects.

Project members should form and lead sub-teams within their area to discuss and agree on department specific Part 11 issues.

For each team member a back-up should be identified mitigating the risk of unavailability of core members. A list should be created and maintained with contact information of core members and back-ups.

4.1 [bookmark: _TOC_250030]Project Sponsor
The project sponsor should be a member of management. Responsibilities include ensuring ongoing funding of the projects.

4.2 [bookmark: _TOC_250029]Project Leader
The project leader owns the project. He/she should have good communication skills and experience in project management. Responsibilities include:
· Drafts and updates of project plans.
· Ensures ongoing progress of the project according to the project plan.
· Reports the progress of the plan to the project sponsor and management.
· Selects project team members together with functional supervisors of affected departments.
· Ensures necessary trainings of project team members.
· Leads the project team and team meetings.
· Resolves issues within the project team.
4.3 IT
IT plays an important role for Part 11 compliance. Responsibilities include:
· Advices and approves purchasing for computer hardware, operating systems software and network devices.
· Together with QA develops procedures for infrastructure qualification.
· Advices and approves purchasing of electronic record management systems.


· Develops and maintains security procedures.
· Administrates user IDs and encrypted passwords for authorized access to systems.
· Develops and delivers training related to security procedures and other IT related issues.
· Forms and leads the department’s Part 11 project sub-team.
4.4 Quality Assurance
· Reviews procedures and other documents for compliance with internal standards and regulations.
· Develops training material and delivers training about regulations and internal standards.
· Audits computer systems for compliance with procedures.
4.5 Regulatory Affairs
· Communicates with regulatory agencies to get the most accurate information on regulations, guidelines and their interpretations.
· Updates the project team on regulations, guidelines and their interpretations.

4.6 Quality Control
· Ensures that all software and computer systems in the department are listed in the Part 11 system inventory list.
· Actively participates in the definition of Part 11 requirements for all software and computer systems in the department.
· Ensures that all systems are brought into Part 11 compliance according to the project schedules.
· Ensures that QA and IT are notified before purchase of new systems.
· Forms and leads the department’s Part 11 project sub-team.
4.7 Manufacturing/Laboratories
· Ensures that all software and computer systems in the department are listed in the Part 11 system inventory list.
· Actively participates in the definition of Part 11 requirements for all software and computer systems in the department.
· Ensures that all systems are brought into Part 11 compliance according to the project schedules.
· Ensures that QA and IT are notified before purchase of new systems.
· Forms and leads the department’s Part 11 project sub-team.


4.8 Documentation
· Provides the templates and forms to develop procedures and other documents.
· Maintains and archives procedures and other documents.
· Ensures that all software and computer systems in the department are listed in the Part 11 system inventory list.
· Actively participates in the definition of Part 11 requirements for all software and computer systems in the department.
· Ensures that all systems are brought into Part 11 compliance according to the project schedules.
· Ensures that QA and IT are notified before purchase of new systems.
· Forms and leads the department’s Part 11 project sub-team.
4.9 Warehouse
· Ensures that all software and computer systems in the department are listed in the Part 11 system inventory list.
· Actively participates in the definition of Part 11 requirements for all software and computer systems in the department.
· Ensures that all systems are brought into Part 11 compliance according to the project schedules.
· Ensures that QA and IT are notified before purchase of new systems.
· Forms and leads the department’s Part 11 project sub-team.
4.10 Distribution
· Ensures that all software and computer systems in the department are listed in the Part 11 system inventory list.
· Actively participates in the definition of Part 11 requirements for all software and computer systems in the department.
· Ensures that all systems are brought into Part 11 compliance according to the project schedules.
· Ensures that QA and IT are notified before purchase of new systems.
· Forms and leads the department’s Part 11 project sub-team.
4.11 Engineering
· Ensures that all software and computer systems in the department are listed in the Part 11 system inventory list.
· Actively participates in the definition of Part 11 requirements for all software and computer systems in the department.
· Ensures that all systems are brought into Part 11 compliance according to the project schedules.


· Ensures that QA and IT are notified before purchase of new systems.
· Forms and leads the department’s Part 11 project sub-team.

5. [bookmark: _TOC_250028]Scope and Controls
While the original interpretation of Part 11 required all systems used in FDA regulated areas to comply with Part 11 this approach has changed. The new approach is documented in a new Part 11 Guidance: Scope and Applications. Criteria for compliance are:

· The record is required by a predicate rule, e.g., electronic batch records for 21 CFR Part 211 and electronic training records in 21 CFR Part 58.
· When the record is used to demonstrate compliance with a predicate rule, e.g., training records for 21 CFR Part 211.
· When electronic records are used instead of paper.
· When persons make printouts but still rely on the electronic records in the computerized system to perform regulated activities.
· Records submitted to the FDA, under predicate rules (even if such records are not specifically identified in agency regulations) in electronic format.
· Electronic signatures intended to be the equivalent of handwritten signatures, initials and other general signings required by predicate rules.
· The record is used for regulated activities.
FDA representatives interpreted this situation in various presentations. The recommendations are illustrated in Figure 2.

First we check if the record is required by a predicate rule or used to demonstrate compliance with a predicate rule. Next, we determine if the record fits in the new, narrow scope.



1
Determine Predicate Rule Requirements
2
Narrow Scope - Identify Electronic Records that Require Part 11 Compliance
3
Part 11 Records
Not Part 11 Records
4	Assess Risk - Evaluate Level of Controls Appropriate to Risk
5
Implement Appropriate Part 11 Controls
Ref: Famulare - Murray - McIntire

Figure 2: Steps to determine if records are in the scope of Part 11

The main criterion is whether the record is maintained in electronic format in place of paper format, or if the record is maintained in electronic format in addition to paper records and if persons rely on the electronic record to perform regulated activities. A “regulated activity” is any activity that is required by a FDA regulation, for example, analytical test results are required to be recorded by the FDA’s 21 CFR Part 211. In this case the regulated activity is not limited to signing the record, for example, a paper printout of an electronic record, but it also includes all the steps from data acquisition and evaluation.

Finally, we make a risk assessment of the criticality of the Part 11 records and document the result. Based on the outcome appropriate Part 11 controls are implemented.

This requires that a procedure be developed that will allow to define Part 11 requirements for each system.

The main principles are based on record requirements, “business practices” and “justified and documented business practices”.




5.1 [bookmark: _TOC_250027]Template for Documentation and Justification
The template should help to easily document the business practices and to justify and document your decision to implement part controls.
High level system description Sample and data flow


2
1




Events
A. Who has access to system and data
B. Who can change data
Records required by predicate rule No 	Explicit _	Implicit Regulated activity relies on e-records Yes _	No_
Impact on product quality
High _ Medium Low No _
Recommendations
· Define steps for validation, audit trail, archiving, copies, other

Business Practice - Steps
1. ….
2. ….


5.2 [bookmark: _TOC_250026]Predicate Rule Record Requirements
Check the first item in the lower box on the right. Explicit means the record is required by predicate rule. Implicit means the record is used to demonstrate compliance with a predicate rule.

5.3 [bookmark: _TOC_250025]Record Criticality
Check the last item in the lower box on the right. This should be the outcome of a risk assessment.

5.4 [bookmark: _TOC_250024]Business Practices
Business practices and the workflow of the records are documented graphically in the left upper part and in bulleted text form in the upper right. This information will be used to decide if a regulated activity is based on a record handled by a system.

5.5 [bookmark: _TOC_250023]Events
The main purpose of the section in the lower left part of the table is to document who has access to which system and records and who can change


records. This will mainly influence whether or not we need to implement an electronic audit trail.

5.6 [bookmark: _TOC_250022]Regulated Activity
With the information from 5.4 and 5.5 we can decide if a regulated activity depends on a specific record. This is documented in the second line of the lower right frame.

5.7 [bookmark: _TOC_250021]Recommendations
In the frame in the middle we document recommendations, for example, recommendations on validation, e-audit trail and the format for archiving (paper, standard electronic file, original electronic records).

6. [bookmark: _TOC_250020]Communication and Training
The benefits, vision, objectives and strategies of the Part 11 project should be communicated to all employees affected by the project. Before employees get involved in the project they should be trained accordingly. In addition, the progress and success of the project should be communicated.

6.1 [bookmark: _TOC_250019]Awareness
The benefits, vision, objectives and strategies of the project should be communicated to everybody affected by the project. This could be a one-hour face-to-face session at each site. Presenters should be either the project sponsor or another management member.

6.2 [bookmark: _TOC_250018]Part 11 Spirit and Basic Requirements
All employees directly involved in the Part 11 project should get a basic training on the spirit of Part 11, the benefits for the industry and its basic requirements. Emphasis should be put on the meaning of electronic signatures and the importance of passwords. This should be a one-day classroom training delivered by QA, the project leader and other selected members of the project team.

6.3 [bookmark: _TOC_250017]Detailed Understanding
Members of the project core and sub-teams should get initial and ongoing update trainings on selected requirements, on the FDA’s and the company’s interpretation of Part 11 and how the requirements are implemented in the company. This could include an initial 2-3 day classroom training and 1-2 hour update sessions.


6.4 [bookmark: _TOC_250016]Documentation
All trainings should be documented. Most important is that trainees sign a statement confirming that they have understood the meaning of an electronic signature.

7. [bookmark: _TOC_250015]Part 11 Compliance for New Systems
When new systems are purchased, Part 11 requirements should be defined for the systems. The requirements should be specified together with other requirements in a User Requirement Specification (URS) document.

7.1 [bookmark: _TOC_250014]Specifications
7.1.1 Must Requirements
These are requirements that are listed in 21 CFR Part 11 and have not been affected by the FDA’s new approach.
· Limiting system access to authorized individuals.
· Use of operational system checks.
· Use of authority checks.
· Use of device checks.
· Confirmation that the people who develop, maintain or use electronic systems have the education, training and experience to perform their assigned tasks.
· Establishment of and adherence to written policies that hold individuals accountable for actions initiated under their electronic signatures.
· Appropriate controls over systems documentation.
· Binding signatures to records for open and closed signatures.
7.1.2 Discretionary Requirements
These are requirements that have been affected by the FDA’s new approach for Part 11. They include:
· Validation.
· Electronic audit trail.
· Maintenance and archiving of records.
· Copies of records.
The decision to mandate these requirements should be based on a procedure as described in Section 5 of this document.

7.2 [bookmark: _TOC_250013]Purchasing, Installation, Testing
Purchasing, installation, operational qualification and system familiarization should follow good computer validation practices.


8. [bookmark: _TOC_250012]Part 11 Compliance for Existing Systems
Existing systems should be brought into Part 11 compliance when used in FDA regulated environments. A typical situation is moving a drug along the value chain from a non-regulated to a regulated application. In this case the entire laboratory dealing with the drug should become compliant with corresponding FDA regulations and computer systems should be Part 11 compliant.

8.1 [bookmark: _TOC_250011]System Inventory List
As the first step a system inventory list should be created with information on:
· System ID or asset number.
· Description.
· Location.
· Application.
· Type of records.
· GxP.
· Risk level, e.g., high, medium, low.
· Contact person, e.g., system owner.
The overall inventory should be maintained by QA. Information for the list should come from members of Part 11 core and sub-teams. Most critical is the information on risk level. If such information is not available, a formal risk assessment should be performed. The list should be updated on a regular basis and the accuracy should be verified in regular internal audits.

8.2 [bookmark: _TOC_250010]Priority List
Based on risk categories from 8.1 the systems should be prioritized for implementation. Systems identified as being high risk should have the highest priority. Priorities within a risk category are set by the project team.

8.3 [bookmark: _TOC_250009]Specifications
Once a system has been identified as a candidate for the Part 11 program, specifications should be defined. The procedures are the same as defined for new systems in 7.1.

8.4 [bookmark: _TOC_250008]Gap Analysis and Remediation Plan
The gap analysis compares the requirements with functionality already available in the computer system. A checklist or specific gap analysis is used for this exercise. Missing functions are identified as gaps. A corrective action plan is developed to close the gaps. Typically this requires developing new or updating existing procedures or developing or purchasing new software. For


commercial systems the vendor is contacted to provide information on if and when upgrades will be available to close the gap.

8.5 [bookmark: _TOC_250007]Purchasing, Installation, Testing, Change Control
Purchasing, installation, operational qualification, system familiarization and authorizing and documenting the updates should follow good computer validation practices.

9. [bookmark: _TOC_250006]Documentation Updates
Implementation of Part 11 will require updating existing documents. Documents to be updated include:

· Requirement specifications of existing systems.
· Validation procedures requiring testing of Part 11 functionality.
· Validation master plan.
· Risk management master plans.
· Training plans including Part 11 items.
· Audit procedures including Part 11 items.

10. [bookmark: _TOC_250005]Ongoing Control
Once Part 11 is implemented compliance is monitored on an ongoing basis.

10.1 [bookmark: _TOC_250004]Change Control
Changes to documents and systems will follow established change procedures.

10.2 [bookmark: _TOC_250003]Adding New Systems
Purchasing of new systems follows the procedure as defined in 7.

10.3 [bookmark: _TOC_250002]Existing Systems
Remediation of existing systems will follow the procedure as defined in 8.

10.4 [bookmark: _TOC_250001]Internal Audits
Part 11 compliance is subject to the ongoing internal audit program. Part 11 specific audit items include:
· Completeness and accuracy of inventory list.
· Limited access to systems and data.
· Accountability of signatures.


· Retention and archiving of records.
· Data integrity.
· Validation of Part 11 functionality.

11. [bookmark: _TOC_250000]Summary Report
A summary report of the project is developed during and at the end of the project. The report includes:

· List of activities with comments.
· Main achievements.
· Deviations from the plan and corrective actions.
· Recommendation for future projects
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