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1. PURPOSE
Critical key processes should be assessed for compliance with regulations and internal standards and procedures. This SOP should help to prepare, conduct and follow up on audits of computer systems.



2. SCOPE
Auditing Commercial Off-the-Shelf systems throughout all lifecycle phases as applicable to users of systems. Audit does not include any software development activities or supplier audits.



3. GLOSSARY/DEFINITIONS
Commercial Off-the-Shelf System.
COTS
Explanation
Item






4. REFERENCE DOCUMENTS

(Add reference documents you have for example)
4.1. SOP S-271: “Validation of Commercial Off-the-Shelf (COTS) Computer Systems”. 
4.2. SOP S-656: “Validation of Laboratory Computer Systems - Risk Management Master Plan”. 



5. RESPONSIBILITIES

5.1. System Owner

5.1.1. Accompanies the audit team.

5.1.2. Prepares and maintains documentation of the computer system.

5.2. Operation’s Manager

5.2.1. Identifies the host for the audit team.

5.2.2. Provides resources for auditing computer systems in other departments.

5.3. Quality Assurance

5.3.1. Leads the audit team and participates in audits.

5.3.2. Reviews the computer system for compliance with company standards and regulations.


6. FREQUENCY OF USE

6.1. Recommended time interval for audits of computer systems is annually.

6.2. Exceptions to the recommended interval should be justified and approved by QA.





7. PROCEDURE

7.1. Audit Initiation

7.1.1. QA initiates the audit of one or more specific computer systems based on department, site or corporate audit plans.

7.1.2. QA defines a leader for the audit.

7.2. Audit Planning

7.2.1. The leader contacts the operation’s and IT manager and the validation task force leader about the planned audit and asks for representatives of IT and the validation task force team leader to provide members and substitute members for the audit team.

7.2.2. The leader contacts one or more managers from operations and asks to provide members and substitute members for the audit team.

7.2.3. Managers contacted in 7.2.1 and 7.2.2 provide names of members and substitute members for the audit team.

7.2.4. The operation’s manager provides the host of the audit team.

7.2.5. The team leader calls for a meeting with all members of the audit team.

7.2.6. The audit teams meets and reviews past audits and observations if there are any and agrees on an audit procedure, which systems need to be audited and on the main focus of the audit.

7.2.7. The audit team defines an “audit recorder” who will document audit findings and other audit items.

7.2.8. Based on information from 7.2.6 the leader drafts an audit plan with a schedule and prepares an audit checklist using the form in Attachment
8.1 and sends these documents to the audit team for review and feedback.

7.2.9. The team leader contacts the operation’s manager to define a date and location for the audit.

7.2.10. The team leader communicates the date and location of the audit to the audit team.





7.3. Conduct and Documentation of the Audit

7.3.1. The audit team meets with the audit host and the operation’s manager for the opening discussion on the audit scope and plan and to clarify any open questions.

7.3.2. The audit team reviews results, corrective actions and preventive actions of previous audits, if there are open issues.

7.3.3. The audit team asks for and reviews documentation of computer systems that are subject to the computer audit according to the audit plan and checklists.

7.3.4. The audit host brings experts into the meeting room in case they are required to clarify any open questions.

7.3.5. The audit recorder makes a note of all documents that have been audited and of the audit findings.

7.3.6. The audit team walks through the operation and interviews people according to the audit plan and audit checklist.

7.3.7. The audit recorder documents audit findings using the audit checklist in Attachment 8.1 and ratings as defined in Attachment 8.2.

7.4. The Exit Meeting

7.4.1. Right after the audit is completed the audit team meets with the operation’s manager and the system owners.

7.4.2. The audit leader communicates key audit findings and deviations.

7.4.3. The audit leader makes recommendations on how deviations with high business and/or compliance risk can be resolved immediately before the preliminary and final reports are ready.

7.4.4. The operation’s manager discusses with system owners on how to fulfill the recommendations either with or without the audit team and informs the audit team about a corrective action plan for 7.4.3.


7.5. The Audit Report

7.5.1. The team leader drafts a summary report with key findings and sends this report to the operation’s manager with a copy to the audit team not later than ten working days after the audit is completed.

7.5.2. The team leader drafts a detailed audit report with information on:
· Date and time of the audit.
· Audit location.
· Systems audited.
· People interviewed.
· Completed audit checklist.
· Additional comments and observations.
· Recommended actions.

7.5.3. 
The team leader distributes the detailed audit report to the operation’s manager not later than six weeks after the audit has been completed.

7.6. Follow-Up

7.6.1. The operation’s manager meets with the system owners and agrees on action items, e.g. corrective and preventive actions with deliverables, owners and timetable.

7.6.2. The plan as defined in 7.6.1 is submitted to the audit leader not later than three weeks after the detailed report has been received.

7.6.3. The leader checks successful completion and deliverables of the corrective and preventive action plans.





8. ATTACHEMENTS

8.1. Attachment 1 – Template and Examples for Internal Audit Checklists of a Computer System


	
	
	Rating



	#
	Audit Item
	3
	2
	1
	0
	N/A

	1
	Is there a validation master plan or anything equivalent that documents the laboratory’s approach towards computer validation?
	
	
	
	
	

	2
	Does the validation master plan address risk-based validation or is there a risk management master plan?
	
	
	
	
	

	3
	Is there a glossary that defines terms related to computer validation?
	
	
	
	
	

	4
	Is there a procedure on how to administrate computer systems, e.g., how to issue, distribute and control passwords?
	
	
	
	
	

	5
	Is there an SOP for validation of laboratory computer systems?
	
	
	
	
	


Additional Comments or Observations:









8.2. Attachment 2 – Rating, Meaning and Interpretation


	Rating
	Meaning
	Interpretation

	3
	Excellent
	Item/area/system exists and is above average.

	2
	Adequate
	Item/area/system exists and is about average.

	1
	Poor
	Item/area/system does not exist but is below average and needs to be improved.

	0
	Unsatisfactory
	Item/area/system exists but is below average and needs to be improved.

	N/A
	Not Applicable
	Question is not applicable to the type of function or service.




