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This is an example of a Risk Assessment checklist. The type and extent of documentation depends on the process environment. The proposed documentation should be adapted accordingly based on your company’s specific requirements and should be based on individual risk assessments. There is no guarantee that this document will pass a regulatory inspection. 

While every effort has been made to ensure the accuracy of information contained in this document, this document should not be used as legal document and any liability occurring from the actions done following document is not the responsibility of author or the seller. We accept no responsibility for errors or omissions. No liability can be accepted in any way.
A. Customer Due Diligence Checklist
Use this checklist to review the adequacy of the institution’s BSA risk-assessment and Customer Due Diligence (CDD) process.

	
	Yes
	No
	N/A

	1. 	Are the institution’s CDD policies, procedures, and processes appropriate given the institution’s risk profile?
	
	
	

	2. 	Does the institution have processes in place for obtaining information at account opening, in addition to ensuring current customer information is maintained?
	
	
	

	3. 	Do the institution’s policies, procedures, and processes allow for changes to a customer’s risk rating or profile?
	
	
	

	4. 	Determine who is responsible for reviewing or approving such changes.
	
	
	

	5. 	If the institution’s policies, procedures, and processes allow for changes to a customer’s risk rating or profile, does the institution have a designated person who is responsible for reviewing or approving the changes, and is the review process adequate to maintain the integrity of the process?
	
	
	

	6. 	Does the institution have adequate enhanced due diligence procedures and processes to identify customers that may pose higher risk for money laundering or terrorist financing?
	
	
	

	7. 	Does the institution provide guidance for documenting analysis associated with the due diligence process, including guidance for resolving issues when insufficient information or inaccurate information is obtained?
	
	
	

	8. 	On the basis of a risk assessment, prior examination reports, and a review of the institution’s audit findings, obtain sample CDD information for high-risk customers. Does the institution collect appropriate information and effectively incorporate this information into the suspicious activity monitoring process?
(Note: Normally you can answer this question after completing the procedures for the Customer Identification Program and Suspicious Activity Reporting.)
	
	
	

	Comments:
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BSA/AML/OFAC Risk Assessment CHECKLIST

	
	Yes
	No
	N/A

	A.	Compliance Program
	
	
	

	1.	Does the institution have a written BSA/anti-money laundering compliance policy?
	
	
	

	2.	Was the compliance program approved by the institution’s Board of Directors and approval noted in the minutes?
	
	
	

	3.	Is there a system of internal controls to ensure ongoing compliance?
	
	
	

	4.	Is independent testing for compliance to be concluded by either institution personnel or an outside party?
	
	
	

	5.	Is there designation of a qualified individual(s) responsible for coordinating and monitoring day-to-day compliance?
	
	
	

	6.	Is there training for appropriate personnel?
	
	
	

	7.	Does the institution comply with a federal banking agency’s request for information and documentation concerning any account for its BSA compliance within 120 hours of the request?
	
	
	

	Comments:



	B. 	Internal Controls

	1.	Does the institution’s compliance program include procedural guidelines for the detection, prevention, and reporting of suspicious transactions related to money laundering activities?
	
	
	

	2.	Does the institution’s program reach all operations of the institution that are affected by BSA (retail, trust, private banking, commercial, wire transfer, teller, discount brokerage, etc.)?
	
	
	

	3.	Does the institution file a CTR for each deposit, withdrawal, exchange of currency or other payment or transfer, by, through or to the financial institution, which involves more than $10,000 in currency in any one business day?
	
	
	

	4.	Does the institution file a Form 105 for each shipment of currency or other monetary instrument(s) in excess of $10,000 out of/into the United States on behalf of the institution (not its customers), except via common carrier, by, or to the institution?
	
	
	

	Comments:



	C. 	Independent Testing

	1.	Is the BSA internal audit program adequate?
	
	
	

	Comments:




	D. 	Training
	
	
	

	1.	Is the BSA training adequate?
	
	
	

	2.	Is the scope and frequency of the training adequate?
	
	
	

	3.	Based on interviews with personnel whose jobs are affected by BSA, do they appear knowledgeable regarding the BSA requirements affecting their position?
	
	
	

	Comments:



	E. 	Anti-Money Laundering Program
	
	
	

	1.	Has the institution performed a BSA and anti-money laundering risk assessment and, based on these risks, instituted appropriate policies and procedures to institute compliance with the BSA including: the various types of money laundering; compliance with BSA and related anti-money laundering laws and regulations; a “Customer Due Diligence” program; and identifying high risk activities, businesses, and foreign countries (those commonly associated with money laundering)?
	
	
	

	2.	Do the institution’s anti-money laundering policies extend to all of its operations?
	
	
	

	3.	Does the institution have a high level of internal controls to minimize the risk of money laundering?
	
	
	

	Comments:



	F1.	Suspicious Activity Reporting

	1.	Based on a review of SARs, do any accounts or functional areas of the bank require further investigation? 
	
	
	

	2.	If so, are there any weaknesses in these areas that require strengthening to address suspicious activities that are taking place?
	
	
	

	3.	Should any additional SARs be filed for any suspicious activity noted during the review?
	
	
	

	4.	Based on a review of various reports for any transactions that appeared suspicious and met the reporting threshold, was a Suspicious Activity Report filed? 
	
	
	

	5.	Based on a review of correspondent accounts for any transactions that appeared suspicious and met the reporting threshold, was a Suspicious Activity Report filed? 
	
	
	

	6.	Based on a review of a sample of SARs that were filed:
	
	
	

	· Was the SAR filed within 30 calendar days after determining a SAR was required (or within 60 days if needed to attempt to identify a suspect)? 
	
	
	

	· Does the institution retain a copy of the SAR and any supporting documentation for five years? 
	
	
	

	· Did management of the institution promptly notify its Board of Directors, or a committee of the board, that the SAR was filed? 
	
	
	

	· Did the institution keep the filing of the SAR confidential? 
	
	
	

	Comments:



	The following checklist is a list of actions, related to suspicious activities, that are encouraged by the regulatory agencies to help insure an adequate system for the monitoring and reporting of suspicious activities, even though they may not be specifically required by regulation.

	F2.	Suspicious Activity Reports
	
	
	

	1.	Does the institution have an individual responsible for preparing and filing Suspicious Activity Reports (SARs)?
	
	
	

	2.	Does the institution conduct employee training regarding Suspicious Activity Reports?
	
	
	

	3.	Does the institution have a process for ensuring that transaction amounts are consistent with the type and nature of the business or occupation of the customer?
	
	
	

	4.	Does the institution have a process for reviewing accounts that are exempted from CTR reporting for unusual or suspicious activity?
	
	
	

	5.	Does the institution have a process for establishing expected activity levels (for example, historical transaction pattern or input from client or bank officer), including who has the authority to change profiles?
	
	
	

	6.	Does the institution have a process for reconciling activity levels of higher-risk accounts against expected activity to ensure that activity levels are reasonable?
	
	
	

	7.	Does the institution have a system for reviewing exception reports and determining what parameters are used to filter exceptions?
	
	
	

	8.	Does the institution have a process for requesting timely and adequate explanations of activity generated by monitoring reports?
	
	
	

	9.	Does the institution have a system for ensuring exception reports are responded to in a timely manner, and are utilized and maintained by appropriate parties to assist in detecting patterns of unusual activity?
	
	
	

	10.	Does the institution have a system (automated or manual) to detect structured transactions (both cash in and cash out) that are under the $10,000 reporting threshold?
	
	
	

	11.	Does the institution review a listing of the Currency Transaction Reports (CTRs) that have been filed to determine if the institution or any branches had significant changes in the volume or nature of CTRs filed?
	
	
	

	12.	Does the institution review the Suspicious Activity Reports related to money laundering it has filed to determine if the institution or any branches had significant changes in the volume or nature of SARs filed, and does it investigate the reasons for any change?
	
	
	

	13.	Does the institution review cash shipment reports to determine if there are any unusual trends in the volume or composition of cash shipments?
	
	
	

	14.	Does the institution have procedures for documentation of decisions not to file a SAR?
	
	
	

	Comments:



	G. 	Currency Transaction Reports
	
	
	

	1.	Does the institution have an adequate system (training and procedures, perhaps an automated system as well) for detecting single or multiple transactions in one business day that exceed $10,000? 
	
	
	

	2.	Based on a review of currency shipped to and received from the Federal Reserve Bank, correspondent banks, and between branches over a period of time (at least 3 months), does the volume appear reasonable? 
	
	
	

	3.	Based on a sample of all currency transactions during a period of time, did the institution file a CTR for each transaction(s) by non-exempt customers in one business day that exceeded $10,000? 
	
	
	

	4.	For any currency transactions that appeared suspicious, was a Suspicious Activity Report filed? 
	
	
	

	5.	Are CTRs:
	
	
	

	· Properly completed in accordance with Internal Revenue Service instructions? 
	
	
	

	· Consistent with the type and nature of business or occupation of the customer and the transaction amounts? 
	
	
	

	· Filed within 15 calendar days after the date of the transaction (25 days if electronically filed)? 
	
	
	

	· If the institution is receiving currency deposits via mail, courier services, or internal deliveries, does the institution have procedures to ensure that CTRs are filed and proper records are maintained?
	
	
	

	Comments:



	H. 	Exemptions
	
	
	

	1.	For the exempted customer, if required, has the financial institution filed a proper exemption form within 30 days of the first exempted transaction?
	
	
	

	2.	Does the institution:
	
	
	

	· Take steps to assure itself that the customer met the requirements of the exemption?
	
	
	

	· Document the basis for its conclusions to the same extent as it would to protect itself from loan or other fraud or loss based on misidentification of a person’s status? 
	
	
	

	Automatically Exempt Customers:
	
	
	

	3.	Do exempted customers qualify for the exemption? 
	
	
	

	‘Non-Listed Business’ Exemptions:
	
	
	

	4.	Is the business of a type that is eligible for an exemption? 
	
	
	

	5.	Has each non-listed business:
	
	
	

	· Maintained a transaction account at the institution for at least two months or, if not, has the institution performed the required risk assessment? 
	
	
	

	· Frequently (i.e., five or more timers per year) engaged in transactions in currency with the institution in excess of $10,000?
	
	
	

	· Incorporated or organized under the laws of the U.S. or a state, or registered as and eligible to do business within the U.S. or a state? 
	
	
	

	Payroll Customer Exemptions:
	
	
	

	6.	Have exempted payroll customers:
	
	
	

	· Maintained a transaction account at the institution for at least two months or, if not, has the institution performed the required risk assessment?
	
	
	

	· Operated a firm that regularly (i.e. five or more times per year) withdraws more than $10,000 in order to pay its U.S. employees in currency? 
	
	
	

	· Incorporated or organized under the laws of the U.S. or a state, or is registered and eligible to do business? 
	
	
	

	Non-Listed Business and Payroll Customer Exemptions:
	
	
	

	7.	Does the institution have a monitoring system for each exempted non-listed business and payroll customer that is reasonably designed to detect suspicious activities?
	
	
	

	8.	For each non-listed business and payroll customer exemption, does the institution annually review and verify the information supporting the exemption, and, the monitoring system applied to each account? 
	
	
	

	Review of Exempt Accounts:
	
	
	

	9.	Are exempt customer’s accounts monitored or periodically reviewed for unusual or suspicious activity?
	
	
	

	Comments:



	I. 	OFAC Restrictions
	
	
	

	1.	Does the institution have policies and procedures in place for complying with OFAC laws and regulations?
	
	
	

	2.	Does the U.S. financial institution maintain a current listing of prohibited countries, entities, and individuals?
	
	
	

	3.	Are new accounts compared to the OFAC listings when they are opened?
	
	
	

	4.	Are established accounts compared to current OFAC listings when the listings change?
	
	
	

	5.	Are wire transfers regularly compared to current OFAC lists?
	
	
	

	Comments:



	J. 	Reports of International Shipments of Currency and Foreign Bank and Financial Accounts
	
	
	

	1.	Does the institution file a Form 105 whenever it ships or receives more than $10,000 in currency and/or monetary instruments overseas?
	
	
	

	2.	Is the CMIR filed within 30 days of shipment/receipt?
	
	
	

	Comments:



	K. 	Foreign Banks and Financial Accounts

	1.	If the institution owns an interest in foreign financial accounts with an aggregate value of more than $10,000, does the institution file an annual FBAR (TDF 90-22.1) by June 30 of the following year?
	
	
	

	Comments:



	L. 	Sales of Monetary Instruments

	1.	For all sales of monetary instruments involving $3,000–$10,000 in currency in one business day, does the institution retain the following information:
	
	
	

	2.	If the purchaser has a deposit account with the institution, does the institution obtain the following: 
	
	
	

	· Name of the purchaser? 
	
	
	

	· Date of purchase? 
	
	
	

	· Type(s) of instrument(s) purchased?
	
	
	

	· Serial number(s) of each of the instrument(s) purchased? 
	
	
	

	· Dollar amount(s) of each of the instrument(s)?
	
	
	

	· Method of verification of identity (either at time of purchase or when deposit account opened)? 
	
	
	

	3.	If the purchaser does not have a deposit account with the institution, does the institution obtain the following information:
	
	
	

	· Name of the purchaser? 
	
	
	

	· The Social Security number or alien identification number of the purchaser? 
	
	
	

	· Purchaser’s date of birth? 
	
	
	

	· Date of purchase? 
	
	
	

	· Type(s) of instrument(s) purchased?
	
	
	

	· Serial number(s) of each of the instrument(s) purchased?
	
	
	

	· Dollar amount(s) of each of the instrument(s)? 
	
	
	

	· Method of verification of identity? 
	
	
	

	4.	Based on a review of the records of the sales of monetary instruments for a period of time (e.g., teller’s proof sheets, etc.):
	
	
	

	· Is the information retained adequate to determine the amount of currency received in each sale?
	
	
	

	· Is the required information recorded for each transaction involving $3,000–$10,000 in currency?
	
	
	

	· Was a SAR filed for any suspicious transactions?
	
	
	

	Comments:



	M. 	Wire Transfer Recordkeeping
	
	
	

	As Originating Institution
	
	
	

	1.	For each payment order of $3,000 or more that it accepts as an originator’s bank, does the institution retain the following:
	
	
	

	· The name and address of the originator? 
	
	
	

	· The amount of the payment order? 
	
	
	

	· The execution date of the payment order? 
	
	
	

	· Any payment instructions received from the originator with the payment order? 
	
	
	

	· The identity of the beneficiary’s bank?
	
	
	

	· As many of the following items as are received with the payment order: (1) The name and address of the beneficiary; (2) The account number of the beneficiary; and (3) Any other specific identifier of the beneficiary? 
	
	
	

	· If the originator does not have an established relationship with the institution, does the institution also retain the name and address of the person placing the payment order; their TIN (if none, alien identification number or passport number and country of issuance, or a notation of no such record); and a record of the method of payment? 
	
	
	

	2.	If the institution knows that the person placing the payment order is not the originator, does it retain the originator’s TIN (if none, alien identification number or passport number and country of issuance, if known, or a notation of no such record)? 
	
	
	

	3.	If the payment order is made in person, does the institution verify the identity of the person placing the order and retain a record of the type of ID reviewed and the ID number? 
	
	
	

	As Originating or Intermediary Institution
	
	
	

	1.	For each transmittal order of $3,000 or more, does the institution include in the transmittal order:
	
	
	

	· The name and, if the payment is ordered from an account, the account number of the transmitter? 
	
	
	

	· The address of the transmitter, except non-expanded FedWire? 
	
	
	

	· The amount of the transmittal order? 
	
	
	

	· The execution date of the transmittal order?
	
	
	

	· The identity of the recipient’s financial institution? 
	
	
	

	· As many of the following items as are received with the transmittal order: name and address of the recipient; account number of the recipient; any other specific identifier of the recipient (only one item if using non-expanded FedWire format)? 
	
	
	

	· Either the name and address or numerical identifier of the transmitter’s institution?
	
	
	

	As Intermediary Institution
	
	
	

	1.	For fund transfers of $3,000 or more, if the institution is acting as an intermediary bank, does the institution retain either the original or a micro-film, other copy, or electronic record of the payment order?
	
	
	

	2.	For transmittals of funds of $3,000 or more, does the institution include in the transmittal order to the next receiving financial institution the following, if received from the sender:
	
	
	

	· The name and, if the payment is ordered from an account, the account number of the transmitter? 
	
	
	

	· The address of the transmitter (except non-expanded FedWire)? 
	
	
	

	· The amount of the transmittal order? 
	
	
	

	· The execution date of the transmittal order? 
	
	
	

	· The identity of the recipient’s financial institution? 
	
	
	

	· As many of the following items as are received with the transmittal order: name and address of the recipient; account number of the recipient; any other specific identifier of the recipient (only one item if using non-expanded Fedwire format)? 
	
	
	

	· Either the name and address or numerical identifier of the transmitter’s institution? 
	
	
	

	3.	For each payment order of $3,000 or more that a financial institution accepts as a beneficiary’s financial institution, does the institution retain either the original or a microfilm, other copy, or electronic record of the payment order? 
	
	
	

	4.	If the beneficiary does not have an established relationship with the institution, does the institution also retain the following information:
	
	
	

	· If the proceeds are delivered in person, the name and address of the person receiving the proceeds; that person’s TIN (if none, alien identification number or passport number and country of issuance, or a notation of no such record)? 
	
	
	

	· If the proceeds are not delivered in person, a copy of the check or other instrument used for payment, or the information contained on it, as well as the name and address of the person to whom it was sent? 
	
	
	

	· If the institution knows that the person placing the payment order is not the originator, does it retain the beneficiary’s TIN (if none, alien identification number or passport number and country of issuance, if known, or a notation of no such record)?
	
	
	

	Information Retrievability
	
	
	

	1.	Are the retained records retrievable by the name of originator (for originated transfers) and name of beneficiary (for received transfers), and, if they are established customers, by account number? 31 CFR 103.33(e)(4)
	
	
	

	Internal Controls
	
	
	

	1.	Is the volume of wire transfer activity appropriate given the institution’s size, location, and nature of customer account relationships?
	
	
	

	2.	Is there adequate separation of duties or compensating controls to ensure proper authorization for sending and receipt of transfers, correct posting to accounts, and an audit trail of activities?
	
	
	

	3.	Does the institution accept cash for funds transfers and, if so, does the institution require identification, maintain documentation, and file CTRs, if applicable?
	
	
	

	4.	Does the institution send or receive fund transfers to/from financial institutions in other countries, especially countries with strict privacy and secrecy laws, and, if so, are amounts, frequency, and countries of origin/destination consistent with the nature of the business or occupation of the customer?
	
	
	

	5.	Does the institution have procedures to monitor for accounts with frequent cash deposits and subsequent wire transfers of funds to a larger institution or out of the country?
	
	
	

	Comments:



	N. 	Record Retention

	1.	Does the institution maintain the following records for five years:
	
	
	

	· Each currency transaction report filed? (Form 104).
	
	
	

	· Each extension of credit in an amount in excess of $10,000 (excludes an extension of credit secured by an interest in real property)?
	
	
	

	· Each instruction received or given, regarding any transaction resulting in the transfer of currency, monetary instruments, investment securities, credit, etc. of more than $10,000 to or from a person, account, or place outside the United States?
	
	
	

	· Each instruction to another financial institution or other person, regarding a transaction intended to result in the transfer of currency, monetary instruments, investment securities, credit, etc., of more than $10,000 outside the United States? 
	
	
	

	· Each payment order in the amount of $3,000 or more that a financial institution accepts as an originator’s, intermediary, or beneficiary’s bank with respect to a wire transfer?
	
	
	

	· A list of each individual, including the name, address, and account number, who holds a deposit account for which the financial institution has been unable to secure a taxpayer identification number after making a reasonable effort to obtain the number?
	
	
	

	· Each document granting signature authority over each deposit account? 
	
	
	

	· Each statement, ledger card, or other record of each deposit account showing each transaction involving the account, excepting those items listed in 
31 CFR 103.34(b)(3)?
	
	
	

	· Each document relating to a transaction of more than $10,000 remitted or transferred to a person, account, or place outside the United States? 
	
	
	

	· Each check or draft in an amount in excess of $10,000 drawn on or issued by a foreign bank, which the domestic institution has paid or presented to a nonbank drawee for payment? 
	
	
	

	· Each item relating to any transaction of more than $10,000 received on any one occasion directly and not through a domestic financial institution, from a bank, broker, or dealer in foreign exchange outside the United States? 
	
	
	

	· Records prepared or received by a financial institution in the ordinary course of business which would be needed to reconstruct a demand deposit account and to trace a check in excess of $100 deposited in such demand deposit account?
	
	
	

	· A record containing the name, address, and taxpayer identification number, if available, of any person presenting a certificate of deposit for payment, as well as a description of the instrument and the date of the transaction? 
	
	
	

	· Each deposit slip or credit ticket reflecting a transaction in excess of $100 or the equivalent record for direct deposit or other wire transfer deposit transactions? (The slip or ticket must record the amount of any currency involved.) 
	
	
	

	Responding to Requests for BSA-Related Information
	
	
	

	2.	Does the financial institution provide the requested information within 120 hours of receiving a request for BSA-related information from its federal regulatory agency?
	
	
	

	Records Related to Foreign Correspondent Banks
	
	
	

	3.	Does the institution have the required record of ownership and name/address for service of process for each foreign bank with which it maintains a correspondent account?
	
	
	

	Comments:



	O. 	Prohibition on United States Correspondent Accounts with Foreign Shell Banks
	
	
	

	1. 	Are the institution’s policies and procedures for foreign correspondent accounts adequate? 
	
	
	

	2.	Does the institution refrain from establishing, maintaining, administering, or managing correspondent accounts in the United States for foreign “shell” banks? 
	
	
	

	Comments:



	P. 	Certification “Safe Harbor” for Foreign Ownership, Legal Process, and “Shell Bank” Prohibition
	
	
	

	1.	Has the institution obtained the certification from the foreign bank that: 
	
	
	

	· Its foreign correspondent accounts are not being used by that foreign bank to provide indirect banking services to a foreign shell bank;
	
	
	

	· Identifies the owners of each correspondent foreign bank whose shares are not publicly traded; and
	
	
	

	· Identifies the name and street address of a person who resides in the United States and is authorized, and has agreed to be an agent to accept service of legal process for records regarding each correspondent account? 
	
	
	

	2.	Does the institution obtain a recertification of the above at least once every three years? 
	
	
	

	3.	If at any time the financial institution knew, suspected, or had reason to suspect, that any information contained in a certification or recertification provided by a foreign bank, was no longer correct, did the institution request that the foreign bank verify or correct such information, or take other appropriate measures to ascertain the accuracy of the information or to obtain correct information, as appropriate? 
	
	
	

	4.	If the financial institution has taken the above steps to verify or obtain corrected information from a foreign correspondent bank, if the institution has not obtained verification of the information or the corrected information within 90 calendar days after the date of undertaking the verification, did the institution close all correspondent accounts with the foreign bank within a commercially reasonable time, and prohibit the foreign bank from establishing any new positions or execute any transactions through the account, other than transactions necessary to close the account? 
	
	
	

	5.	For any correspondent account that was in existence on October 28, 2002, did the institution obtain a certification (or recertification) from the foreign bank on or before December 26, 2002? 
	
	
	

	6.	If not, did the institution then close all correspondent accounts with such foreign bank within a commercially reasonable time, and prohibit the foreign bank from establishing any new positions or execute any transactions through the account, other than transactions necessary to close the account?
	
	
	

	7.	For any correspondent account established after October 28, 2002, did the institution obtain a certification (or recertification), or other documentation of the information required by the certification (or recertification) within 30 calendar days after the date the account was established, and every three years thereafter?
	
	
	

	8.	If not, did the institution close all correspondent accounts with the foreign bank within a commercially reasonable time, and prohibit the foreign bank from establishing any new positions or execute any transactions through the account, other than transactions necessary to close the account? 
	
	
	

	9.	Does the institution retain the original of any document provided by a foreign bank, and the original or a copy of any other document(s) relied for compliance with this rule, for at least five years after the date that the institution no longer maintains any correspondent account for the foreign bank? 
	
	
	

	Comments:



	Q. 	Summons or Subpoena of Foreign Bank Records; Termination of Correspondent Relationship
	
	
	

	1.	Upon receipt of a written request from a federal law enforcement officer for the foreign correspondent bank owner and agent for service of process information, did the institution provide the information to the requesting officer not later than seven days after receipt of the request? 
	
	
	

	2.	Did the institution terminate any correspondent relationship with a foreign bank within 10 business days after receipt of written notice from the Secretary or the Attorney General that the foreign bank has failed: 
	
	
	

	· To comply with a summons or subpoena issued under 103.185; or
	
	
	

	· To initiate proceedings in a United States court, contesting such summons or subpoena?  
	
	
	

	Comments:



	R.	Due Diligence 
Due Diligence for Foreign Correspondent Accounts — Final Rule
This section applies to accounts opened on or after July 5, 2006. Beginning October 2, 2006, this section applies to all accounts whenever they were opened.
	
	
	

	General Due Diligence
	
	
	

	1.	Does the institution have a due diligence program that:
	
	
	

	· Determines whether the account is subject to enhanced due diligence (since the final rules for enhanced due diligence have not yet been adopted, until a final rule is published and becomes effective, financial institutions must continue to apply the enhanced due diligence requirements of the statute); 
	
	
	

	· Assesses the money laundering risk posed, based on a consideration of relevant risk factors; and 
	
	
	

	· Applies risk-based policies, procedures, and controls to each such correspondent account reasonably designed to detect and report known or suspected money laundering activity, including a periodic review of the correspondent account activity? 
	
	
	

	2.	In assessing the risks posed by a correspondent relationship, the rules requires financial institutions to consider the following risk factors, as appropriate:
	
	
	

	· The nature of the foreign financial institution’s business and the markets it serves; 
	
	
	

	· The type, purpose, and anticipated activity of such correspondent account; 
	
	
	

	· The nature and duration of the covered financial institution’s relationship with the foreign financial institution (and any of its affiliates); 
	
	
	

	· The anti-money laundering and supervisory regime of the jurisdiction that issued the charter or license to the foreign financial institution, and, to the extent that information regarding such jurisdiction is reasonably available, of the jurisdiction in which any company that is an owner of the foreign financial institution is incorporated or chartered; and 
	
	
	

	· Information known or reasonably available to the covered financial institution about the foreign financial institution’s anti-money laundering record?
	
	
	

	Enhanced Due Diligence for Foreign Correspondent Accounts — Interim Rule
NOTE: This section applies until the institution is in compliance with the final rule on enhanced due diligence (see below).
	
	
	

	1.	Financial institutions must adopt enhanced due diligence when establishing or maintaining a correspondent account for a foreign bank that is operating:
	
	
	

	· Under an offshore license;
	
	
	

	· In a jurisdiction found to be non-cooperative with international anti-money laundering principles; or
	
	
	

	· In a jurisdiction found to be of primary money laundering concern under section 311 of the USA PATRIOT Act.
	
	
	

	2.	Has the institution adopted enhanced due diligence by taking reasonable steps to: 
	
	
	

	· Conduct appropriate enhanced scrutiny; 
	
	
	

	· Determine whether the foreign bank itself offers correspondent accounts to other foreign banks (i.e., nested accounts) and as appropriate, identify such foreign bank customers and conduct additional due diligence on them; and 
	
	
	

	· Identify the owners of such foreign bank, if its shares are not publicly traded?
	
	
	

	Enhanced Due Diligence for Foreign Correspondent Accounts — Final Rule
NOTE: These rules apply beginning February 5, 2008, to each correspondent account established on or after that date. For correspondent accounts established before February 5, 2008, these requirements apply beginning May 5, 2008.  
	
	
	

	1.	The EDD procedures in this section are required for any correspondent account maintained for a foreign bank that operates under:
	
	
	

	· An offshore banking license;
	
	
	

	· A banking license issued by a foreign country that has been designated as non-cooperative with international anti-money laundering principles or procedures by an intergovernmental group or organization of which the United States is a member and with which designation the U.S. representative to the group or organization concurs; or
	
	
	

	· A banking license issued by a foreign country that has been designated by the Secretary as warranting special measures due to money laundering concerns.
	
	
	

	2.	Does the institution have procedures that, at a minimum, include reasonable steps to conduct enhanced scrutiny of such correspondent account to guard against money laundering and to identify and report any suspicious transactions in accordance with applicable law and regulation?
	
	
	

	3.	This enhanced scrutiny must reflect the risk assessment of the account and shall include, as appropriate:
	
	
	

	· Obtaining and considering information relating to the foreign bank’s anti-money laundering program to assess the risk of money laundering presented by the foreign bank’s correspondent account;
	
	
	

	· Monitoring transactions to, from, or through the correspondent account in a manner reasonably designed to detect money laundering and suspicious activity; and
	
	
	

	· Obtaining information from the foreign bank about the identity of any person with authority to direct transactions through any correspondent account that is a payable-through account, and the sources and beneficial owner of funds or other assets in the payable-through account. 
	
	
	

	4.	Determine whether the foreign bank for which the correspondent account is established or maintained in turn maintains correspondent accounts for other foreign banks that use the foreign correspondent account established or maintained by the covered financial institution and, if so, take reasonable steps to obtain information relevant to assess and mitigate money laundering risks associated with the foreign bank’s correspondent accounts for other foreign banks, including, as appropriate, the identity of those foreign banks?
	
	
	

	5.	Determine, for any correspondent account established or maintained for a foreign bank whose shares are not publicly traded, the identity of each owner of the foreign bank and the nature and extent of each owner’s ownership interest?
	
	
	

	Special Procedures When Due Diligence or Enhanced Due Diligence Cannot Be Performed
	
	
	

	1.	Does the institution’s general due diligence program and enhanced due diligence program for foreign correspondent banks include procedures to be followed in circumstances in which the institution cannot perform appropriate due diligence or enhanced due diligence with respect to a correspondent account, including when the institution should refuse to open the account, suspend transaction activity, file a suspicious activity report, or close the account?
	
	
	

	Due Diligence for Private Banking Accounts — Final Rule
This section applies to accounts opened on or after July 5, 2006. Beginning October 2, 2006, this section applies to all accounts whenever they were opened.
	
	
	

	General Due Diligence
	
	
	

	1.	Does the institution have a due diligence program that includes reasonable steps to: 
	
	
	

	· Determine the identity of all nominal and beneficial owners of the private banking account; 
	
	
	

	· Determine whether any such owner is a senior foreign political official and, thus, is subject to enhanced scrutiny (described below); 
	
	
	

	· Determine the source(s) of funds deposited into the private banking account and the purpose and expected use of the account; and 
	
	
	

	· Review the activity of the account to ensure that the activity is consistent with the information obtained about the source of funds, the stated purpose and the expected use of the account, as needed to guard against money laundering, and to report any suspicious activity?
	
	
	

	Enhanced Due Diligence for Senior Foreign Political Figures
	
	
	

	2.	Does the institution have enhanced scrutiny of private banking accounts maintained for senior foreign political figures that includes procedures reasonably designed to detect and report transactions that may involve the proceeds of foreign corruption?
	
	
	

	Comments:



	S. 	Information Sharing with Law Enforcement
	
	
	

	1.	Does the institution have adequate policies and procedures for receiving and responding to FinCEN requests?
	
	
	

	2.	Has the financial institutions designated one person to be the point of contact at the institution regarding information requests and provided any other contact information requested by FinCEN?
	
	
	

	3.	If any of the contact information has changed, did the financial institution promptly notify FinCEN of the changes? 
	
	
	

	4.	For any requests received from FinCEN for information under the rule, did the institution “expeditiously” (or within the time period required in the request) search the required records to determine whether it maintains or has maintained any account for, or has engaged in any transaction with, each individual, entity, or organization named in FinCEN’s request?
	
	
	

	5.	In response to the request, unless otherwise provided in the request itself, did the institution search its records for: 
	
	
	

	· Any current account maintained for a named suspect; 
	
	
	

	· Any account maintained for a named suspect during the preceding twelve months; and
	
	
	

	· Any transaction conducted by or on behalf of a named suspect, or any transmittal of funds conducted in which a named suspect was either the transmitter or the recipient, during the preceding six months that is contained in the wire transfer log, the log of purchase/sales of monetary instruments, and any other transaction records that can be searched electronically? 
	
	
	

	6.	If, as a result of the searches, the financial institution did find an account or transaction with any of the individuals or entities, did the institution report the following information to FinCEN, within the time frame specified in the request: 
	
	
	

	· The name of the individual, entity, or organization; 
	
	
	

	· The number of each account, or in the case of a transaction, the date and type of each transaction; and 
	
	
	

	· Any Social Security number, taxpayer identification number, passport number, date of birth, address, or other similar identifying information provided by the individual, entity, or organization when each account was opened or each transaction was conducted? 
	
	
	

	7.	Did the institutions use the information provided by FinCEN only for the purpose of:
	
	
	

	· Reporting to FinCEN as required by the rule; 
	
	
	

	· Determining whether to establish or maintain an account, or to engage in a transaction; or 
	
	
	

	· Assisting the financial institution in complying with any requirement of the rule? 
	
	
	

	8.	Review the financial institution’s documentation (including account analysis) to evaluate how the financial institution determined whether or not a SAR was warranted.
	
	
	

	9.	If the financial institution uses a third-party vendor to perform or facilitate searches, is there is an agreement and/or procedures to ensure confidentiality?
	
	
	

	Comments:



	T.	Information Sharing Among Financial Institutions
	
	
	

	NOTE: Participation in this information sharing is voluntary, and the following procedures should be performed only if the institution intends to share information with other institutions or associations regarding potential money laundering or terrorist activities.
	
	
	

	1.	Does the institution have adequate policies and procedures for receiving and responding to FinCEN requests?
	
	
	

	2.	Before engaging in the sharing of information with other financial institutions or associations, did the institution file the required notice with FinCEN (or a certification with FinCEN under the interim rules)? 
	
	
	

	3.	Does the institution submit a new certification each year? 
	
	
	

	4.	Does the institution only share information under the rule regarding individuals, entities, organizations, and countries for purposes of detecting, identifying, or reporting activities that the financial institution or association suspects may involve possible money laundering or terrorist activities? 
	
	
	

	5.	Before sharing information under the rule, does the institution take reasonable steps to verify that the other financial institution or association has also submitted the required notice to FinCEN? 
	
	
	

	6.	With respect to any information received as a result of sharing information under the rule, did the institution use the information for no other purpose other than: 
	
	
	

	· Identifying and, where appropriate, reporting on money laundering or terrorist activities; 
	
	
	

	· Determining whether to establish or maintain an account, or to engage in a transaction; or 
	
	
	

	· Assisting the financial institution in complying with any requirement of the BSA rules? 
	
	
	

	7.	Does the institution only share information regarding individuals, entities, organizations, and countries for purposes of detecting, identifying, or reporting activities that the financial institution or association suspects may involve possible money laundering or terrorist activities?
	
	
	

	8.	Does the institution maintain adequate procedures to protect the security and confidentiality of the information?
	
	
	

	9.	If, as a result of information sharing under the rule, the institution suspected that someone is or may be involved in terrorist activity, was the information reported on a SAR and/or otherwise as required? 
	
	
	

	10.	Review the financial institution’s documentation (including account analysis) to evaluate how the financial institution determined whether or not a SAR was warranted.
	
	
	

	Comments:



	U. 	CIP Policy Review
	
	
	

	1.	Does the institution have a written Customer Identification Program (CIP)? 
	
	
	

	2.	Is the CIP part of the institution’s BSA/anti-money laundering program, and do the following four elements address the CIP:  
	
	
	

	· Internal policies, procedures, and controls to ensure ongoing compliance;
	
	
	

	· Designation of a compliance officer; 
	
	
	

	· Ongoing employee training program; and 
	
	
	

	· An independent audit function to test programs?
	
	
	

	3.	Does the CIP include risk-based procedures to verify the identity of each customer to the extent reasonable and practicable?
	
	
	

	4.	Are the procedures based on an assessment of the various risks involved in adequately identifying the customer including: 
	
	
	

	· The various types of accounts maintained by the institution,
	
	
	

	· The various methods of opening accounts provided by the institution, 
	
	
	

	· The various types of identifying information available, and 
	
	
	

	· The institution’s size, location, and customer base?
	
	
	

	5.	Does the CIP require, at a minimum, the following information prior to opening an account? 31 CFR 103.121(b)(2)(i)(A)
	
	
	

	· Name,
	
	
	

	· Date of birth (individuals only),
	
	
	

	· Address,
	
	
	

	· For U.S. persons — taxpayer identification number (TIN), and
	
	
	

	· For non-U.S. persons — a TIN or other number from a government-issued photographic identification document. 31 CFR 103.121(b)(2)(i)(A)
	
	
	

	6.	If an account is allowed to be opened without a taxpayer identification number (TIN): 31 CFR 103.121(b)(2)(i)(B)
	
	
	

	· Is the customer required to have applied for a TIN prior to opening the account?
	
	
	

	· Does the institution confirm that an application was filed prior to opening the account?
	
	
	

	7.	Do the procedures describe when the institution will use documents, non-documentary methods, or a combination of both methods to verify the customer’s identity?  31 CFR 103.121(b)(2)(ii)
	
	
	

	8.	Do the documentary verification procedures describe when the institution will verify identity through documents (i.e., identification documents) and establish the documents that will be accepted for this purpose?  31 CFR 103.121(b)(2)(ii)(A)
	
	
	

	9.	Do the non-documentary methods describe when these methods will be used in addition to, or instead of, relying on documents?  31 CFR 103.121(b)(2)(ii)(B)
	
	
	

	[bookmark: _Hlt79228510]10.	Do the CIP procedures on non-documentary methods address the following situations: 31 CFR 103.121(b)(2)(ii)(B)(2)
	
	
	

	· An individual is unable to present an unexpired government-issued identification document that bears a photograph or similar safeguard?
	
	
	

	· The institution is not familiar with the documents presented?
	
	
	

	· The account is opened without obtaining documents?
	
	
	

	· The customer opens the account without appearing in person at the institution?
	
	
	

	· The institution is otherwise presented with circumstances that increase the risk that the institution will be unable to verify the true identity of the customer?
	
	
	

	11.	Where a new account is opened by a customer that is not an individual and the institution cannot verify the customer’s true identity using the above verification methods, does the CIP include procedures, based on the institution’s risk assessment, of when the institution will obtain information about individuals with authority or control over such account, including signatories, in order to verify the customer’s identity?  31 CFR 103.121(b)(2)(ii)(C)
	
	
	

	12.	Does the institution retain the following CIP records:  31 CFR 103.121(b)(3)
	
	
	

	· All identifying information about a customer required to be collected retained for five years after the date the account is closed or, in the case of credit card accounts, five years after the account is closed or becomes dormant?
	
	
	

	· A description of any document that was relied on for documentary verification (noting the type of document, any identification number contained in the document, the place of issuance and, if any, the date of issuance and expiration date) for five years after the record is made?
	
	
	

	· A description of the methods and the results of any measures undertaken to verify the identity of the customer as non-documentary verification or as additional verification for certain signatories, for five years after the record is made?
	
	
	

	· A description of the resolution of any substantive discrepancy discovered when verifying the identifying information obtained — for five years after the record is made?
	
	
	

	13.	Does the institution provide adequate notice to its customers of its customer identification program? 31 CFR 103.121(b)(5)
	
	
	

	Comments:



	V.	Electronic Banking
	
	
	

	1.	Based on a review of procedures used to conduct due diligence on customers opening accounts (loan or deposit) through electronic means, does the institution obtain proper verification of customer identity and source of funds used to open deposit accounts?
	
	
	

	2.	Has management established and followed procedures to review transaction activity through electronic banking products for possible money laundering and suspicious activity?
	
	
	

	Comments:



	W.	New Money Services Business Customers
	
	
	

	1.	Is the MSB registered with FinCEN and/or any state agency, if required?
	
	
	

	2.	Did the institution comply with the financial institution’s own Customer Identification Program in identifying the MSB?
	
	
	

	3.	If the MSB is operating solely as an agent of another MSB, did the institution confirm the agent status?
	
	
	

	4.	Did the institution conduct a basic Bank Secrecy Act/Anti-Money Laundering risk assessment to determine the level of risk associated with the account and whether further due diligence is necessary?
	
	
	

	5.	Did the risk assessment take into account:
	
	
	

	· Types of products and services offered by the money services business?
	
	
	

	· Location(s) and market(s) served by the money services business?
	
	
	

	· Purpose of the account?
	
	
	

	· Anticipated account activity?
	
	
	

	6.	Did the risk assessment indicate any additional due diligence to be performed regarding the MSB?
	
	
	

	7.	Was any required additional due diligence performed?
	
	
	

	8.	Did the institution establish a level and frequency of monitoring of the MSB’s activities based, among other things, on the risk assessment and the activity in the account?
	
	
	

	9.	Does the institution conduct the established level and frequency of monitoring of the MSB’s activities based?
	
	
	

	Comments:
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