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[bookmark: _Toc222017438]Sample 1: Risk Assessment Matrix for Retail, Commercial, Trust Customers
	Customer
	Risk 
(High, Medium, Low)
	Verification Procedures Required

	Existing customer (A customer is someone with whom we have an ongoing banking relationship. It does not include, for example, an employee of a business customer for whom we have cashed checks, unless he or she has a personal account.)
	Low
	None required unless employee does not have a reasonable belief that we know the identity of the customer. For example, statements have been returned, IRS has notified us that TIN is incorrect.

	New customer opening account in person — U.S. citizen
	Medium
	Review documentary identification as directed in new account procedures.

	New customer opening account in person — non-U.S. citizen
	Medium
	Review documentary identification as directed in new account procedures. Also, obtain country ID in addition to local ID.

	New customer opening account not in person — U.S. citizen
	High
	Verify information using nondocumentary methods as described in new account procedures.

	New customer opening account not in person — non-U.S. citizen
	High
	Verify information using nondocumentary methods as described in new account procedures and obtain type, number, and expiration date of country ID in addition to local ID.

	Existing customer  (A customer is someone with whom we have an ongoing banking relationship.)
	Low
	None required unless employee does not have a reasonable belief that we know the identity of the customer. Employees must verify that we have all required documentation for the business.

	New customer opening account in person — U.S. company
	Medium
	Review documentary identification as directed in new account procedures.

	New customer opening account not in person — non-U.S. company
	High
	Review documentary identification as directed in new account procedures. Also obtain country ID in addition to local ID.

	New customer opening account not in person — U.S. company
	High
	Verify information using nondocumentary methods as described in new account procedures.

	New customer opening account in person — non-U.S. company
	High
	Verify information using nondocumentary methods as described in new account procedures and obtain type, number, and expiration date of country ID in addition to local ID.

	Existing customer (A customer is someone with whom we have an ongoing trust or banking relationship.)
	Low
	None required unless employee does not have a reasonable belief that we know the identity of the customer. Employees must verify that we have all required documentation for the business.

	New trust customer opening account in person — U.S. company
	Medium
	Review documentary identification as directed in new account procedures.

	New trust customer opening account not in person — non-U.S. company
	High
	Review documentary identification as directed in new account procedures. Also obtain country ID in addition to local ID.

	New trust customer opening account not in person — U.S. company
	High
	Verify information using nondocumentary methods as described in new account procedures.

	New trust customer opening account in person — non-U.S. company
	High
	Verify information using nondocumentary methods as described in new account procedures and obtain type, number, and expiration date of country ID in addition to local ID.

	Trust customer is nonprofit charity or nongovernmental organization (NGO) for international aid
	High
	Verify information using nondocumentary methods as described in new account procedures. Request ID information on principals and major contributors. Request and obtain type, number, and expiration date of country ID in addition to local ID if principals are not US citizens. Conduct OFAC search on principals and major contributors.
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Sample 2: Risk Assessment Matrix for Products and Services by Customer Type
Combine the scores for the type of business/entity with the type of services used and arrive at an overall risk score. For example, a non-US citizen who uses funds transfers would equal a score of 6 and be considered a high-risk customer.
[bookmark: _Toc222017440]Example of Risk-Rating of Products/Services by Customer Type
High = 3
Moderate = 2
Low = 1
Scores for overall customer risk
2 = Low
3 or 4 = Moderate
5 or 6 = High

	
	U.S. Individuals (1)
	Non-U.S. Individuals (3)
	Politically Exposed Persons (3)
	Embassies and Foreign Consulates (3)
	Non-Bank Financial Institutions (3)
	Professional Service Providers (2)
	Non-Government Organizations (2)
	Domestic Corp. 
(1)
	Foreign Corp.
(3)
	Cash Intensive Businesses (3)

	Transaction accounts (2)
	
	
	
	
	
	
	
	
	
	

	Savings accounts (1)
	
	
	
	
	
	
	
	
	
	

	Time deposits (1)
	
	
	
	
	
	
	
	
	
	

	Lending Activities (1)
	
	
	
	
	
	
	
	
	
	

	Purchase and Sale of Monetary Instruments (3)
	
	
	
	
	
	
	
	
	
	

	Funds Transfers (3)
	
	
	
	
	
	
	
	
	
	

	Correspondent Accounts — Domestic (1)
	
	
	
	
	
	
	
	
	
	

	Correspondent Accounts — Foreign (3)
	
	
	
	
	
	
	
	
	
	

	U.S. Dollar Drafts (3)
	
	
	
	
	
	
	
	
	
	

	Payable Through Accounts (3)
	
	
	
	
	
	
	
	
	
	

	Pouch Activities (3)
	
	
	
	
	
	
	
	
	
	

	Foreign Branches and Offices of U.S. Banks (3)
	
	
	
	
	
	
	
	
	
	

	Parallel Banking (3)
	
	
	
	
	
	
	
	
	
	

	Electronic Banking (3)
	
	
	
	
	
	
	
	
	
	

	Electronic Payment Services Funds Transfers (3)
	
	
	
	
	
	
	
	
	
	

	Electronic Cash (3)
	
	
	
	
	
	
	
	
	
	

	Third-Party Payment Processors (3)
	
	
	
	
	
	
	
	
	
	

	Purchase and Sale of Monetary Instruments (3)
	
	
	
	
	
	
	
	
	
	

	Brokered Deposits (2)
	
	
	
	
	
	
	
	
	
	

	Privately-Owned Automated Teller Machines (3)
	
	
	
	
	
	
	
	
	
	

	Nondeposit Investment Products (2)
	
	
	
	
	
	
	
	
	
	

	Insurance (1)
	
	
	
	
	
	
	
	
	
	

	Concentration Accounts (3)
	
	
	
	
	
	
	
	
	
	

	Trade Finance Activities (2)
	
	
	
	
	
	
	
	
	
	

	Private Banking — U.S. Persons (2)
	
	
	
	
	
	
	
	
	
	

	Private Banking — Non-U.S. Persons (3)
	
	
	
	
	
	
	
	
	
	

	Trust and Asset Management Services (2)
	
	
	
	
	
	
	
	
	
	

	



