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1. PURPOSE
Software and computer systems should be validated for compliance and business reasons. Validation helps to generate accurate, reliable and consistent analytical results. This SOP gives guidelines on how to validate computer systems.



2. SCOPE
Validation of computer systems that have an impact on product quality. Validation includes all life cycle phases from system planning to retirement. The focus is on validation of commercial off-the-shelf systems. Exceptions to this procedure are possible but should be based on risk assessment and justified, documented and approved by operation’s management and QA.



3. GLOSSARY/DEFINITIONS

	Item
	Explanation

	Validation
	“Establishing documented evidence, which provides a high degree of assurance that a specific process will consistently produce a product meeting its predetermined specification”. (Source: “FDA Guidelines on General Principles of Validation”, March 1986)

	DQ
	Design Qualification

	IQ
	Installation Qualification

	OQ
	Operational Qualification

	PQ
	Performance Qualification

	URS
	User Requirement Specification

	FS
	Functional Specification

	GAMP
	Good Automated Manufacturing Practice (Forum).
The GAMP Forum exists to promote the understanding of the regulation and use of computer and control systems within the pharmaceutical manufacturing industry.





	GAMP
Category 3
	Standard software package. All applications problems are solved with standard functions. However, typically not all available functions are exercised by the user’s application.

	GAMP
Category 4
	Configurable software package. Provides standard interfaces and functions that enable configuration of user specific applications.

	GAMP
Category 5
	Custom software package. Developed to meet specific needs of an application. Custom software may be a complete system or add on to a standard package. Custom software may be developed and supported in-house or by an external supplier.

	Standard Function
	Function that comes with software GAMP Category 3.

	Critical Requirement
	Requirement that the user determines to be critical for the effective use of the system.

	COTS
	Commercial Off-the-Shelf software.



Note: For other definitions, see www.labcompliance.com/glossary.




4. REFERENCE DOCUMENTS

4.1. GAMP 4 Guide: “Validation of Automated Systems”, ISPE, (order from www.ispe.org).

4.2. Add any other SOPs you have which is relevant for COTs validation.


5. RESPONSIBILITIES

5.1. System Owner

5.1.1. Owns the process to define, execute and document the validation activities and results. This requires the system owner to have experience in computer system validation.

5.1.2. Forms a validation project group.

5.1.3. Drafts validation documentation.

5.2. Operation’s Manager

5.2.1. Provides inputs for requirement specifications.

5.2.2. Provides resources for testing.

5.2.3. Reviews and approves validation documents.

5.3. Operation’s Staff Representatives

5.3.1. Provide input for system requirement specifications.

5.3.2. Review system requirement specifications.

5.3.3. Advise on risk assessment.

5.4. IT Department

5.4.1. Advises on risk assessment and the extent of testing related to network infrastructure.

5.4.2. Reviews and approves validation documentation related to network infrastructure.

5.5. Vendor

5.5.1. Provides functional specifications of the software and computer system.

5.5.2. Provides documented evidence that the software has been developed in a quality assurance environment and validated during development.

5.5.3. Accepts vendor audits, if necessary.

5.5.4. Provides information on how to prepare the site for installation of the computer system.

5.6. Plant Maintenance

5.6.1. Prepares site for installation of the computer system according to site preparation information provided by the supplier of the computer system.

5.7. Quality Assurance

5.7.1. Advises on regulations and guidelines related to GxP and 21 CFR Part 11.

5.7.2. Reviews documentation for compliance with internal policies and regulations.

5.7.3. Owns and conducts vendor assessments.

5.7.4. Reviews and approves validation documentation.


6. FREQUENCY OF USE

6.1. Initially whenever computer systems are validated.

6.2. After system updates or any other changes to the system.

6.3. Whenever system reviews indicate that the system is in an out of validation state.

7. VALIDATION PRINCIPLES

7.1. Overview

Validation of computer systems is not a once off event. For new systems it starts when a user department has a need for a new computer system and thinks about how the system can solve an existing problem. For an existing system it starts when the system owner gets the task of bringing the system into a validated state. Validation ends when the system is retired and all-important quality data is successfully migrated to the new system. Important steps in between are validation planning, defining user requirements, validation during development, vendor assessment for purchased systems, installation, initial and 

ongoing testing and change control. In other words, computer systems should be validated during the entire life of the system.

Because of the complexity and the long time span of computer validation the process is typically broken down into life cycle phases. Several life cycle models have been described in literature. One model that is frequently used is the V-model.
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This model comprises of User Requirement Specifications (URS), Functional Specifications (FS), Design Specifications (DS), development and testing of code, Installation Qualification (IQ), Operational Qualification (OQ) and Performance Qualification (PQ). For more details check references 4.1 and 4.2.

The V-Model as described above is not detailed enough for the purpose of this SOP. For example, vendor assessment is not included. Other private authors and official guidance documents recommend the 4Q model with design qualification that can include vendor assessment, but the 4Q model does not address any development activities. Both models do not address the retirement phase. For the purpose of this SOP a life cycle model is used that combines all elements of the 4Q and V-model, and has additional elements to address all life cycle phases. An outline is shown in the figure below.


Life Cycle Model used for the Purpose of this SOPUser/System requirements
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Request for proposal
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User representatives define User or System Requirement Specifications (URS, SRS). If there is no vendor that offers a commercial system the software needs to be developed and validated by following the steps on the left side of the diagram. Programmers develop functional specifications, design specifications and the code and perform testing in all phases. When commercial systems are available either the SRS or a special Request for Proposal (RFP) is sent to one or more vendors (see right side of the diagram). Vendors either respond to each requirement or with a set of functional specifications of a system that is most suitable for the user’s requirements. Users compare the vendor’s response with their own requirements. If none of the vendors meet all user requirements, the requirements may be adjusted to the best fit or additional software is written to fulfill the user requirements following the development cycle on the left side of the diagram. The vendor that best meets the user’s technical and business requirements is selected and qualified.Qualifications



Next the system is installed, configured and well-documented. Before the system is used in a routine it should be tested in a suitable environment to verify functional specifications (OQ) and in the final operating environment to meet user requirement specifications (PQ). Any change to the system should follow a documented change control procedure and before it is retired all quality and compliance relevant records generated on the system should be successfully migrated to the new system.

Activities for a specific validation project should follow a validation plan. The plan outlines validation tasks, a time schedule, deliverables and owners for each deliverable. This validation project plan is derived from a company or a site validation master plan. Validation summary results are documented in a validation report.

7.2. Definitions

7.2.1. Validation

In the context of this SOP Validation is defined as “Establishing documented evidence, which provides a high degree of assurance that a specific process will consistently produce a product meeting its predetermined specification”. (Source: “FDA Guidelines on General Principles of Validation”, March 1986)

7.2.2. Computer Systems, Computerized Systems

Computer systems consist of computer hardware and software and peripherals like printers and CD or DVD drives.
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Computers are frequently connected to equipment such as analytical instruments and autoclaves. The combination of equipment, computer systems and SOP’s that are required to operate the system are called Computerized Systems.

7.3. Software Categories

The extent of validation depends on the complexity of the computer system. The extent of validation at the user’s site also depends on the widespread use of the same software product and version. The more a specific software is used and the less customization made for a specific software the less testing is required by individual users. GAMP has developed software categories based on the level of customization. In total there are five categories. In the context of this SOP only categories three to five are of interest. Definitions can be found under Glossary/Definitions in section 3. Each computer system should be associated to one of the three categories.





	Category
	Description

	GAMP 3
	Standard software package. No customization. Examples: MS Word (without VBA scripts).
Computer controlled spectrophotometers.

	GAMP 4
	Standard software package. Customization of configuration.
Examples: LIMS, Excel spreadsheet application where formulae and/or input data are linked to specific cells.
Networked data systems.

	GAMP 5
	Custom software package. Either all software or a part or the complete package has been developed for a specific user and application.
Examples: Add-ons to GAMP Categories 3 and 4, Excel with VBA scripts.



7.4. Risk Assessment

The extent of validation also depends on the risk that the records generated or processed by the system have on product quality. Therefore, risk categories should be defined for each system. The risk category of the system depends on the risk levels and number of critical records processed by the system. Typically risk categories are defined as high, medium and low.


8. PROCEDURE

8.1. Proposal and Planning

8.1.1. The operation’s manager requests a new computer system using the form in Attachment 9.1. The request should include information on the intended use of the system, the intended location and environment, how the problem is currently solved and a short description of the suggested new system. The request should also include business benefits, cost estimates and a list of possible suppliers.

8.1.2. If the request is approved, proceed to 8.1.3 otherwise stop here.


8.1.3. The operation’s manager designates a system owner.

8.1.4. The system owner forms a validation group consisting of representatives from:
· Anticipated users of the system.
· Quality Assurance (QA).
· Validation team (if there is any).
· IT department (if the computer system is planned to be networked).
8.2. The system owner prepares a first draft of the validation project plan and distributes the plan for review by the validation group.

The project plan should include an initial risk assessment of the system.

8.3. Setting Specifications

8.3.1. System owner drafts a user requirement specifications document based on inputs from:
· Anticipated users of the system to address technical requirements.
· Operation’s manager to address business requirements.
· IT department (if the system is to be networked).
· QA department to address regulatory corporate policy requirements.
· Validation team to address validation requirements.
The template and examples from Reference 4.7 or an equivalent template can be used. Special considerations should be given to:
· Description of the intended process and environment.
· Functions important for executing critical steps.
· Functions that are required by regulations, e.g. 21 CFR Part 11.
· Security functions.
· Compatibility with current and future network environments.
· Upgradeability for future applications.
· Documented evidence from the supplier for validation during development in a quality assurance environment and willingness to accept vendor audits.
· Services supplied by the supplier, e.g., familiarization, training, installation qualification, operational qualification and ongoing support (phone, on-site) with desired response time.


· Testability of functions.
· Unique identification of all functions, e.g., through numbers.
· Functions can have priorities, e.g. must, want or nice to have.
· Consecutive validation activities, e.g., operational qualification and performance qualification tests should be traceable back to users requirements.
8.3.2. The system owner distributes the draft requirement specifications document to the input team in 8.3.1 for review, collects inputs and updates the document, if necessary.

8.3.3. The system owner pre-selects suppliers and sends the requirement specifications document or a special Request for Proposal (RFP) to the pre-selected suppliers. The RFP is derived from the requirement specifications.

8.3.4. The system owner evaluates the responses of the vendors and makes a proposal to the team as identified in 8.3.1 on which vendor should be selected. The decision should be based on:
· Meeting requirement specifications as defined in 8.3.2.
· Business experience with the vendor.
· Costs for purchasing and implementation.
8.3.5. The system owner identifies gaps between the requirement specifications and the functionality as provided by the vendor’s system. If there are no gaps proceed to 8.4.

8.3.6. The system owner presents the results from 8.3.5 in a meeting with the input team as identified in 8.3.1.

8.3.7. The team decides if the gaps are acceptable or if missing functionality must be added through additional customized software.

8.3.8. If the gaps are acceptable, proceed to 8.3.10, if not proceed to 8.3.9.

8.3.9. Additional software should be developed to close the gap between the user’s requirement specifications and the standard software. Such software belongs to GAMP Category 5. For validation during development follow the SOP in Reference 4.5.

8.3.10. The system owner updates the project validation plan with more details on which approach to take for extent of validation and testing based on risk assessment of the system, user requirements and GAMP Category.


8.4. Vendor Assessment

8.4.1. QA department performs a vendor assessment following the SOP in Reference 4.6. Procedures for assessment can be:
· Using and documenting external references.
· Using and documenting internal references and experience.
· Mail audit through checklists and follow-up by phone.
· 3rd party audit.
· Direct audit.
The final decision on which procedure to follow depends on:
· Complexity of the system.
· Business impact of the system.
· Maturity or widespread use of the system.
8.4.2. QA identifies a vendor as “acceptable” or “not acceptable” and documents details of the vendor assessment.

8.4.3. If the vendor is not acceptable as a supplier of the software, go back to 8.3.3.

8.5. Installation and Configuration

8.5.1. The system owner requests information from the vendor on environmental conditions and space requirements. Such information should include:
· Temperature and humidity.
· Electromagnetic interference.
· Power supply.
· Space requirements.
· For networked systems: network infrastructure.
8.5.2. System owner makes arrangements with plant maintenance (and with IT if the computer system is networked) to prepare the site for installation of the computer system.

8.5.3. Upon arrival of the system the system owner verifies completeness according to the purchase order and checks the physical condition of the system.

8.5.4. The system owner arranges installation of the system with the vendor.


8.5.5. A vendor or user representative installs and configures the system according to the vendor’s recommendations.

8.5.6. The vendor or user representative verifies adequate installation of hardware and software. Verification activities can include:
· Inspection of hardware installations.
· Verification of accurate and complete software installation.
· Execution of tests as defined in the vendor’s installation and start up instructions.
8.5.7. The system owner documents the system and all configuration settings using the form in Reference 4.12 or equivalent or special software designed for configuration management.

8.5.8. The system owner checks if back-up copies of software are available or arranges for making back-up copies according to national and international copyright regulations. The system owner arranges for storage of back-up copies in a safe environment.

8.5.9. Installation protocols are signed off by the user firm’s QA department,
the system owner and vendor representatives if the installation is carried out by the vendor.

8.6. Functional Testing in a Suitable Environment (Operational Qualification)

These tests should ensure that the system performs all functions as intended in a suitable environment.

8.6.1. A vendor or user representative verifies adequate functioning of the computer system. Special attention should be given to testing of:
· Business critical functions.
· Non-standard functions.
· Physical and logical security.
· Back-up and retrieval of data files.
· Standard functions without evidence from the vendor that the correct functioning has been verified in a suitable environment.
· Functions that can be influenced by user specific configuration settings.
· Functions that can be influenced by the user’s environment, e.g., distance between networked components, data traffic and operator skills.


· Start-up and shutdown of applications.
· Error handling.
· Parallel applications.
· For networked systems:
· Connectivity of network components.
· Accuracy of file transfer.
Considerations for testing:
· Tests should be linked to user requirements.
· Tests should be quantitative, which means that test protocols should include acceptance criteria and actual results.
· Test cases and data files should be defined and documented for reuse.
· Tests should include test data across the entire application range, boundaries and data outside allowed ranges.
An example for a simple test is shown in Reference 4.11. An example with detailed test scripts, boundary testing, out of range testing and a traceability matrix is shown in Reference 4.12.

The nature and extent of the testing depends on the criticality, maturity, complexity and level of customization of the system. For the nature and extent of testing and documentation based on the above criteria follow the SOP in Reference 4.4.

8.6.2. Test protocols are signed off by the user’s QA department, the system owner and a vendor representative if testing is performed by the vendor.

8.6.3. Tests as defined in 8.6.1 should be regularly repeated. Test frequency is once per year.

8.7. Initial and Ongoing Performance Qualification (PQ)

This test should ensure that the user’s application performs as intended in the user’s environment.
· A user representative verifies adequate functioning of the user’s application in the user’s environment. For extent of testing and documentation follow the SOP in Reference 4.4.
8.7.1. Test protocols are signed off by the QA department and the system owner.


8.7.2. Tests in 8.7 should be repeated during routine use of the system. Type of tests and frequency of testing depends on the type and criticality of the system and should be defined by the system owner.

8.7.3. To ensure smooth ongoing performance users of the system should perform additional tasks:
· Regular virus checks.
· Regular removal of temporary files.
· Regular system access checks.
8.7.4. QA should perform a periodic review of the computer system. Frequency should be yearly. For initial and ongoing reviews, the checklist in Reference 4.12 can be used.

8.8. Change Control

8.8.1. Any change to the system should follow a change control procedure:
· Use SOP in Reference 4.8 for systems not networked.
· Use SOP in Reference 4.9 for networked systems if the change is planned.
· Use SOP in Reference 4.10 for networked systems if the change is not planned.

Special considerations should be given to:
· Risk assessment to estimate the business impact of the change.
· An assessment of the change impact on the validation state to estimate efforts for revalidation.
· Decision who can initiate, authorize and approve changes for different system categories.
· Retrospective approval of unplanned changes.
8.8.2. All changes should be recorded in change history logs using templates as provided in parts of the SOPs defined in section 8.8.1 or equivalent.

8.9. Retirement

8.9.1. The system owner initiates a retirement process using the form in 9.2.

Special consideration should be given to the question whether critical quality and/or compliance data have been processed on the system and if these data need to be reprocessed after retirement.


8.9.2. If data do not need to be reprocessed after retirement proceed to 8.9.4.

8.9.3. The system owner arranges for migration of the critical records to the new system and for verification of correct reprocessing of the data on the new system.

8.9.4. The system owner arranges for conversion of non-critical records to standard electronic formats. Non-critical records can be converted to standard formats such as PDF or XML or can be printed. The content and meaning of the records should be preserved.

8.9.5. System owner distributes the retirement form to QA and operation’s management (and for networked systems to the IT department) for review and approval.

8.9.6. System owner updates the system inventory database.

8.10. Validation Report

8.10.1. The system owner drafts a validation report after the first PQ tests in Reference 8.7 are completed. The report should include:
· Brief description of the system.
· Validation approach.
· Summary of test results.
· Any deviations from the validation plan and corrective actions.
· Statement that the system is validated.
· Sections for approvals by QA and operation’s management and by the IT department if the system is networked.
8.10.2. The system owner distributes the initial validation report to QA and operation’s management, and to the IT department if the system is networked, for approval.

8.11. Validation of Existing Systems

There may exist a need to validate existing systems when:
· Systems are used in GxP regulated environments but have not been validated according to current regulatory expectations.
· Systems currently not used in GxP or critical business environments will be used in the future in GxP environments or for critical business applications.
In general procedures to validate existing systems are not significantly different from validating new systems. Steps from 8.6 to 8.10 are the same.


Steps 8.1 to 8.5.9 are replaced by 8.11.1 to 8.11.4.

8.11.1. System owner forms a validation group and drafts a validation project plan.

8.11.2. System owner documents current use of the system and system functionality.

8.11.3. The system owner evaluates if current functionality meets all critical business and regulatory requirements. Examples are:
· Security functions.
· Functions as required by the FDA’s 21 CFR Part 11 regulation on electronic records and signatures, e.g., electronic audit trail.
8.11.4. The system owner presents the results to the validation group. If the group decides:
a) The system can be used as is, proceed to 8.5.7.
b) The system can be used after upgrades, proceed to 8.3.1.
c) The system is not suitable even after an upgrade, stop the procedure.







9. ATTACHMENTS

9.1. Attachment – Computer System Request Form



	Requester:
	

	Intended Use of the System:
	

	Intended Location and Environment:
	

	How the Problem is Solved at Present:
	

	Description of the New System and Business Benefits:
	

	Possible Suppliers:
	

	Estimated Costs:
	







9.2. Attachment – System Retirement Request Form



	System Owner:
	

	System ID:
	

	Location of the System:
	

	Reason for the Retirement:
	

	Anticipated Time Frame for Retirement:
	

	Have critical quality or compliance data been processed on the system? If yes, describe type of data:
	

	Is there a business or compliance need to reprocess the data after system retirement? If yes, justify and document:
	

	Proposal for Retirement Process:
	

	Approvals and Signatures:
	

	
Quality Assurance
	


Date
	


Printed Name
	


Signature

	
Operation’s Manager
	


Date
	


Printed Name
	


Signature

	
System Owner
	


Date
	


Printed Name
	


Signature
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