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1. PURPOSE
Web applications are increasingly used for all types of businesses including healthcare. Internet, intranet and e-mail systems used in regulated environments should be secure, trustworthy and reliable. This SOP should help to identify adequate technical controls and procedures.



2. SCOPE
Internet, Intranet and e-mail systems used in FDA regulated environments. The scope of this SOP is to describe a high-level procedure, type of steps that are required and the type of documents that should be developed. It does not describe details of the steps or detailed contents of documents.



3. GLOSSARY/DEFINITIONS
Validation		Establishing documented evidence which provides a high degree of assurance that a specific process will consistently produce a product meeting its predetermined specification (Source: FDA guidelines on General Principles of Validation, March 1986).
VPN	Virtual private network
COTS	Commercial off the shelf software
Closed system	Access to the data is controlled by the system owner through limited and authorized access.
Open systems	Access to the data is not controlled by the system owner.
Hash function	A hash function is an algorithm that takes a variable-length string of any length as the input, and produces a fixed-length binary value (hash) as the output (fingerprint).
Online	Systems used by the department, site or corporate to support on- systems	line transactions. Examples are e-mail systems, web-browsers
and software to develop web pages. Includes hardware, software and procedures.
SPAM	Slang name for Unsolicited Commercial Email (junk/bulk email)
Explanation
Item






4. RESONSIBILITIES

4.1. System Owner

4.1.1. Owns the process to define and document the type and use of the applications supported by the Internet.

4.1.2. Defines requirements for on-line applications that support user specific applications.

4.1.3. Manages user specific validation of applications that are supported by the Internet.
4.1.4. Drafts validation documentation.

4.2. Operations Manager

4.2.1. Provides inputs for intended use of the Internet.

4.2.2. Provides resources for testing.

4.3. Operations staff representatives

4.3.1. Provide input for on-line requirements.

4.3.2. Review on-line requirements document.

4.3.3. Advice on risk assessment.

4.4. IT

4.4.1. Defines hardware and software to interface applications to the internet.

4.4.2. Defines procedures for use of the internet and e-mails.

4.4.3. Defines security requirements and security test procedures and protocols.

4.4.4. Provides and installs tools to ensure security of computers connected to intranet and internet, e.g., firewalls

4.4.5. Provides and installs tools for virtual private networks (VPN)

4.4.6. Advices on risk assessment and extent of testing related to network infrastructure

4.4.7. Qualifies infrastructure hardware and on-line systems

4.4.8. Creates and maintains hardware and software inventory for online systems

4.4.9. Training users of on-line systems on policies, procedures and the use of the systems

4.5. Software Vendors

4.5.1. Entertain websites with information on security issues

4.6. Quality Assurance

4.6.1. Advises on regulations and guidelines related to GxP and 21 CFR Part 11.

4.6.2. Reviews documentation for compliance with internal policies and regulations.

4.6.3. Organizes and records trainings for users of online systems.


5. FREQUENCY OF USE

5.1. During initial set-up

5.2. During on-going day-by-day use

5.3. When new applications are added


6. PRINCIPLES
A typical example where the Internet can play an important role is shown in the figure below. A pharmaceutical company outsources part of its clinical studies or laboratory analyses to a contract laboratory. The sample is sent with FedEx to the contract laboratory, analyzed and the data sent back to the sponsor by e-mail with reports attached.
Sponsor
Outsourcing Sample Analysis
Contract Organization
Electronic transmission of results
· Confidentiality
· Authenticity
· Integrity, security
· Non repudiation (sender can’t deny that he/she sent the message)



Example for web-based application

When sending clinical study results or any other data as mentioned above data traffic needs to adhere to:

· Confidentiality: The contents of the data should only be accessible by authorized persons. This is achieved through limited and authorized access to the system and data for closed systems and through encryption of the data for closed systems.

· Integrity: The data should be the exactly the same at source and destination computer. This is verified through comparing hash factors at the sending and receiving site.

· Authenticity: The authenticity of the sender of the data must be guaranteed. This is achieved through digital signatures.

· Non-repudiation: Sender and recipient of the data cannot deny sending/receiving the data.

· Reliability: Systems used for transactions should work reliably. This is achieved through proper design and validation.

In addition, firewalls and always updated virus protection programs, together with an awareness and technical training for employees, are required to further protect data confidentiality and integrity from hackers. 



7. PROCEDURE

7.1. It develops policies and general guidelines related to the Internet

7.1.1. Policy

7.1.2. Approach

7.1.3. Security

7.1.4. Using e-mails

7.1.5. Downloading information from the web

7.1.6. Using virus check programs


7.1.7. Validation/qualification

7.1.8. Change control

7.2. QA reviews and approves documents from 8.1 for compliance with regulations and internal standards

7.3. IT asks anticipated user departments for requirements they have for on-line systems.

7.4. User departments define requirements they have for on-line systems and send them to IT. Requirements can include:
· E-mails
· Anti SPAM
· Digital signatures
· Supported user specific applications
· VPN
· Number of users
7.5. IT identifies hardware and software that allows to meet requirements from 8.4

7.5.1. Equipment hardware

7.5.2. Operating systems

7.5.3. Internet browser

7.5.4. General purpose on-line software, e.g., e-mail system

7.6. IT defines and establishes tools to meet requirements 8.4

7.6.1. Firewall

7.6.2. Virus scan programs and procedures

7.6.3. SPAM filters

7.6.4. Digital signatures

7.6.5. VPN for remote access to the corporate intranet system

7.6.6. Tools for user administration


7.7. IT qualifies on-line infrastructure and systems

7.7.1. Documentation of hardware

7.7.2. Qualification of on-line software

7.7.3. Verification of file transfer accuracy

7.7.4. Testing authorized and limited access

7.7.4.1. Local

7.7.4.2. Remote

7.8. IT Change control

7.8.1. IT controls changes to on-line systems. Any change to the on-line infrastructure and software should follow a change control procedure

Special considerations should be given to
· Risk assessment to estimate the business impact of the change.
· An assessment of the change impact on validation state to estimate efforts for revalidation.
· Decision who can initiate, authorize and approve changes for different system categories.
· Security patches
· Retrospective approval of unplanned changes.
7.8.2. IT records all changes in change history logs.

7.9. Training

7.9.1. QA organizes training for all users of online systems. Training should include
· Awareness of security issues when using on-line systems
· Policies and guidelines as defined in 7.1.
· Use of on-line systems
· Use of digital certificates


· Use of VPN
7.10. Documentation

7.10.1. IT drafts documentation that includes
· Policy and guidelines as defined in 7.1.
· Change control logs.
· Qualification documents, including system description, system inventories, test plans, test results, system failures, change control logs.
7.10.2. QA drafts training documentation

7.10.3. QA reviews documentation in 7.10.1 for compliance with regulations and internal standards and approves or disapproves documentation.
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