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	Question
	Yes/No
	Comments

	A.	Governance

	1.	Has a written ACH policy been developed that address:
	
	

	a.	The risks associated with receiving and sending transactions?
	
	

	b.	Software and data change controls?
	
	

	c.	Dollar and file exposure controls?
	
	

	2.	To reduce the credit risk for originating depository financial institutions (ODFIs):
	
	

	a.	Have credit limits been set for each credit originator?
	
	

	b.	Are limits monitored and reviewed?
	
	

	3.	When applicable, are credit limits monitored across multiple settlement days?
	
	

	4.	When applicable, are customer accounts required to be pre-funded or collateralized prior to sending outgoing ACH credits?
	
	

	5.	To reduce the risk of hardware failure:
	
	

	a.	Is reliable equipment purchased?
	
	

	b.	Is maintenance performed by responsive service personnel on a regular basis?
	
	

	c.	Is adequate backup in place?
	
	

	6.	Is vendor and service provider software adequately tested prior to relying on it for live processing?
	
	

	7.	If software is developed in-house, are sound development practices in place that include:
	
	

	a.	Maintaining adequate documentation?
	
	

	b.	Sound testing procedures?
	
	

	c.	Tight change control procedures?
	
	

	d.	Effective recovery capabilities?
	
	

	e.	Periodic internal and external audits?
	
	

	8.	To prevent security breaches and data loss:
	
	

	a.	Are file security procedures in place to protect against unauthorized changes?
	
	

	b.	Are all hard copies maintained in locked storage?
	
	

	c.	Is data access limited to authorized personnel.
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	d.	Is data duplicated, backed up and stored off-site to protect against data loss or destruction?
	
	

	e.	Are audit trails established and maintained of all transactions and changes? Are all files tracked to ensure that only current files are processed and none are omitted or accidentally duplicated?
	
	

	f.	Are file totals balanced during processing to ensure that transactions are not changed, dropped, or duplicated?
	
	

	g.	Is access limited to specified programs or user IDs through the use of read-only or read-and-write access?
	
	

	h.	Are encryption, authentication, or dial-back data protection techniques utilized when accessing data-in-transit from one participant to another?
	
	

	9.	To avoid telecommunications interruptions:
	
	

	a.	Is equipment (i.e., lines, modems, authentication, or encryption devices) maintained in working order?
	
	

	b.	Is equipment physically protected?
	
	

	c.	Have diagnostic tools been developed?
	
	

	d.	Are backup transmission modes available in the event of problems?
	
	

	10.	Is an uninterruptible power supply (UPS) in place to provide auxiliary power during a blackout?
	
	

	11.	To reduce fraud risks associated with handling ACH transactions are written personnel policies and procedures in place that include:
	
	

	a.	When possible, vacancies be filled by internal transfers?
	
	

	b.	Relatives be restricted from working in the accounting or data processing department?
	
	

	c.	Individual responsibilities related to security be in writing?
	
	

	d.	Written security procedures be established?
	
	

	e.	Unannounced rotation of responsibilities is conducted?
	
	

	f.	Cross training exists within the department?
	
	

	g.	Terminated employees’ security access is deleted immediately?
	
	

	12.	Have physical security controls been implemented including:
	
	

	a.	Limiting access to computer and communications equipment sites to authorized personnel?
	
	

	b.	Protecting sensitive equipment within the secured area using access controls or device locks?
	
	

	c.	Securing or limiting access to all data on portable media (tapes, disks, hard copies, etc.)?
	
	

	13.	Do written polices concerning software and data change controls include:
	
	

	a.	Permitting only authorized software and data changes?
	
	

	b.	Documenting, reviewing, and approving all changes before coding is completed?
	
	

	c.	Testing changes from the developers by a different group?
	
	

	d.	Installing changes by a group other than the developers and testers?
	
	

	e.	Maintaining prior versions of changed programs to reverse changes if necessary?
	
	

	f.	Changing emergency programs and data only with appropriate management approval?
	
	

	g.	Completing an audit trail of changes, including a record of the individual requesting the change, who granted authorization, the effective date, and before and after versions?
	
	

	14.	Are file controls in place to ensure that employees:
	
	

	a.	Account for all files at each step in the ACH processing?
	
	

	b.	Only process current files?
	
	

	15.	Have procedures been developed to implement dollar controls to:
	
	

	a.	Confirm dollar totals at each step in ACH processing?
	
	

	b.	Ensure files are in balance?
	
	

	c.	Ensure accounts are posted accurately?
	
	

	d.	Ensure ACHs settle as anticipated?
	
	

	16.	Are adequate balancing procedures in place for all transactions sent to and/or from the ACH operators?
	
	

	17.	Are controls in place to prevent intraday and overnight overdrafts due to ACH settlement?
	
	

	18.	Has a credit assessment evaluation been conducted for customers originating large volumes of ACH credit transactions?
	
	

	19.	Are detailed exception reports maintained and reviewed on a regular basis?
	
	

	20.	Are records of all ACH entries, returns, and adjustments maintained for six years after the date of the transmittal?
	
	

	B.	Authority

	1.	Do bank procedures ensure that the board of directors is ultimately responsible for setting specific procedures to address matters relating to ACH activities, and the bank’s ongoing efforts to provide training and self-monitoring for compliance with ACH related laws and regulations?
	
	

	2.	Do bank procedures require that the data processing director in addition to the senior vice president of operations report periodically to the board of directors, at least quarterly, regarding ACH initiatives and bank performance for the past quarter?
	
	

	C.	Risk Management

	1.	Does the bank’s current procedure ensure that the board of directors and senior management will be keenly aware of risks that are related to the failure to comply with adopted procedures and related regulations when dealing with records destruction?
	
	

	2.	Is management aware that failure to comply with procedures and regulatory requirements may result a negative impact to regulatory ratings?
	
	

	3.	Do bank procedures ensure that the bank has established management techniques related to credit, transaction, compliance, reputation, and strategic risk as outlined below?
	
	

	a.	Credit risk-For ACH credit entries, the originating depository financial institution incurs credit risk when initiating the entries until the time when the customer funds the account at settlement. Receiving depository institution credit occurs to debit entries when the bank allows debits to be posted even in the instance that it overdraws the customer’s account.
	
	

	b.	Transaction Risk-Impact earnings or capital as a result of problems with service or product delivery. Transaction risk may be addressed through eh consideration of all aspects of information management, including data input, data processing, and data output.
	
	

	c.	Compliance Risk-Bank’s compliance with legal and regulatory requirements in addition to the bank’s ACH Procedure.
	
	

	d.	Reputation Risk-Creating and maintaining consumer confidence in handling customers’ financial transactions and confidential information in addition to protecting the data and records of the bank and its employees.
	
	

	e.	Strategic Risk-Inability to successfully complete the handling of ACH transactions may result in the regulatory agency not processing corporate applications, and as a result impact the bank’s ability to compete in the marketplace.
	
	

	D.	Credit Ratings Guidelines

	1.	Do bank controls mandate that credit rating guidelines parallel the customer identification program requirements?
	
	

	2.	As a result of the bank’s current procedures and related controls, does the credit rating process take into consideration the financial condition of the company, based on the company’s financial statements, and additional knowledge of the company’s respective business and related industry?
	
	

	3.	Is a background check required for all ACH originators?
	
	

	4.	Do bank procedures outline credit rating tiers similar to the following?
	
	

	a.	Tier 1-Companies in this category currently are customers of the bank. The relationship officer and the bank are familiar with the company and its business and relative stability of the industry. Settlement requirements for companies in this tier originating credit transactions are that the company is to have collected funds in its account on the settlement date of the credit transaction it originates. With respect to balance requirements, there are no additional requirements.
	
	

	b.	Tier 2-Companies within this tier are familiar to the bank and have a satisfactory credit rating or may be new customers. Companies may fall into this tier on the basis of their respective business as well. In general the average account balance of the company is insufficient to cover return entries for the ACH debit transactions it originates. The company in question should collect funds for its account for credit transactions on the day in which the transaction is originated. Credit files should not be originated for the company until collected funds are in the account of the bank.
	
	

	c.	Tier 3-Companies in this category may be new customers or current customers whom have sub-par credit ratings. The bank should not originate ACH transactions for companies who are in this category. Additionally, Tier 3 encompasses prohibited or restricted merchants as designated by the banks procedures.
	
	

	E.	Setting Exposure Limits

	1.	Do bank procedures and related controls call for ACH rules to be in place that set exposure limits, monitor, and review each originator?
	
	

	2.	Is it the relationship officer’s responsibility to set a per-day exposure limit for all types of ACH transactions being originated?
	
	

	F.	Monitoring Exposure Limits

	1.	Does the relationship officer provide exposure limits to the ACH department for monitoring in accordance with bank procedures?
	
	

	2.	Will the ACH department activate the over-limit notification controls that are outlined in the ODFI agreement when a company exceeds the file or daily exposure limit, as mandated by bank procedures?
	
	

	G.	Reviewing Exposure Limits

	1.	Do the bank’s procedures direct the relationship officer to review the exposure limit set for each originator at a minimum annually?
	
	

	2.	Do bank procedures call for the relationship officer to change the exposure limits of a company who regularly exceeds the current limits?
	
	

	H.	Return Entry Monitoring Guidelines

	1.	Are bank controls utilized to ensure that the ACH department will monitor all return entries for originators of ACH debit transactions?
	
	

	2.	Is a monthly report prepared by the ACH department for each originator of return entries by return reason code?
	
	

	I.	Funds Availability 

	1.	Is the availability of funds received via ACH credit transactions provided to the receiver on the settlement date of the transaction in accordance with bank procedures?
	
	

	2.	Do bank procedures mandate that prearranged deposit credits to consumer accounts are made available by the ACH operation by 5:00 P.M. EST the day preceding the settlement date of the transaction?
	
	

	J.	Insufficient Funds Policy

	1.	Is it the bank’s current control that ACH debit transactions received for an account with insufficient funds, or by the posting of the transaction that will cause the account to have insufficient funds, be referred to the relationship officer or branch manager?
	
	

	2.	Do controls require also creating a tracking report to ensure proper follow-up and resolution?
	
	

	K.	Permissible Return Policy

	1.	Do bank procedures mandate when a written request is received from another financial institution regarding permission to return an unauthorized cash concentration or disbursement debit, or a corporate trade exchange debit, the request will be referred to the relationship officer of the originator of the transaction?
	
	

	2.	Do controls ensure proper tracking of return items?
	
	

	L.	Receiving ACH Transactions

	1.	Are procedures in place ensuring the bank obtains files from the ACH operator twice on each processing day by initiating the transmission of the file?
	
	

	2.	Are all return entries processed on the settlement date of the entry being returned in accordance with bank procedures?
	
	

	3.	Is it the bank’s current procedure to ensure that the ACH department supervisor be responsible for overseeing:
	
	

	a.	The verification of the account number in pre-notification entries and the return of the entry or sending of a notification of change where appropriate?
	
	

	b.	Handling of reclamations for both commercial and government, to verify that the allowable processing time frames are met?
	
	

	c.	The freezing of funds and return of related proceeding entries when a death notification entry is received?
	
	

	d.	The processing of settlement advices that are received from the ACH operator on each processing day?
	
	

	e.	Maintaining file logs received from the ACH operator and files of exception items that are originated to the ACH operator?
	
	

	f.	Posting ACH items on the date on the settlement date of items and funds availability in compliance with the bank’s funds availability procedures?
	
	

	4.	Do bank procedures call for ABC financial institution to act as the receiving function of XYZ bank when operating in contingency mode while receiving ACH transactions?
	
	

	5.	Do personnel contact the ACH department in an effort to verify the receipt of ACH credits until the automated posting of the transactions is available?
	
	

	M.	Originating ACH Transactions

	1.	Do bank procedures mandate that annual schedules are developed for each originating ACH transaction and include the following:
	
	

	a.	The date in which the file is expected to be received from the originator and the effective entry date of the transactions on the file?
	
	

	b.	The bank’s holiday schedule in addition to the ACH operator’s holiday schedule?
	
	

	c.	Cutoff times by which files must be delivered?
	
	

	2.	Do the bank’s procedures appoint the ACH department supervisor responsibility for overseeing:
	
	

	a.	The origination of customer files in compliance with the customer’s annual schedule, follow-up related to files that are on schedule but have yet to be submitted, in addition to obtaining authorization prior to processing files that have been submitted in addition to the agreed upon schedule?
	
	

	b.	The processing of originated customer files in compliance with the set exposure limits for the customer?
	
	

	c.	The processing and balancing of originated files that may potentially contain on-us items, items that are immediately released to the ACH operator, and items that must be warehoused?
	
	

	d.	The proper maintenance of logs or files originated to the ACH operator?
	
	

	e.	The creation of data to be used for billing the originator if circumstances warrant?
	
	

	3.	According to procedure, when a file deadline is missed as a result of processing problems at XYZ bank, does the ACH department supervisor notify the relationship officer and contact the originating company to discuss contingency possibilities?
	
	

	4.	Are items that are eligible to be re-created, originated as ACH destroyed check entries and created in compliance to the format outlined in the ACH rules?
	
	

	N.	High-Risk Activities

	1.	Do bank procedures ensure that the bank does not engage in ACH transactions with high-risk originators or ACH transactions that may involve third-party senders?
	
	

	2.	Are the appropriate bank personnel aware that high-risk originators include companies engaged in potentially illegal activities or that have an unusually high volume of unauthorized returns?
	
	

	3.	In accordance with bank procedure, does the board of directors carefully consider all risks associated with high-risk ACH activities that the bank may undertake, including the increased reputation, compliance, transaction, and credit risks?
	
	

	4.	Do bank procedures ensure that the board provides clear direction to management on whether, or to what degree, the bank may engage in high-risk ACH activities?
	
	

	5.	Do bank procedures ensure that strong systems have been implemented to monitor and control risk and that they are periodically reviewed to ensure adequacy?
	
	

	6.	Do the aforementioned systems monitor items including degree of unauthorized returns, variance from established parameters including origination volume, and verify that appropriate SEC codes are utilized?
	
	

	O.	Termination of Relationship

	1.	Do bank procedures in accordance to NACHA operating guidelines acknowledge that a return rate of 2.5 percent is well above the established rate for normal business purposes?
	
	

	2.	When an excessive rate of return is discovered by bank management, do bank procedures mandate that the relationship be terminated with the originator and third-party sender, or at a minimum additional training be conducted to ensure compliance with ACH rules?
	
	

	P.	Third-Party Service Providers

	1.	Do bank procedures address the heightened risks related to compliance, credit, transaction, and reputation when third party service providers are permitted direct access to the ACH operator on behalf of the bank?
	
	

	2.	Is a third-party service provider required to obtain permission from the bank in order to transmit ACH transactions directly to an ACH Operator using the bank’s routing number?
	
	

	3.	Do the bank’s procedures ensure that the bank warrants the validity of each entry transmitted by the service provider including the basic requirements that a receiver has authorized each entry?
	
	

	4.	Has bank management established procedures to effectively manage and mitigate the risk associated with third-party service providers?
	
	

	5.	Do the bank’s procedures require that management thoroughly check the background of each third-party service provider and their respective ability to absorb financial losses?
	
	

	Q.	Third-Party Senders

	1.	As a result of the complexity arising from third-party sender arrangements, do the bank’s procedures require that the bank have sufficient controls regarding activities involving third-party senders?
	
	

	2.	Do bank procedures mandate that third-party senders provide specific information on their originator customers including:
	
	

	a.	Originator’s name?
	
	

	b.	Taxpayer identification number?
	
	

	c.	Location?
	
	

	d.	Primary business activity?
	
	

	3.	In accordance with bank procedures, does the bank verify that the originator is operating a legitimate business?
	
	

	4.	Is management keenly aware that third party senders utilizing multiple banks to originate ACH transactions require a higher degree of consideration before being approved to originate transactions through the bank?
	
	

	5.	Do bank procedures require that the following provisions have been established when a written agreement is reached with a third-party sender including:
	
	

	a.	An outline of the specific risk parameters as approved by the board of directors?
	
	

	b.	An outline of the liabilities and obligations of the respective third-party sender?
	
	

	c.	Approved and disallowed originator and transaction types?
	
	

	d.	Define the banks right to occasionally audit files and or third parties so the bank can ensure the third-party sender’s compliance with bank policies?
	
	

	R.	Direct Access to the ACH Operator

	1.	Do bank procedures sight if the bank allows an originator to have direct access to the ACH Operator that bank management will maintain control over its own settlement accounts at all times?
	
	

	2.	Has the bank entered into a written contract outlining the rights and responsibilities of third-party senders that includes a provision permitting the bank to periodically audit the party granted access, as warranted, to ensure that the third party complies with applicable laws and regulations?
	
	

	3.	Does the aforementioned contract include the following as required by bank procedures:
	
	

	a.	A requirement that the party granted access must obtain the bank’s approval before originating ACH transactions utilizing the bank’s routing number?
	
	

	b.	Dollar limits established by the bank for files that the party granted access deposits with the ACH operator?
	
	

	c.	A provision that restricts the other party’s ability to initiate correction files? 
	
	

	S.	Information Security

	1.	Do the bank’s procedures ensure that ACH-related systems, processes and controls have been implemented into the bank’s information security program?
	
	

	2.	Do bank procedures regarding information security, address customer access, employee access, and data security? 
	
	

	T.	Continuity Planning

	1.	Do bank procedures ensure if a disaster occurs that alters all operations of the bank, senior management will activate the bank’s overall business resumption plan?
	
	

	2.	Has the bank verified that business units or functional areas continuity plans support ACH services, as required by bank procedures?
	
	

	U.	Training

	1.	Do procedures require that management and staff involved with ACH activities will be required to receive at a minimum, annual training as well as sufficient involvement with ACH trade associations?
	
	

	2.	Is the bank’s training director provided the relevant information related to training, frequency, and attendees as mandated by bank policy?
	
	

	V.	Internal Reporting

	1.	In accordance with bank procedures, does the board of directors receive periodic reports that provide directors’ oversight?
	
	

	2.	Do the aforementioned reports provide ample information so that the board of directors may ascertain whether ACH activities are appropriate relative to the established set of risk parameters?
	
	

	3.	Do bank procedures require that such reports include:
	
	

	a.	Analysis of ACH volume, returns, operational losses, transaction types, and variances from previous reports?
	
	

	b.	Capital adequacy?
	
	

	c.	Summarization of return rates by originator and if applicable third-party senders?
	
	

	d.	Notices of potential and actual rules violations and fines by the NACHA?
	
	

	e.	Comparison of actual performance relative to the approved risk parameters?
	
	

	f.	Financial reports on profitability of the ACH function?
	
	

	g.	Percentage of deposit base that is linked to ACH origination activity?
	
	

	h.	Maintaining a file of performance reports for future reference?
	
	

	W.	Audit

	1.	Do the bank’s procedures require that the extent and depth of the ACH audit program is contingent on the volume and complexity of the bank’s ACH operations?
	
	

	2.	Do bank procedures require periodic reviews of the bank’s audit program to verify that it provides sufficient audit coverage, experienced audit staff, and appropriate auditor training?
	
	

	3.	Does the auditing staff consider issues such as growth in transaction volume, new products/services, new ACH systems, underwriting policies, and customer due diligence when establish the audit scope?
	
	

	4.	Are periodic audits of third-party service providers and third-party senders conducted as required by bank procedures?
	
	



