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	Question
	Yes/No
	Comments

	A. Policy and Supervision Review

	1.	Was the internal control policy amended with respect to information security since the last internal audit?
	
	

	a.	Were the information security changes authorized per the board of directors meeting minutes?
	
	

	b.	Were the changes implemented?
	
	

	c.	Were affected personnel notified of the information changes in a timely manner?
	
	

	2.	Is the internal control policy reviewed and approved by the board of directors annually?
	
	

	a.	Does the policy contain the general goals or objectives of the board regarding information security, such as:
	
	

	· To safeguard the financial institution’s assets?
	
	

	· To ensure the reliability of the institution’s financial recordkeeping?
	
	

	b.	Does the policy contain the specific goals or benchmarks of the board, such as:
	
	

	· To establish, amend, and communicate approved information security policies and procedures?
	
	

	· To segregate functional responsibilities and duties as appropriate?
	
	

	· To ensure reasonable control of assets, liabilities, income, and expense information systems through operating and accounting controls?
	
	

	· To provide management with comprehensive management reports?
	
	

	3.	Did the most recent regulatory examination and external and internal audit reports contain any information security control criticisms?
	
	

	a.	Review the board of directors meeting minutes and determine if:
	
	

	· The board was advised of any information security criticisms contained in these reports.
	
	

	· Criticisms were addressed with meaningful action plans.
	
	

	b.	Were actions recommended by management and approved by the board followed up to ensure that corrective action was implemented?
	
	

	4.	Does the financial institution have internal control policies and procedures established that include information security guidelines within which management must operate?
	
	

	5.	Do the written internal control policies with specific information security guidance cover every aspect of the bank’s operation and management?
	
	



	Controls Review (cont.)

	Question
	Yes/No
	Comments

	6.	Are the written policies maintained and amended as necessary?
	
	

	7.	Does the board of directors conduct an annual review of each policy and approve any necessary changes, as indicated by its minutes?
	
	

	8.	Are copies of internal control policies distributed and is access to policies available to those individuals identified in the policy?
	
	

	9.	Do written procedures cover all activities, particularly information security focuses, as identified in the internal control policy?
	
	

	10.	Are individuals assigned responsibility held accountable for ensuring that the approved information security internal control procedures are followed?
	
	

	B. Authority and Accountability

	1.	Do the institution’s current procedures designate to the data processing committee or another individual the responsibility for establishing control reviews, either by independent internal staffing, or seeking external proposal to perform such a review? 
	
	

	2.	Does standard procedure require the designated committee/individual to work in conjunction with the human resources committee when evaluating proposed controls review contracts?
	
	

	3.	Does each IT policy authorize management to establish effective system for designing, developing, implementing, and the establishment of a level of controls that ensures data and system integrity?
	
	

	4.	Do individual IT committee members have an understanding of this policy?
	
	

	5.	Do new hires to the data processing area and other bank departments receive training regarding the data processing controls and related policies? 
	
	

	C. Internal Audit

	1.	Are periodic internal audits of the financial institution’s internal controls conducted?
	
	

	2.	Do the audits determine whether the employees are following the written policies and procedures, including those for information security?
	
	

	3.	Are the audit reports presented directly to the board of directors or to the audit committee of the board?
	
	

	4.	Is follow-up performed on suggested corrections?
	
	

	D. Segregation of Duties

	1.	Do job descriptions exist for all job positions?
	
	

	2.	Does an organizational chart detail responsibilities and reporting lines?
	
	

	3.	Does a review of the board minutes indicate that the organizational chart and any changes have been approved by the board of directors?
	
	

	4.	Has the organizational chart been distributed to all employees?
	
	

	E. Required Absences

	1.	Are all employees absent from their job duties at least 10 consecutive days each year?
	
	

	2.	Were any exceptions approved by the board of directors in its meeting minutes?
	
	

	3.	Were circumstances documented and compensating controls explained for any required absence exceptions granted?
	
	

	F. Internal Controls

	1.	For internal controls, with respect to information security as identified per policy as necessary to be in compliance with laws and regulations in all functional areas, Were written procedures reviewed to determine whether such controls exist?
	
	

	2.	For internal controls identified per policy as necessary to safeguard assets and capital, were written procedures reviewed to determine whether such controls are included?
	
	

	G. Security Assessment (Penetration Testing and Vulnerability Analysis)

	1.	Has management verified that no test conducted will violate any specific law, local or national?
	
	

	2.	Has management investigated the use of possible automated tools to perform penetration testing and vulnerability assessments?
	
	

	3.	Are the following questions part of standard reviews:
	
	

	a.	Will the chief information officer, computer security and IT personnel be told of the penetration test?
	
	

	b.	Will the audit testing focus on detecting control weaknesses from those accessing the information infrastructure from the Internet and dial in access or from inside the organization?
	
	

	4.	Is management aware of how far into the network and information asset the penetration testing will be performed?
	
	

	5.	Did management determine whether the testing will be of intrusive or non-intrusive nature?
	
	

	6.	Has management verified what level of overall system degradation and for what period will be acceptable in performing tests?
	
	

	7.	Is it possible to perform the test during off hours to avoid potential conflicts arising from crucial system outages?
	
	

	8.	Does the user of the system periodically verify that any tools used are up to date with the latest vulnerability database?
	
	

	Skills Required

	1.	Is sufficient technical knowledge required of, in addition to the ability to recognize and or identify different types of variations of, security flaws, bugs, weaknesses, and vulnerabilities?
	
	

	2.	Is strong knowledge required of how multiple technologies function, including firewalls and routers, in addition to intrusion detection systems?
	
	

	3.	Is comprehensive knowledge of such applications as JAVA, Visual Basic and C++ mandated?
	
	

	4.	Is comprehensive knowledge required of such operating systems as UNIX, Windows, NT/2000, Linux, and OS/390?
	
	

	5.	Is comprehensive knowledge required of networking protocols such as TCP and IP?
	
	

	6.	Is comprehensive knowledge required of web server applications including Microsoft IIS and Apache?
	
	

	7.	Does management require individuals to have effective knowledge in utilizing penetration tools to detect bugs and vulnerabilities within the system?
	
	

	8.	Is comprehensive knowledge required of the following vulnerability tools including NMAP, ISS, Nikto, Whisker, AppScan, ESM, Nessus, WebInspect?
	
	

	Agreements

	1.	Are all records kept including specific and detailed logs of all keystrokes and verbal discussions, including all activities during the penetration and vulnerability testing?
	
	

	2.	Are all records maintained of penetration testing including the results, kept confidential as they are property of the organization?
	
	

	3.	When tests are performed by external consultants, is a contract included to protect the organization?
	
	

	Scope Questions

	1.	Do current testing practices consist of evaluating the control environment based on penetrating the information infrastructure from inside vs. outside the network perimeter?
	
	

	2.	Is management notified promptly, including IT security, of penetration or vulnerability testing when it occurs?
	
	

	3.	Has it been verified that individuals whom will perform the test are provided information about the organization in advance?
	
	

	Data Collection Security

	1.	Is collection of personal data regarding an individual, for any kind of processing, not possible without either the unambiguous consent of the individual or for the fulfillment of a contract with the individual or in accordance with other conditions explicitly permitted by law?
	
	

	2.	Is consent to collecting and/or processing personal data necessary for any third party who needs to access/manipulate them (e.g., outsourcing) and must it be exploited by the data subject by written consent, distinct from the one given to the main contractor (in other words, no data controller can give access to any third party to data without unambiguous explicit authorization of the data subject)?
	
	

	3.	Are data controllers compelled to periodically verify the accuracy of data, and to update or delete irrelevant/excessive/outdated information?
	
	

	4.	Are data controllers compelled to communicate the scope of collecting data to the data subject(s)?
	
	

	5.	Are data controllers compelled to limit the use of data to those communicated to the data subject(s) when the data were collected?
	
	

	6.	Are data controllers compelled to communicate any change of purpose of collecting/processing data to the data subject(s) and to obtain approval?
	
	

	7.	Are there limitations to the use of data that forbid any utilization/disclosure not explicitly authorized by the data subject(s)?
	
	

	8.	Are there requirements about minimum security safeguards requested of the data controllers to protect data against unauthorized disclosure/utilization?
	
	

	9.	Must data controllers prepare and periodically update a security plan?
	
	

	10.	Must data controllers periodically conduct a risk assessment?
	
	

	11.	Are there requirements that make any individual uniquely identifiable and accountable for access to any subject(s) data?
	
	

	12.	Is the identity of the data controller communicated to the data subject(s) as well as the nature of the data collected/processed?
	
	

	13.	Are there any training or awareness programs in place to alert staff to the requirements of personal information protection?
	
	

	14.	Can a data subject(s) ask the data controller for information regarding the existence or nature of data pertaining to him or her?
	
	

	15.	Can a data subject obtain his or her data from the data controller and verify them?
	
	

	16.	Is there a maximum period of time fixed to answer questions 15 and 16?
	
	

	17.	Can a data subject challenge any denial by the data controller to communicate to him or her the existence of data/processing pertaining to him or her?
	
	

	18.	Can a data subject have the data pertaining to him or her erased by the data controller?
	
	

	19.	Can a data subject deny at any time to anyone the consent to collect data regarding him or her?
	
	

	20.	Are there sanctions against data controllers who are not compliant to the above stated principles?
	
	

	21.	Are there organizations that have a duty to verify compliance of a data controller to the above stated principles?
	
	

	Encryption Methodologies

	1.	Has management verified that written procedures/policies exist that define the roles and responsibilities for pivotal management control measures, including the following:
	
	

	a.	Key generation and loading
	
	

	b.	Transporting
	
	

	c.	Storage
	
	

	d.	Recovery
	
	

	e.	Retirement/destruction
	
	

	f.	Theft and frequency of required use
	
	

	2.	Has it been determined that there are written procedures outlining what data is to be considered sensitive, thus requiring encryption?
	
	

	3.	Does the preceding procedure include requirements for when and how the encryption is to be applied correctly?
	
	

	a.	More specifically, has it been ascertained if the data need be encrypted in a static database or only while being transmitted over the internet?
	
	

	4.	Has management verified that a list had been made approving of data to be protected?
	
	

	5.	Has a list been created determining the value of each data item being protected and the cost associated with protecting each item?
	
	

	6.	Has the IS auditor determined that policies and procedures exist to decide what information is in need of encryption and what corresponding level of encryption and methods are necessary for this information?
	
	

	7.	With regards to the previous question has it been determined whom will have access to decrypt such information?
	
	

	8.	Is it the standard procedure of the IS auditor to communicate with the auditee to what degree the success of encryption technologies is based upon effective organization that need be appropriately formalized?
	
	

	9.	Has management determined that controls are in place over the number of manual procedures and individuals involved in cryptographic system management, and at the bare minimum:
	
	

	a.	Dual control should be maintained on all keys that mandate physical handling?
	
	

	b.	Depending upon the secrecy of the keys, the strength of the cryptographic system will vary?
	
	

	c.	Keys must be comprised of two separate key components of which only one be known under the concept of split knowledge and dual control as well?
	
	

	d.	Keys should be maintained on a computer that is not accessible by programmers or users of any kind, such as a router controls for logical access and strong physical controls with an air gap in a secured room?
	
	

	Design Criteria of Cryptographic Systems

	1.	Has management verified that the process in which the institution uses to make its choice of encryption algorithms considers the environment where the cryptographic system is to operate including the following:
	
	

	a.	Type of processing and transmission system to ensure satisfactory integration?
	
	

	b.	Transmission paths, including compression requirements to guarantee performance service levels?
	
	

	c.	User’s and operator’s skills and training to use the system and key?
	
	

	d.	Integration with the operating environment to ensure communication is secure and reliable?
	
	

	e.	Algorithm is efficient with regards to the application and its objective?
	
	

	2.	Has management obtained and reviewed documentation stating that the chosen algorithm ensures the protection at the desired level and is cost effective and convenient for the institution?
	
	

	3.	Has management collaborated with other IT functions to guarantee minimal effect on interfacing and other system components?
	
	

	4.	Does management have documentation stating whether the chosen algorithm takes the deciphering cost by an authorized user to a sufficiently cost-prohibitive level?
	
	

	5.	Is management aware that as computers become more sophisticated and faster, a direct result is the necessity for more complex algorithms and longer keys?
	
	

	6.	Has management considered and respected the local as well as international laws and regulations?
	
	

	7.	Has management reviewed documentation stating that the system is strong and not attackable?
	
	

	8.	Does management know that the security of an effective algorithm does not depend on the secrecy of the algorithm, but rather the secrecy of the keys?
	
	

	Change Control Over the Cryptographic System, Including Key Management

	1.	Has management verified circa audit testing, that changes and updates to the cryptographic system are controlled and performed by authorized individuals in compliance with existing written policies and procedures?
	
	

	2.	Is key transmission controlled via a specific procedure?
	
	

	3.	The inherent risk of having a key disclosed is highest when the key is being transmitted to recipients, to reduce this risk, does the institution currently:
	
	

	a.	Determine if the retirement of keys based on time is in accordance with the current policy or best industry standards?
	
	

	b.	Store keys in tamper-resistant modules and never in clear test or programs, where a key’s secrecy could become jeopardized without management’s knowledge?
	
	

	c.	Determine that the elevation of keys into production should only occur by select security personnel and only during time periods in which security over elevation is maintained as well?
	
	

	d.	Verify that key copies should never be maintained within the testing environment or any area in which programmers and or users have access?
	
	

	e.	Verify that users as well as operators do not handle keys?
	
	

	4.	Has it been ascertained that the key of the cryptographic system guarantees all the required properties, which include length, as well as the composition and management of the key?
	
	

	5.	Has management verified that the key of the cryptographic system is easily generated and modified, so the key can be quickly changed if the secrecy has become compromised for any reason?
	
	

	6.	Did management determine that the employment of the key to access of the cryptographic system is not easily guessable?
	
	

	7.	Should the need arise, has the security engineer or applicable auditee determined that the cryptographic system is easy to modify given the risk of unauthorized viewing of data?
	
	

	Digital Signature

	1.	Has it been verified that management has instituted controls to guarantee that private keys are never backed up?
	
	

	2.	Determine if management uses different key pairs for encryption and digital certificates?
	
	

	Review of Firewalls

	Stateful Inspection/Dynamic Packet Filtering (SI/DPF)

	1.	Has it been documented as to how the SI/DPF will affect the controls provided by the other firewall when the SI/DPF is used as the border firewall and there is a subsequent firewall behind it?
	
	

	2.	Has it been confirmed with respect to the review of filters that:
	
	

	a.	It only allows access to addresses intended to be accessed from the outside?
	
	

	b.	Does not allow the use of unauthorized services?
	
	

	c.	Only allows packets that come from authorized sites from the outer network?
	
	

	d.	Discards all source-routed traffic?
	
	

	3.	Has it been confirmed that rules are currently in place to avoid IP spoofing?
	
	

	4.	Has it been confirmed if NAT is used, only those packets from certain allowed IP addressed are allowed into the internal network?
	
	

	Packet Filtering

	1.	Has it been documented how a router used as the border firewall behind another firewall will affect system security?
	
	

	2.	Have the following been confirmed as a result of using packet filtering:
	
	

	a.	It only allows access to those addresses which are intended to be accessed from the outside?
	
	

	b.	It doesn’t allow use of unauthorized services, such as FT and telnet?
	
	

	c.	Certain ports have restricted access as desired?
	
	

	d.	Only allows packets received from authorized sites outside of the network?
	
	

	e.	Discards all source-routed traffic?
	
	

	3.	Has testing been performed on traffic that will be affected as a result of packet filtering?
	
	

	4.	Has it been confirmed by management that rules are currently in place to avoid IP spoofing?
	
	

	5.	Has it been confirmed by management if NAT is used, that routing to internal IP addresses cannot be made directly?
	
	

	Inherent Risk of Packet Filtering

	1.	Is management aware, that there is little or no logging capability, therefore an administrator may not easily be able to ascertain whether the router has been comprised or is under attack?
	
	

	2.	If management uses complex filtering rules as a requirement, are they aware that the filtering rules may become unmanageable?
	
	

	Hybrid Firewalls

	1.	Has it been documented how the use of hybrid firewalls will affect the controls over network traffic?
	
	

	2.	Has management assessed the effect on controls and identified the key areas in which risks created by the use of a hybrid methodology?
	
	

	3.	When designing and performing testing of traffic that will be affected by SI/DPF, does management consider the following rules:
	
	

	a.	Confirmation that there is a consistency in sending similar protocols to the same process within the hybrid?
	
	

	b.	Confirmed that any API’s used in environment inspection are controlled?
	
	

	c.	Confirmed the balance between throughput and control processing is appropriate?
	
	

	d.	Confirmed that the proxy process is maintaining adequate separation between the traffic and the application?
	
	

	Proxy Firewalls

	1.	Has management obtained a thorough understanding of the use of the proxy, which traffic is being sent through and which devices are receiving the output?
	
	

	2.	Has management designed and tested the traffic which will be affected by the proxy and considered the following:
	
	

	a.	Confirmation that all traffic is directed to the proxy?
	
	

	b.	Confirmed that all traffic of the type being proxied is only processed from the address of the proxy?
	
	

	3.	Has management evaluated the procedures which review logs from the proxy and the effectiveness of procedures to address potential problems identified from the logs?
	
	

	DMZ

	1.	Has management verified that the firewall is invisible from the exterior?
	
	

	2.	Has management verified that systems on the DMZ segment are invisible from the exterior?
	
	

	3.	Has a review been conducted of the DMZ network to provide the institution reasonable assurance that external entities cannot administer or configure:
	
	

	a.	The firewall?
	
	

	b.	Network devices and or systems in the DMZ network?
	
	

	4.	Are access control rules set up in the network devices as mandated by management on the external facing segment for the purpose of denying packets that are of undesirable communication?
	
	

	5.	Has management reviewed firewall rules to verify that every packet is denied access unless a specific rule exists in which the packet is permitted to proceed, however only to a destination system in the DMZ segment?
	
	

	6.	Has management confirmed that systems on the DMZ segment are set up so that they cannot initiate communications with the interior?
	
	

	7.	Has management confirmed network devices, firewalls and systems on the DMZ network are configured so that routing between any possible combination of devices, firewalls and systems is well defined:
	
	

	a.	All routes into, through and out of the DMZ network are easily identifiable?
	
	

	b.	The routing currently set up is the bare minimum necessary to support authorized communication flows?
	
	

	8.	Has it been confirmed that the firewall is set up:
	
	

	a.	To deny all packets entering from the exterior with source IP addresses set up for internal networks?
	
	

	b.	To deny all packets coming from the interior with source IP addresses not set up for the interior?
	
	

	9.	Has management confirmed that the firewall has been tested by scanning every segment, which includes the DMZ segment, from every other segment to identify which packets can and cannot get through?
	
	

	10.	Has it been confirmed that every rule within the firewall is consistent with the security policy?
	
	

	11.	If several physical firewalls exist within the DMZ network for high-availability, redundancy or failover purposes, has it been confirmed the running configurations of the firewalls are equivalent?
	
	

	Configuration

	1.	Is management aware that DNS, e-mail, server load balancing services, or any software or services not related to firewall specific functions should not be installed in or processed by the firewall?
	
	

	2.	Have firewalls been configured to hide internal restricted DNS information from external networks?
	
	

	3.	Do external firewalls restrict incoming SNMP queries?
	
	

	4.	Have firewalls been configured fail closed?
	
	

	5.	Has internal network information from external sources been hidden?
	
	

	6.	Have firewalls been configured to deny all services, unless explicitly allowed?
	
	

	7.	Is management aware that UDP-based services should be avoided whenever possible?
	
	

	8.	Is Java, JavaScript and Activex blocked or filtered?
	
	

	9.	Have strong security policies been applied to the host where the firewall resides?
	
	

	10.	Has management verified integrity monitoring tools for sensitive system files on the firewall system exist?
	
	

	Monitor, Audit, and Incident Response

	1.	Are firewall alerts monitored on a continuous basis?
	
	

	2.	Is all firewall activity logged?
	
	

	3.	Have sensitive or high risk connections been determined and do they have additional protection tools, such as intrusion detection systems?
	
	

	Training

	1.	Do procedures prescribe who is responsible for information security training?
	
	

	2.	Are employees required to receive training regarding information security on an ongoing basis?
	
	

	3.	Does the information security officer co-ordinate with other management team members to regularly schedule this type of training?
	
	

	4.	Are records maintained to detail who has attended the training, and the level of training received?
	
	

	Controls Testing

	1.	Do the procedures prescribe who is responsible for setting up the testing of the institution’s customer information systems and related system controls and/or procedures by an independent third party?
	
	

	2.	Are such tests performed at least annually?
	
	

	3.	Do the tests focus on information system controls, password protection, encryption, procedures, and other relevant elements to protect customer information whether handled in paper format or electronically?
	
	

	Independent Third-Party Service Providers

	1.	Do the procedures detail the requirements and steps to be followed with respect to dealing with third-party service providers that handle customer information?
	
	

	2.	Is each service provider reviewed and required to provide the same level of information security protection for customer information as would be required if the function was performed in-house?
	
	

	3.	Before contracting with an independent third-party service provider, does the information security officer perform a due diligence review of the vendor’s information security controls and procedures?
	
	

	4.	As part of the outsourcing contract, are vendors required to be familiar with the institution’s customer information security requirements and, therefore, maintain the outsourced services under the same level of control(s)?
	
	

	5.	Do the procedures require that the vendor continue to monitor information security controls and advise the institution of the level of risk associated with the services provided?
	
	

	6.	Are vendor audits and internal reviews that are relevant to the contracted customer information services provided to senior management?
	
	

	7.	Is a list maintained of all customer information service providers, their names, addresses, services provided, and assigned risk rating regarding information security?
	
	

	Storage

	1.	Are procedures detailed regarding the protection of customer information that is stored offsite for records retention purposes?
	
	

	2.	Do the procedures describe levels of security and requirements to allow only authorized individuals access to stored information?
	
	

	3.	Are customer information records storage procedures reviewed to ensure proper backup exists?
	
	

	Management Reporting System

	1.	Do procedures require the establishment of a detailed reporting system with tracking follow-up as appropriate, which details the following, at a minimum:
	
	

	a.	Customer information systems identified by specific bank department
	
	

	b.	Risk assessment analysis report
	
	

	c.	Information security controls testing
	
	

	d.	In-process initiatives to address cited exceptions
	
	

	e.	Data intrusion and external attacks reports
	
	

	f.	Training
	
	

	g.	Audit and examination reports
	
	

	2.	Are these reports generated with responsible frequency per procedures?
	
	

	Destruction

	1.	Do procedures require the information security officer’s involvement in reviewing the destruction of customer information?
	
	

	2.	Are adequate information security controls detailed per procedures to ensure proper control during the destruction of customer information after the required records retention period?
	
	

	3.	Do destruction procedures address both information security controls for paper, as well as electronic information?
	
	

	Assessment of Telecommunication Security Environment

	Risk, Requirements, and Strategies

	1.	Has management conducted a proper risk assessment that takes into consideration the respective loss of telecommunication services to all critical applications?
	
	

	2.	Did management verify that the accuracy of assumptions with respect to diversity, recoverability, as well as redundancy with the current telecommunication service provider are correct?
	
	

	3.	Currently, are recovery times guaranteed including SLAs by your telecommunication service provider?
	
	

	4.	Have the institution’s needs for diversity, recoverability, and redundancy been effectively expressed to the current service provider?
	
	

	5.	Has management provided the telecommunication provider currently used with information regarding the maximum tolerable recovery times?
	
	

	6.	Does the current contract align services provided by the telecommunication provider with requirements of the institution with respect to diversity, recoverability, redundancy, and resiliency?
	
	

	7.	Has management identified business related telecommunication services in order of criticality with respect to the institution?
	
	

	8.	Have risks been assessed by management if a foreign telecommunication service provider is utilized?
	
	

	9.	Are institutional policies currently in place to manage the institution’s relationship with the telecommunication service providers?
	
	

	10.	Has management assessed interoperability issues regarding legacy systems and the use of emerging technologies?
	
	

	11.	Has management identified for the current service provider the critical telecommunication circuits that qualify as Telecommunications Service Priority or TSP?
	
	

	12.	Does management have a thorough understanding of the telecommunications service provider’s environment and service options?
	
	

	13.	If the institution currently uses more than one telecommunication service provider has it been verified that there are no physical routings or single points of failure common to both providers?
	
	

	14.	Has management determined what communication circuits require specific physical diversity minimums and ensured that they are properly configured?
	
	

	15.	Do all services currently utilized by the institution leave the premise via the same cable?
	
	

	16.	Is management aware where in the telecommunications service provider’s core network the institution’s network services are connected, how they are connected, in addition to the physical routings they take upon leaving the institution’s premises?
	
	

	17.	Are crucial services routed through different network components so that failure within one component will not affect all crucial services?
	
	

	18.	Has management recently evaluated the resiliency of SONET rings serving your circuits?
	
	

	19.	Are the technologies currently provided via the institution’s telecommunications service provider deemed to be adequate?
	
	

	20.	Has an “active-active” diverse geographic business operations architecture been considered by management where possible to help reduce dependency on telecommunications services?
	
	

	21.	Have the specific concerns with respect to single-threaded circuits, SONET rings, and physical versus logical SONET been discussed with the institution’s telecommunications service provider?
	
	

	22.	Have multiple circuits on less, higher bandwidth circuits been considered by management in order to simplify connectivity and better guarantee diversity?
	
	

	23.	Has the institution utilized an extended frame relay networks to avoid network to network interconnects in addition to reducing the complexity and single points of failure that are synonymous with some network to network connections?
	
	

	24.	Have potential points of failure within the institution’s information security program been examined including: physical placement of routers, switches, and common power sources?
	
	

	25.	Has management taken into account the risks associated with the implementation of mitigating controls for Voice over IP systems and considered the need for robust network monitoring, information security program(s), in addition to sufficient backup systems?
	
	

	26.	Is management aware of regulatory requirements and guidance with respect to business continuity planning and resiliency and diversity requirements including:
	
	

	a.	Interagency Paper on Sound Practices to Strengthen the Resilience of the U.S. Financial System?
	
	

	b.	FFIEC Business Continuity Planning Booklet?
	
	

	c.	FFIEC Operations Booklet?
	
	

	27.	Has management verified if the institution’s telecommunications vendor management personnel are currently aware of regulatory requirements for critical business operations continuity and recovery goals?
	
	

	28.	Has an assessment of how power failure will affect both your institution’s premises as well as your telecommunications service provider’s premises with respect to mission critical services?
	
	

	29.	Is standby power provided on the premises of the institution?
	
	

	30.	Has management determined how long if provided backup batteries are capable of sustaining critical services under a full load and if current backup is adequate for the institution’s needs?
	
	

	31.	Are emergency generator capabilities adequate for the institution’s needs in case of an emergency where a full load potentially must be sustained for a substantial period of time?
	
	

	32.	Is diesel fuel stored on the institution’s premises to support emergency generator needs?
	
	

	33.	Is contingency power available in adequate proportions to support air conditioning and chilled water for critical technology services?
	
	

	34.	Does the telecommunications provider currently utilized by the institution have emergency power provisions and test standby power periodically?
	
	

	35.	Is periodic testing conducted on the institutions systems to ensure that the backup systems currently in use can sustain a “full load” under hypothetical test scenarios?
	
	

	36.	Has management thoroughly discussed power related issues, impact on wireless networks, carrier’s fiber networks electronics equipment terminations on your premises as well as the need for sufficient backup power both for CPE and the telecommunications service provider?
	
	

	37.	Within the SLA, is a provision included that guarantees a re-supply of fuel from suppliers?
	
	

	Recovery Tools and Processes

	1.	Has management discussed with the telecommunications service provider potential scenarios in which the provider’s contingency plans would be utilized?
	
	

	2.	Is there a clear alignment between the provider’s recovery time objectives and the institution’s requirements?
	
	

	3.	Do any partnerships or SLAs exist between your current telecommunications service provider and any other service providers in order to provide service to your institution?
	
	

	4.	Is management aware of the telecommunications service provider’s priorities with regards to restoring service?
	
	

	5.	Does the current telecommunication service provider have information or assure the institution prompt access to information on the routes or paths through which your information passes when recovering from disruptions in service?
	
	

	Due Diligence

	1.	With regards to personnel resources, has the service provider made specific preparations to commit to the relationship with the institution?
	
	

	2.	Has management determined that the financial position of the telecommunication service provider is acceptable to the institution?
	
	

	3.	Has the telecommunications service provider taken specific steps to show it can meet the institution’s needs and business requirements on a day to day basis?
	
	

	4.	Does the telecommunications service provider evaluate the services it provides to your institution?
	
	

	5.	Is an integrated process utilized by the telecommunications service provider to ensure the circuits remain diverse?
	
	

	6.	Is management aware of who owns the central telecommunication service provider, especially if it is used by multiple carriers?
	
	

	7.	Does the telecommunication service provider explain how and how quickly it can handle service interruptions?
	
	

	8.	Has the telecommunication service provider expressed the ability to help the institution understand the underlying complexities of the network and overcome any adversity regarding the network that arises?
	
	

	9.	Has the service provider communicated with the institution how they deal with physical threats to the network and related assets involving the network?
	
	

	10.	Has it been demonstrated to the institution that there is no single point of failure within the infrastructure solution that has been engineered to meet the specific requirements of the institution?
	
	

	11.	Did management verify if diversity is guaranteed in relation to all key elements of the telecommunications service provider’s network?
	
	

	12.	With regards to spare capacity, is management aware of how the service provider engineers it?
	
	

	13.	Is the service provider currently utilized by the institution able to provide information about routes and or paths in which information passes?
	
	

	14.	If the institution currently uses a mobile/wireless telecommunication service provider, have the following questions been addressed including:
	
	

	a.	Is there knowledge of specific “dead zones”?
	
	

	b.	How is resiliency incorporated into the system?
	
	

	c.	Is the provider able to increase strength and signal capacity during or after an event?
	
	

	d.	Does capacity engineering take into account, rerouted call volumes when a customer initiates their business continuity plans to avoid choke points?
	
	

	15.	Is it plausible for the current telecommunication service provider used by the institution to uniquely identify your mission-critical circuits throughout its system in an end to end fashion and simultaneously maintain that identification through changes, through potential reengineering?
	
	

	16.	Are financial institutions able to verify the accuracy of the routing information provided?
	
	

	17.	Does the institution’s current carrier routinely divert traffic from a stated route to an unknown route without the consent and or knowledge of the customer?
	
	

	18.	Has management verified that the diversity services provided by the telecommunications service provider will continuously meet the requirements set forth by the institution?
	
	

	19.	Is it within the capacity of the telecommunication service provider used by the institution to provide realistic time estimates with regards to recovery times for defined contingency situations?
	
	

	20.	Has management verified that the service provider used by the institution has power backup, restoration, and contingency plans?
	
	

	21.	Do the plans with respect to the aforementioned question meet the expectations of the institution?
	
	

	22.	Are availability figures provided by the telecommunications service provider?
	
	

	23.	Is management aware of how the service provider monitors the network and performance of each respective facility?
	
	

	24.	Is management aware of the service provider’s change management practices with respect to network monitoring, maintenance, equipment, and software releases as well?
	
	

	25.	Is the business continuity plan tested periodically by the telecommunications service provider?
	
	

	26.	Are switching stations and or central offices effectively set up to induce resiliency?
	
	

	Contracts

	1.	Is there consistency in how the service provider and institution define recoverability, diversity, redundancy, as well as resiliency?
	
	

	2.	When management contemplates ordering new services, are the follow discussed with respect to the institution’s current service provider to ensure that no hazardous assumptions are made with regards to the following?
	
	

	a.	Diversity?
	
	

	b.	Recoverability?
	
	

	c.	Redundancy?
	
	

	d.	Resiliency?
	
	

	3.	Have provisions been implicitly stated within the contract and SLA mandating the service provider to disclose information with respect to routing to guarantee that diversity is sustained?
	
	

	4.	Are additionally provisions stated within the contract ensuring the service provider will give updates on network issues, proposed engineering maintenance, as well as deviations from standard operating procedures?
	
	

	5.	Has management viewed drawings provided by the current service provider that disclose the circuit construction and routing that is to be utilized by the institution?
	
	

	6.	Has a specific department or group of personnel been appointed to handle and maintain relations with the institution’s telecommunications service provider?
	
	

	Ongoing Relationship Management

	1.	Has management clearly defined policies and procedures to direct the telecommunications administration?
	
	

	2.	Is there a designated staff implemented by the institution that has the authority vested to oversee telecommunications service providers?
	
	

	3.	In the event of a national disaster or security breach, is management aware of how the institution’s service provider will collaborate with other telecommunications providers to surmount such a crisis?
	
	

	4.	Has management or the appropriate personnel within the institution briefed the telecommunications service provider on the business process supported by critical circuits and interdependencies with other financial institutions?
	
	

	5.	Has management considered the utilization of multiple telecommunications providers to help in the assessment of risk and single points of failure in primary and backup sites?
	
	

	6.	Has it been ascertained whether the telecommunications service provider practices business continuity/disaster recovery testing?
	
	

	7.	Does management have a thorough understanding of the operating strategy and position within a larger regional or national context of the service provider currently used by the institution?
	
	

	8.	Has management or the appropriate personnel verified that the telecommunications service provider has backup facilities and tests them periodically to ensure their availability?
	
	

	9.	Are periodic reviews conducted between the telecommunications service provider and the institution to reiterate the institution’s stance on resiliency and ensure the service provider can meet such expectations?
	
	

	10.	Is there a multitude of ways in which to contact the service provider utilized by the institution in case of an emergency or crisis?
	
	

	11.	Has management verified that the service provider has alternate contact information for the institution’s response team members in the event of a crisis?
	
	

	Certification Authority (CA)

	1.	Has it been verified whether or not the CA has an efficient organization structure that is able to facilitate the effective management of information systems?
	
	

	2.	Has it been determined whether or not the CA has received appropriate accreditation from international standard organizations for secure communications?
	
	

	Technology Architecture

	1.	Have the appropriate and applicable standards been identified and has it been determined whether or not the technology architecture is based upon those standards?
	
	

	Operations Management

	1.	Have services that the CA offers been identified, such as registering users, issuing keys, backing up and recovering keys, updating keys, revoking and reissuing keys, in addition to disabling and re-enabling keys?
	
	

	2.	Has it been ascertained whether or not the training program currently in use is effective and a continuous process as well?
	
	

	3.	Has it been verified whether or not the CA specifically complies with BS 7799 (IS17799) or other relevant standards for security organizations as a whole?
	
	

	4.	Is online backup provided so that the CA is always available?
	
	

	5.	Are secure key backup and recovery supported as part of standard operating procedure?
	
	

	6.	Has an adequate disaster recovery plan been provided by the CA?
	
	

	7.	Has reasonable assurance been provided that privacy issues are appropriately handled and strictly adhere to local and international requirements?
	
	

	8.	Has it been verified that the local registration authority model has been utilized?
	
	

	9.	Has management determined whether or not there is a centralized support for encryption key management?
	
	

	10.	Are thorough and complete detailed policies and procedures provided by the CA?
	
	

	11.	Is the CA operation role-based?
	
	

	12.	Has it been verified if in fact keys and certificates are obtained online, securely, and transparently, both for initial registration and for updates and in compliance with legal requirements?
	
	

	13.	Has it been verified whether or not key updates are forced according to organization policy?
	
	

	14.	Are keys and certificates time-stamped and archived so that verification of digital signatures can be verified over long periods of time?
	
	

	15.	Has it been determined whether or not revocation is supported?
	
	

	16.	Are audit records of security relevant events maintained by the CA?
	
	

	17.	Has it been determined if disabling and re-enabling is supported and if that support is centralized?
	
	

	Certification/Accreditation

	1.	Has it been verified whether or not a formal security evaluation has been performed and certification obtained?
	
	

	2.	Has management determined whether or not the CA has a public operation manual with which to meet the requirements of legislation for accreditation of CAs?
	
	

	3.	Has it been verified that the ISO 9000 quality certification has been obtained?
	
	

	4.	Has the CA’s security measures been certified by a third party through a formal risk analysis?
	
	

	Technology Architecture

	1.	Has reasonable assurance been provided that the CA’s software complies with all applicable international standards with respect to privacy and security, as well as local requirements?
	
	

	2.	Has it been verified that the CA supports separate key pairs for encryption and digital signatures?
	
	

	3.	Has management verified whether or not a standards-based directory service is available for providing public keys, certificates, in addition to timely certificate revocation information?
	
	

	4.	Has it been determined if additional information provided a part of the directory service, does in fact affect interoperability among CA’s?
	
	

	5.	Are X.509 current profiles supported?
	
	

	6.	Has it been ascertained whether or not one CA can validate the certificates issued by another CA?
	
	

	7.	Are alternative standard based validation protocols supported by management?
	
	

	Irregularities and Illegal Acts, Investigation

	1.	Has a forensic specialist or investigator been considered?
	
	

	2.	Has the nature of the business been verified, including such assets held in fiduciary capacity and assets readily susceptible to misappropriation?
	
	

	3.	Have circumstances been determined that may potentially influence management, for example holding shares or options and performance related bonuses?
	
	

	4.	Has the pressure to meet profit forecasts been determined?
	
	

	5.	Has the integrity of management been assessed?
	
	

	6.	Have transactions involving third parties that are abnormal been identified?
	
	

	7.	Have transactions involving related parties been identified?
	
	

	8.	Have transactions involving companies registered in tax havens been identified?
	
	

	9.	Has management determined if borrowing limits have been reached and liquidity is under pressure currently?
	
	

	10.	Have all management overrides been determined?
	
	

	11.	Have control personnel who are under qualified or incompetent been identified?
	
	

	12.	Has a clear segregation of duties been established?
	
	

	13.	Has it been determined that no senior officers have excessive authority?
	
	

	14.	Have poor systems within the institution been identified?
	
	

	Risk Assessment Results

	1.	Do procedures exist to aid the auditor in the detection or confirmation of irregularities that focus on established areas of increased risk and may be directly correlated to conditions within the audit environment including the auditee’s:
	
	

	a.	Financial pressures?
	
	

	b.	Operating and industry environments?
	
	

	c.	Regulatory environment and privacy responsibilities?
	
	

	d.	Internal Monitoring controls?
	
	

	e.	Physical and logical security methods?
	
	

	f.	Corporate and management attitudes/standards toward security and internal controls?
	
	

	g.	Unexplained activities and out of balance conditions and statistical variations?
	
	

	h.	Management procedures in place to prevent and or detect irregularities and illegal acts?
	
	

	Analytical Procedures

	1.	Are the following techniques employed currently by the institution to determine any irregularities including the following:
	
	

	a.	Highest value to lowest value?
	
	

	b.	Highest value to next highest?
	
	

	c.	Previous year to current year?
	
	

	d.	Plan/budget to actual variance analysis?
	
	

	e.	Multi year trend analysis?
	
	

	Duties

	1.	If irregularities should be detected, does the IS auditor assess the effect or implications these activities have on audit objectives and the reliability of audit evidence that is collected?
	
	

	2.	If an irregularity is identified through audit evidence that could indicate an illegal act, does the IS auditor consider the option of seeking legal advice directly or recommending that management seek legal advice?
	
	

	3.	If an irregularity is unveiled through audit related evidence, does the IS auditor suggest that management have the matter invested in detail or ensure that appropriate actions are taken
	
	

	Application of CAATs by Area to Identify Areas for Additional Investigation

	1.	Have credit notes of high value, including balances and invoices been identified?
	
	

	2.	Are gaps discovered within the sequencing of documents generated?
	
	

	3.	Are duplicate receipts, credits, and invoices identified in a timely manner?
	
	

	4.	Are credits, receipts and invoices not in the proper order or range corrected promptly?
	
	

	5.	Are gaps reported in the proper sequence which is that in which the invoices are generated?
	
	

	6.	Are adjustments to fees/charges identified?
	
	

	7.	Are large invoices without purchase orders, by the vendor summarized in a concise yet sufficient manner?
	
	

	8.	Are purchase orders or contract amounts compared to voucher or invoice quantities?
	
	

	9.	Are duplicate items or serial numbers identified?
	
	

	10.	Is it the current practice of the institution to check periodically change in sales, price and or cost levels by product and or vendor?
	
	

	11.	Is it standard procedure to match inventory receipts with those of the vendor legend and report variances?
	
	

	12.	Are abnormal delivery addresses promptly reported?
	
	

	13.	Are items in which there is a high return or allowance rate identified?
	
	

	14.	Are all payroll checks withheld that exceed the set amount of pay?
	
	

	15.	Have all employees on payroll without sick leave or vacation time been identified?
	
	

	16.	Has management identified stale purchase orders, or orders in which only part of the order in its entirety has been received?
	
	

	17.	Are purchases identified by ordering clerk for each vendor?
	
	

	18.	Does management periodically compare inventory levels and turnover rates?
	
	

	19.	Are split contracts something in which management is aware of and checking for occasionally?
	
	

	20.	Have duplicate vendor numbers on the master vendor file been identified?
	
	

	21.	Have credit card balances been tested against credit limits?
	
	

	22.	Are voided transactions followed by no sale promptly identified?
	
	

	23.	Are items sold for less than the traditional selling price identified?
	
	

	24.	Has the number and amount of voids by teller been calculated?
	
	

	25.	Have sales across branches been compared?
	
	

	26.	Has the official checks inventory day sales by branch been determined?
	
	

	27.	Have master planning orders to capacity to improve schedules been compared?
	
	

	28.	Does management compute ratios such as cost of goods sold to revenue periodically?
	
	

	29.	Has it been verified that computer access controls are appropriate?
	
	

	30.	Is it standard procedure to determine the amount of cash short or over by the teller?
	
	

	31.	Are uncleared pending/clearing items in accounts identified?
	
	

	32.	Has computer fault analysis been verified?
	
	

	33.	Has the market value of collateral for outstanding loans been computed recently?
	
	

	34.	Has computer rerun analysis been verified?
	
	

	35.	Has management verified computer usage-analysis capacity planning?
	
	




