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	Question
	Yes/No
	Comments

	1.	Has the institution developed and implemented a sound system of internal controls over Internet banking technology and systems?
	
	

	2.	Are technology planning and strategic goals consistent with corporate policies and legal requirements?
	
	

	3.	Are sources of technology support periodically reviewed to ensure they:
	
	

	a.	Continue to fit the institution’s business plan?
	
	

	b.	Are flexible enough to provide for future needs?
	
	

	4.	Have internal accounting controls been established to safeguard the assets and reliability of financial records (including transaction records and trial balances)?
	
	

	5.	Is the institution’s policy for monitoring employee use of data communication networks, including e-mail and the Internet:
	
	

	a.	Approved by the board of directors?
	
	

	b.	Provided in written format to all employees?
	
	

	6.	Are employees informed of the consequences of violating the institution’s policies on network use?
	
	

	7.	Are appropriate firewalls in place to prevent unauthorized access to the institution’s systems?
	
	

	8.	Are intruders prevented from gaining access to names and addresses on the institution’s internal network?
	
	

	9.	Are external devices attempting to access internal addresses suspected and screened out?
	
	

	10.	Is address screening used to filter out messages with inappropriate source addresses?
	
	

	11.	Is a device in place to test the system’s rules to prevent deviations from established rules?
	
	

	12.	Is application screening used to prevent:
	
	

	a.	Inappropriate instructions from entering the system?
	
	

	b.	Unauthorized access to the administrator level of the server?
	
	

	13.	Does the system create a database and look for inappropriate responses by the server to messages or inquiries?
	
	

	14.	Does each user have an individual user ID and unique password?
	
	

	15.	Is network hardware stored in a secure location so that it is accessible only to authorized personnel?
	
	



	Internet Banking (cont.)

	Question
	Yes/No
	Comments

	16.	Are time-of-day controls used to restrict access to the network?
	
	

	17.	Is after hours access to personal computers (PCs) and the institution’s network restricted to prevent unauthorized use?
	
	

	18.	In order to protect the network when a PC is left unattended:
	
	

	a.	Are time-out password controls used?
	
	

	b.	Are users required to log out of the network when leaving their work area?
	
	

	19.	Are placement of and access to modems attached to the network limited only to authorized individuals?
	
	

	20.	Is anti-virus software used to check all diskettes and downloads from any unsecured areas?
	
	

	21.	Is access to and use of administrator level capabilities of the firewall hardware and software restricted?
	
	

	22.	Is all activity logged, and are logs reviewed for anomalies or unusual activity?
	
	

	23.	Are audits of the controls and firewalls conducted on a regular basis?
	
	

	24.	Are default settings tested to ensure that only authorized firewall functions are permitted?
	
	

	25.	Is a review conducted on a regular basis for the following:
	
	

	a.	Frequency of password changes for employees with authorized access to the network?
	
	

	b.	Screening of employees who developed or installed the network?
	
	

	26.	Is the use of digital signatures required to authenticate the bank, users, and transactions?
	
	

	27.	Are digital signatures issued, managed, and certified by an external vendor? (If not, describe the procedures used.)
	
	

	28.	If the institution acts as its own certificate authority (CA):
	
	

	a.	Is the digital signature system open or closed?
	
	

	b.	Are written policies and procedures in place for the issuance, renewal, and revocation of certificates?
	
	

	c.	Are subscribers’ credentials established and verified according to the institution’s written procedures?
	
	

	d.	Are the administrative reporting systems adequate to provide for directory lookup and auditing (i.e., time stamping)?
	
	

	29.	Is the CA area adequately secured and:
	
	

	a.	Are controls in place to protect servers housing CA information and directories?
	
	

	b.	Does contingency planning provide for customer needs in case of system failure or disaster?
	
	

	c.	Does the CA conform to established standards (e.g., NIST or IETF)?
	
	

	d.	Has an audit process been established and put in place?
	
	

	e.	Is the institution staying current on applicable laws?
	
	

	f.	Has the institution addressed the legal implications of providing a CA function?
	
	

	g.	Does the CA establish classes of certificates based on message or transaction sensitivity?
	
	

	h.	Have limitations been established for certificates such as:
	
	

	· The number of transactions?
	
	

	· The type of transactions?
	
	

	· Expiration dates?
	
	

	30.	Does the institution periodically perform a cost/benefit analysis of the business?
	
	

	31.	Does the institution use biometric devices for authentication purposes?
	
	

	32.	Has a risk assessment, audit, or cost/benefit analysis been performed on the biometric devices used for authenticating the transaction to be processed? (Indicate results.)
	
	

	33.	Have acceptable biometric tolerances been established for authenticating the transaction to be processed?
	
	

	34.	Are management reports prepared that address statistical performance of the biometric authentication devices being used?
	
	

	35.	Are controls in place to monitor system performance for:
	
	

	a.	Transaction volume?
	
	

	b.	Response times?
	
	

	c.	Availability and downtime?
	
	

	d.	Capacity reports?
	
	

	e.	Customer service logs and complaint summaries? 
	
	

	36.	Does management have a plan to project future system needs to ensure continued availability of the network to meet increasing customer demands?
	
	

	37.	Does the institution have the ability to provide customer service and support for the Internet banking products and services?
	
	

	38.	If customer service is outsourced:
	
	

	a.	Are the vendor’s responsibilities for attaining established service levels documented?
	
	

	b.	Does management monitor customer problems, demands, or complaints?
	
	

	39.	Have customer service levels been established and communicated to the individuals who provide support?
	
	

	40.	Does management:
	
	

	a.	Monitor adherence to service levels?
	
	

	b.	Assess the adequacy of customer service?
	
	

	c.	Take the appropriate steps to deal with deficiencies in customer support and service?
	
	

	41.	Is approval required to initiate program changes?
	
	

	42.	Are program changes approved at critical points during the development process?
	
	

	43.	Do written procedures exist, and are they followed for emergency and temporary software fixes?
	
	

	44.	Does change control documentation provide adequate audit trails and support for software changes?
	
	

	45.	Are written procedures in place that address the mode of distribution of all software released?
	
	

	46.	Are all new releases adequately tested prior to distribution? 
	
	

	47.	Are controls in place to guard against virus infection during distribution of the software and to ensure the integrity of the software?
	
	

	48.	Does the institution rely on a third-party Internet service provider (ISP) to support access to Internet banking services? If so:
	
	

	a.	Does the ISP’s performance meet service level agreements?
	
	

	b.	Is it the ISP’s responsibility to monitor the institution’s Internet links and report when these links are down or unavailable?
	
	

	c.	Does the ISP have a contingency plan and business recovery capabilities?
	
	

	d.	Has the contingency plan been tested and a written copy of the testing results obtained and reviewed for deficiencies?
	
	

	e.	Does the ISP have adequate support staff?
	
	

	f.	Is the institution subject to differing service access types that may cause less than acceptable support?
	
	

	g.	Does the ISP provide institution-defined filtering, or do the institutions establish their own firewall-filtering parameters?
	
	

	h.	Does the ISP have sound controls over changes to the institution’s Internet address? Describe them.
	
	

	i.	Does the ISP have sound security standards and practices in place?
	
	

	j.	Has the institution assessed the soundness of the ISP’s financial condition?
	
	

	49.	Is a risk assessment or audit performed on key management practices?
	
	

	50.	Has the internal auditing staff been involved in the planning and implementation of the Internet banking system?
	
	

	51.	During internal and external audit exams:
	
	

	a.	Are vendor management processes evaluated?
	
	

	b.	Is the relationship of specific vendors as they relate to information systems and technology evaluated? 
	
	

	52.	Has management conducted an evaluation of vendor controls such as:
	
	

	a.	Security controls and reporting?
	
	

	b.	Security for access control, user authentication, and data privacy?
	
	

	c.	Security monitoring activities including:
	
	

	· real-time intrusion detection?
	
	

	· penetration testing of offsite or in-house networks?
	
	

	d.	 The vendors’ ability to meet negotiated standards of service levels?
	
	

	e.	Testing conducted by the vendor prior to distribution of the product?
	
	

	f.	 Virus detection processes?
	
	

	g.	Contingency planning and business resumption plans?
	
	

	53.	Does the audit function review the consistency between the institution’s disclosed security and privacy standards and the actual practices of the institution?
	
	

	54.	Does the institution outsource its Internet banking processing?
	
	

	a.	If so, has the institution reviewed the regulatory agency examination report of the vendor?
	
	

	55.	Does the institution use encryption to provide for data privacy, security, and verification?
	
	



