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	Question
	Yes/No
	Comments

	A.	Regulatory Risk and Administrative Issues

	1.	Were changes made to the debit card policy since the last audit? 
	
	

	a.	Were the policy change authorizations located in the board of directors’ minutes? 
	
	

	b.	Were the changes implemented through appropriate adjustments to related internal controls? 
	
	

	c.	Were affected personnel notified of the changes in a timely manner? 
	
	

	2.	Were related procedures developed to reflect the board of directors’ policy goals? 
	
	

	3.	Was the most recent regulatory examination reviewed for any criticisms leveled with respect to this policy? 
	
	

	a.	On reviewing the board of directors minutes, was it evident that the board: 
	
	

	· Was aware of any criticisms? 
	
	

	· Addressed the criticisms with meaningful action plans? 
	
	

	b.	Did the audit team follow up on any actions recommended by management and approved by the board to ensure that corrective action was implemented? 
	
	

	c.	Subsequent to performing audit procedures, were all deviations from prescribed controls documented in the work papers and followed up with the appropriate management level? 
	
	

	4.	Did the board of directors’ minutes reflect that the authority to administer the debit card program has been delegated to the president of the bank? 
	
	

	5.	Were the responsibilities for implementing the debit card policy discussed with the president? Is the president knowledgeable regarding the following basic goals: 
	
	

	a.	Monitoring the daily activities of the debit card operations? 
	
	

	b.	Reporting periodically to the board of directors to provide an overview of goals achieved, weaknesses noted and corrected, and future strategies? 
	
	

	c.	Reviewing the debit card policy to ensure that appropriate changes have been made to reflect changing market conditions and regulatory requirements? 
	
	

	d.	Making recommendations for policy changes to the board for its approval? 
	
	

	6.	Has the president delegated an appropriate amount of authority to debit card division management to reasonably achieve the goals of the policy? 
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	Debit Card (cont.)

	Question
	Yes/No
	Comments

	7.	Have the functional reporting responsibilities in the debit card division been reviewed? 
	
	

	a.	Have only designated personnel made authorization decisions? Note: Authority designations should be based on specific approval limits.
	
	

	b.	Are approval limit designations reviewed and approved periodically? 
	
	

	B.	Documentation

	1.	Is documentation found in approved debit card loan files for the following: 
	
	

	a.	Completed credit application?
	
	

	b.	Dated signature of applicant?
	
	

	c.	Credit agency report or investigative report? 
	
	

	d.	Guarantees, if applicable?
	
	

	e.	Credit memo, supporting approval when the approval reflects a deviation from underwriting standards? 
	
	

	f.	Record of applicant financial information correlated to underwriting criteria? 
	
	

	2.	Are new account documents reviewed periodically by an independent individual to ensure the following: 
	
	

	a.	Documentation is complete?
	
	

	b.	Documentation is in compliance with various laws and regulations? 
	
	

	3.	Through a review of loan files and discussions with debit card personnel, was it evident that debit card personnel understood the requirements on the use and/or release of customer information relating to the Fair Credit Reporting Act (FCRA)? 
	
	

	4.	If the bank uses other subsidiaries’ records, other affiliates’ records, or consumer credit agencies’ records to determine a prescreened listing of individuals for the purpose of offering credit, do personnel understand that the bank must comply with the FCRA? 
	
	

	a.	Did the individuals selected through prescreening by a consumer credit agency receive an offer of credit? 
	
	

	b.	Were full credit reports obtained on individuals from a prescreened list only after they had accepted an offer of credit? 
	
	

	c.	If the bank has terminated a cardholder’s account and the cardholder received an offer of credit as a member of a prescreened list, was the decision based on the cardholder’s subsequent lack of creditworthiness? 
	
	

	d.	Has an adequate amount of time passed since the credit offer was made? 
	
	

	e.	Does the bank withhold information, other than its own experiences, on a consumer, to avoid being considered a consumer credit agency and having to comply with related FCRA rules? 
	
	

	f.	When the bank takes adverse action on a consumer loan application based on information obtained from a credit agency, are the name and address of the credit agency, along with an indication that the action taken was based wholly or partially on information contained in the consumer applicant’s credit report, provided to the consumer applicant? 
	
	

	5.	Through a review of loan files and discussions with debit card personnel, is it evident that personnel understand the requirements on the use and/or release of customer information relating to the Right to Financial Privacy Act? 
	
	

	a.	Are debit card personnel aware of the general requirements of the Right to Financial Privacy Act, which restricts financial institutions from releasing information to the government except in a few circumstances? 
	
	

	b.	Do debit card personnel forego disclosure of customer financial information to government entities unless a certified statement (in writing) is presented indicating that the government has complied with the provisions of this law? 
	
	

	c.	Do debit card personnel refer any situations concerning a customer that may represent a violation of any statute or regulation, to the bank’s legal counsel for further action? 
	
	

	d.	Are senior debit card management aware that this law does not preclude the member from disclosing a customer’s financial information in relation to perfecting a security interest, providing a claim in memberruptcy, or otherwise collecting a debt owed either to the member or to the member acting as a fiduciary? 
	
	

	e.	In certain situations, customers have the right to request information regarding the disclosure of their financial records to a government entity.	Are detailed records maintained by legal counsel in these cases? 
	
	

	f.	Do debit card personnel understand that this law does not limit the transfer of financial information to membering regulatory agencies in their oversight capacity or in the course of examining the member? 
	
	

	g.	Beyond a general understanding of the requirements of this law, do personnel understand that they should refer all requests for financial information from government entities to the member’s legal counsel? 
	
	

	6.	Are other appropriate federal, state, and local laws and regulations adhered to by the debit card division? 
	
	

	C.	New Accounts

	1.	When a customer first receives a debit card, can appropriate debit card personnel relate the following steps: 
	
	

	a.	When credit approval is received, a card is issued to the applicant with the following limitations: 
	
	

	· Maximum line of credit?
	
	

	· Expiration date?
	
	

	b.	Requests for increases on credit lines are granted only after credit is reviewed and approved by appropriate personnel? 
	
	

	c.	Debit card lines are reviewed by an independent employee to ensure that maximum limits are reasonable? 
	
	

	d.	When a cardholder’s financial status or creditworthiness changes, does personnel review the existing credit line and determine whether any changes are necessary? 
	
	

	e.	If significant economic changes within a geographic area are considered when reevaluating the creditworthiness of current cardholders, do personnel take extreme care to adhere to the member’s nondiscriminatory policy? 
	
	

	2.	Review the card issuance and reissuance controls with the appropriate debit card personnel. Is their level of knowledge of the member’s policy and procedures relating to the following steps sufficient: 
	
	

	a.	The records of issued cards are balanced daily against the electronic data processing (EDP) report showing new and reissued cards? 
	
	

	b.	Periodic reconciliation by an independent employee occurs in the embossing unit with the records of issued, spoiled, and on-hand cards? 
	
	

	c.	Personnel in shipping and receiving are required to examine incoming shipments of cards? Determine whether personnel perform the following steps under dual controls: 
	
	

	d.	Do receiving personnel examine both the box and the packages of cards for tampering? 
	
	

	e.	Do receiving personnel count the number of cards and record the amounts on the shipping slip? 
	
	

	f.	Are the amounts entered on the receipt log? 
	
	

	g.	Are the unprocessed cards placed in a secured place until processing? 
	
	

	3.	Is the receipt of inventory observed by the audit team? 
	
	

	4.	Is the accuracy of the receiving area’s count tested by recounting and confirming the amount recorded in a card shipment? 
	
	

	5.	On an annual basis, does the audit team or other independent party, count the unprocessed card inventory and reconcile this count to inventory records or log? 
	
	

	6.	Review the following card mailing procedures with appropriate personnel.	Do they have sufficient knowledge of this phase of operations? 
	
	

	a.	Are cards mailed in plain envelopes to reduce exposure to theft? 
	
	

	b.	Are follow-up letters sent to cardholders to confirm the receipt of debit cards? 
	
	

	c.	When debit card envelopes are returned to the member either by the customer for cancellation or by the post office as undeliverable, are these procedures followed: 
	
	

	· The mail is opened under joint custody?
	
	

	· The returned cards are placed under dual control security?
	
	

	· When the correct address is found, returned cards are mailed immediately?
	
	

	· When the correct address is not found, the cards are destroyed? 
	
	

	7.	Observe personnel handling the mailing and return of debit cards. Is it evident that they adhere to procedures? 
	
	

	8.	Review the following re-issuance procedures with personnel. Are they familiar with these procedures: 
	
	

	a.	An expiration date is printed on each card? 
	
	

	b.	An annual fee for the card is assessed (refer to the most current fee schedule)? 
	
	

	c.	Before reissuing debit cards, personnel review the account for charged-off balances or other negative credit experiences with the account holder? When such information exists, the card is not reissued? 
	
	

	9.	Are personnel handling card issuance and re-issuance following member procedures? 
	
	

	10.	Select a sample of active debit card account files on cards recently reissued.	Is there evidence that a credit review was performed before reissuance? 
	
	

	a.	Were cards not reissued when a negative credit experience was noted in the credit review? 
	
	

	D.	Accounting Function

	1.	Interview appropriate accounting personnel. Do they handle and have a sufficient understanding regarding the following activities: 
	
	

	a.	Daily records are maintained that summarize transaction details, i.e., charges, cash advances, payments received, and interest and fees collected, to support general ledger accounts? 
	
	

	b.	Debit cards are prepared, posted, and reconciled daily to the appropriate general ledger accounts? 
	
	

	c.	Reconciling items are investigated daily? 
	
	

	d.	Delinquent account requests and past-due notices are checked to the trial balances used in reconciling debit card records to general ledger accounts? 
	
	

	e.	Inquiries about loan balances are investigated on an “as-requested” basis? 
	
	

	2.	Is it evident that personnel handling the accounting tasks are not also handling the custody of assets, for example, the following: 
	
	

	a.	Handling cash or checks received on the accounts? 
	
	

	b.	Issuing checks or drafts associated with cash advances? 
	
	

	E.	Management Oversight

	1.	Review the debit card monitoring report. Do the following types of accounts appear: 
	
	

	a.	Accounts on which the outstanding balance exceeds the maximum credit limit? 
	
	

	b.	Accounts that remain at an inactive, positive balance? 
	
	

	c.	Accounts that remain close to or at the maximum credit limit? 
	
	

	d.	Accounts for which payments are made by drawing on reserves? 
	
	

	e.	Accounts on which a hold is placed? 
	
	

	2.	Does management actually review this report and take appropriate action on those accounts presenting an increasing risk of delinquency? 
	
	

	3.	Does management also review the following reports:
	
	

	a.	Monitoring card failure reports?
	
	

	b.	Lost-card reports to monitor value?
	
	

	c.	Lost-card report to track those cards where value is restored to cardholders?
	
	

	d.	Lost-card verification reports to track different scenarios, e.g., cardholders who frequently lose their cards?
	
	

	e.	System-wide product-fault reports to monitor and isolate problems by card, terminal, or manufacturer?
	
	

	f.	Card-usage reports (Impacts number of security keys, versions of hardware, software, etc.)?
	
	

	g.	Security alert reports detailing attacks, breaches, by cards and/or terminals. Should detect faulty cards, as well as fraudulent cards and/or terminals?
	
	

	h.	Application-specific reports that track usage such as loyalty points earned, loyalty points redeemed, number of certifications used or mitigated?
	
	

	i.	Inventory reports of unused or non-issued cards?
	
	

	F.	Past Due Accounts

	1.	Review the procedures for handling delinquent accounts with appropriate personnel.	Are personnel adhering to the following procedures: 
	
	

	a.	The collections department sends a letter to holders of accounts 30 days or more past due during the first month in an effort to collect the funds? 
	
	

	b.	In the second month and thereafter, the collections department contacts the holders of the delinquent accounts by phone in an effort to collect the funds? 
	
	

	c.	The collections area maintains a customer contact record, detailing the following information: 
	
	

	· Date and time of each call? 
	
	

	· Brief comments on the nature of the conversation, including any actions the customer agreed to and the date the actions will be taken? 
	
	

	d.	On a monthly basis, appropriate personnel conduct a review of every delinquent account to determine the delinquency trend and status of the accounts? 
	
	

	e.	The review includes information contained in the customer contact record and the reliability of the customer’s promised actions? 
	
	

	2.	Review a sample of accounts appearing on the delinquency report.	Are collections personnel contacting the account holders regarding the amounts owed to the member? 
	
	

	G.	Charge-Offs

	1.	Is it evident that the following criteria are used to determine when debit card accounts will be charged off: 
	
	

	a.	Debit card accounts that are 120 days past due? 
	
	

	b.	Accounts deemed to be uncollectible after exhaustive attempts at rehabilitation and/or collection have failed? 
	
	

	c.	Accounts that have little to no value with respect to the balance sheet? 
	
	

	d.	Accounts directed to be charged off by regulatory agency examiners? 
	
	

	e.	Charge-off occurs on receipt of the examination report? 
	
	

	2.	Does a senior lending officer initiate full or partial charge-offs? 
	
	

	3.	Does the president (or credit review committee) approve full or partial charge-offs? 
	
	

	4.	Trace the charge-off report items to the list of approved charge-offs found in the board minutes. Were the necessary approvals obtained? 
	
	

	5.	Was charge-off information withheld from account holders since they are still liable to pay off the debt? 
	
	

	a.	Do collections personnel continue to pursue payment of charged-off principal and interest? 
	
	

	H.	Billing and Invoicing Procedures

	1.	Review billing procedures with appropriate personnel. Are the following billing procedures adhered to: 
	
	

	a.	All cardholders with a balance exceeding zero are issued a bill? 
	
	

	b.	All cardholders who pay the balance in full pay no interest on the balance? 
	
	

	c.	All cardholders who pay a portion of the balance pay at least an amount equal to or greater than the minimum monthly balance? 
	
	

	d.	All cardholders who pay a portion of the balance pay interest on the unpaid portion of the balance? 
	
	

	e.	When cardholders obtain cash advances through their debit card, interest is charged on the balance from the date the cash advance is made? 
	
	

	2.	Review a sample of billing statements. Are the billing instructions in agreement with the policy? 
	
	

	a.	Does the billing statement clearly indicate card charges vs. cash advances? 
	
	

	b.	Re-compute interest on billing statements. Are actual interest billing practices in agreement with policy? 
	
	

	c.	Are bills being sent on accounts with zero balances? 
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	Question
	Yes/No
	Comments

	A.	Regulatory Risk and Administrative Issues

	1.	Does the policy address identified regulatory risk?
	
	

	2.	Is responsibility for maintaining and updating the elements of the policy assigned?
	
	

	3.	Was the policy approved by the board?
	
	

		Date of last approval:______________
	
	

	4.	Has the board assigned a designee to review this policy in its place?
	
	

		Name of designee:__________________
	
	

	5.	Does the policy contain a statement of need and purpose?
	
	

	B.	General Objectives 

	1.	Do the general objectives of the prepaid cards division policy include the following?
	
	

	a.	Identify the responsibilities, risks, accountability, and authority of the senior management committee and relevant bank officers.
	
	

	b.	Establish the criteria to analyze the risks and projected profitability of processing prepaid card sales, related transactions, and use of funds.
	
	

	c.	Detail specific liability controls.
	
	

	d.	Establish agent and merchant approval guidelines.
	
	

	e.	Mandate due diligence levels and the appropriate legal review of all third-party service provider relationships.
	
	

	f.	Provide the general framework for establishing procedures for the prepaid cards division programs, including development, implementation, and transaction processing. These procedures are designed to protect the safety and soundness of the activity and the bank’s overall condition.
	
	

	g.	Establish requirements for financial and operational reporting.
	
	

	h.	Detail guidelines for internal audit and monitoring inspections, as well as independent testing of contingency planning and backup support.
	
	

	i.	Ensure program compliance with all applicable regulations.
	
	

	C.	Specific Goals

	1.	Does the bank’s prepaid cards division policy include the following as specific goals?
	
	

	a.	Provide guidelines regarding the development and design of prepaid card programs.
	
	



	Prepaid Cards (cont.)

	Question
	Yes/No
	Comments

	b.	Develop bank balance sheet and income statement risk parameters regarding prepaid card programs.
	
	

	c.	Detail general requirements for any agent representing the bank and servicing merchant customer contacts.
	
	

	d.	Develop, implement, and use management reporting systems to monitor agent activity, merchant sales and reserves, and customer activity.
	
	

	e.	Establish procedures for settlement, charge-offs, and loss reserves.
	
	

	f.	Identify criteria for the early detection of fraud.
	
	

	g.	Establish guidelines for the termination of an agent and/or merchant relationship.
	
	

	h.	Establish guidelines for approval agent bank processing, if requested.
	
	

	i.	Develop guidelines for using the services of independent service organizations and master service providers.
	
	

	j.	Create a policy exception tracking system.
	
	

	D.	Authority

	Prepaid Cards Division Committee

	1.	Does current policy require that the bank establish and maintain a prepaid cards division committee that will oversee the evaluation of all prepaid card initiatives, the review of agent activities, the monitoring of merchant activity, and oversight of overall prepaid card results?
	
	

	2.	Is the previously mentioned committee comprised of the group executive officer of prepaid solutions, the director of prepaid sales, the director of prepaid risk and finance, the director of prepaid implementation, and the director of prepaid information as required by policy?
	
	

	3.	Does the committee meet at least quarterly, with additional meetings being called by any member of the committee as deemed necessary as part of standard policy?
	
	

	4.	Using reports prepared by the prepaid card division, does the committee review and monitor the following?
	
	

	a.	Agent activity
	
	

	b.	Agent watch list
	
	

	c.	Merchant load activity
	
	

	d.	General agent and merchant profitability
	
	

	e.	Merchant ACH charge-backs
	
	

	f.	Fraud
	
	

	g.	Third-party activity
	
	

	h.	Program compliance with all applicable regulations
	
	

	i.	Any exceptions to this policy
	
	

	5.	Does current policy require that the committee be responsible for establishing appropriate reserve accounts at both agent level and merchant level?
	
	

	6.	According to policy, does the committee review and evaluate the following on at least a quarterly basis?
	
	

	a.	Individual agent profitability
	
	

	b.	Individual merchant profitability
	
	

	c.	The performance of any independent service organizations (ISOs) and the master data processing service providers, as well as the quality of services they provide
	
	

	d.	The prepaid group’s strategic plan, budget, and staffing
	
	

	e.	The adequacy of reserves
	
	

	f.	Concentrations
	
	

	g.	Major brand credit card issues
	
	

	h.	Gift card program issues
	
	

	i.	Corporate incentive card program issues
	
	

	j.	Payroll card program issues
	
	

	k.	Unbranded card issues
	
	

	Prepaid Cards Division Executive Officer

	1.	According to policy, is the executive officer responsible for monitoring the daily activities of XYZ National Bank’s entire prepaid card operation?
	
	

	2.	Does policy require the executive officer to appoint a director of finance and risk?
	
	

	3.	Does current policy require a director of implementations who is responsible for all implementations and the merchant and agent files?
	
	

	E.	Risk Management

	1.	Does current policy require that XYZ National Bank identify, measure, and monitor various types of risks associated with each product or service and related daily business activities?
	
	

	2.	According to policy, does the board of directors consider an effective risk management approach to be comprised of several important factors that include the following?
	
	

	a.	Identifying the risk in each product or service
	
	

	b.	Understanding the implications of the risks involved in the product or service, depending on how the transaction or event occurs
	
	

	c.	Using appropriate, accurate, and timely monitoring tools to measure risk
	
	

	d.	Setting acceptable risk parameters for each prepaid card product offered by the bank
	
	

	e.	Maintaining risk at acceptable levels
	
	

	F.	Prepaid Cards Division

	1.	Does current policy ensure that the prepaid cards division develops a product profile sheet that details, at a minimum, the following?
	
	

	a.	Product description
	
	

	b.	Anticipated market for product and, if relevant, competing products
	
	

	c.	Investment costs to develop and bring product to market
	
	

	d.	Risk analysis (e.g., transaction risk, legal/regulatory risk, price risk, and liquidity risk)
	
	

	e.	Implementation schedule
	
	

	f.	Profitability analysis
	
	

	g.	Relationship to the bank’s overall strategic plan
	
	

	G.	Approval Limits

	1.	Does current policy ensure that individual agent volume limits are set and correlated as a percentage of the bank’s capital?
	
	

	H.	Acceptable Agents

	1.	According to policy, acceptable agents cannot attain a composite score of more than 47 per the policy scorecard and represent one of the following types of businesses or organizations:
	
	

	a.	Business to business
	
	

	b.	Trade associations
	
	

	c.	Retail vendors
	
	

	d.	Card association representative
	
	

	I.	Unacceptable Agents

	1.	As a general rule, do current policies recommend that the bank generally not accept applications or do business with an agent that has one or more of the following characteristics?
	
	

	a.	Felony conviction
	
	

	b.	Legal problems
	
	

	c.	Financial problems
	
	

	J.	Acceptable Merchants

	1.	Do policies recommend that an acceptable merchant attain a composite score of 47 or less and represent one of the following types of businesses or organizations?
	
	

	a.	Merchants that have been in operation for more than 36 months
	
	

	b.	Merchants that are deemed acceptable businesses
	
	

	K.	Qualified Merchants

	1.	As part of current policy, are agents allowed to solicit independent merchants that offer the products, services, or methods of sales listed below (each merchant will be reviewed and qualified on an individual basis by the bank)?
	
	

	a.	Products
	
	

	· Diet programs
	
	

	· Investment opportunities
	
	

	· Lotteries or raffles
	
	

	· Pawn shops
	
	

	· Vitamins
	
	

	b.	Services
	
	

	· Card rooms and/or gambling establishments
	
	

	· Consulting services
	
	

	· Massage parlors
	
	

	· Travel agencies
	
	

	· Collection agencies
	
	

	· Employment agencies
	
	

	· Resume service
	
	

	· Lawyers and/or law firms specializing in bankruptcy
	
	

	c.	Method of sales
	
	

	· Membership-type business
	
	

	· Sales generated from a noncommercial address
	
	

	· Gift cards for malls
	
	

	L.	Unacceptable Merchants

	1.	Does current policy ensure that agents soliciting independent merchants for participation in the prepaid cards division will generally not solicit any merchant that engages in the following types of business?
	
	

	a.	Merchants dealing in:
	
	

	· Drug paraphernalia
	
	

	· Pornographic/adult materials
	
	

	· Sex by phone
	
	

	· Time-share condo sales
	
	

	· Vacation package sales
	
	

	b.	Merchants providing:
	
	

	· Bail bond services
	
	

	· Unlicensed check cashing services
	
	

	· Companion or escort services
	
	

	· Credit card protection services
	
	

	· Sexual encounter services
	
	

	c.	Merchants with the following types of sales methods:
	
	

	· Multi-level marketing
	
	

	· Multi-level marketing internet
	
	

	· Inbound/outbound telemarketers
	
	

	· Prepaid dues
	
	

	· Prize giveaways
	
	

	· Mail/phone order business that does not meet the criteria of an acceptable business
	
	

	· Merchants offering low-quality products or services
	
	

	M.	Concentrations

	1.	Does current policy require XYZ National Bank to limit its concentration of merchants by type of annual activity to 25 percent of the bank’s tier 1 capital?
	
	

	2.	Are policies followed in which the prepaid cards division codes all merchants with the Standard Industrial Classification number to determine concentrations?
	
	

	N. 	Pricing

	1.	According to policy, is the model for pricing detailed in the supporting procedures manual, and do components of the model specifically address the following parameters?
	
	

	a.	Program parameters
	
	

	b.	Fixed-fee items
	
	

	c.	Variable-fee items
	
	

	d.	Transaction items
	
	

	e.	Miscellaneous items
	
	

	f.	Revenue splits
	
	

	2.	When following current policy, is pricing done in such a way that it remains competitive as well as profitable by using the following activities?
	
	

	a.	Number of electronic data collection transactions
	
	

	b.	Direct and indirect costs of operational support
	
	

	c.	Number of voice authorizations
	
	

	d.	Number of electronic authorizations
	
	

	e.	Number of ACH charge-backs
	
	

	f.	Anticipated amount of time required for charge-back resolutions research and EDC (electronic data collection) balancing
	
	

	O.	Settlement

	1.	As part of standard policy, is a written agreement necessary from each agent and each merchant detailing specific responsibilities and payment arrangements?
	
	

	2.	Do current policies ensure that when dealing with settlements involving the issuing bank, processor, or any third-party vendor, it is be done on a daily basis through an automated clearinghouse?
	
	

	P.	Merchant Reserves 

	1.	Do current policies require that XYZ National Bank meet one of the following criteria to maintain additional reserve account balances?
	
	

	a.	Present a higher than average degree of risk.
	
	

	b.	Are involved in a new business venture.
	
	

	c.	Have current activity that warrants a merchant reserve.
	
	

	d.	Fall outside the guidelines established by this policy.
	
	

	2.	Is a reserve required by XYZ National Bank for all merchants?
	
	

	P.	Agent Reserves

	1.	Does current policy ensure that XYZ National Bank requires all merchants to have a reserve?
	
	

	2.	In addition to agents having a reserve, does policy mandate that they maintain additional reserve account balances if they:
	
	

	a.	Present a higher than average degree of risk?
	
	

	b.	Are susceptible to high daily load levels for the merchants that they represent?
	
	

	c.	Are involved in a new business venture?
	
	

	d.	Fall outside the guidelines established by this policy?
	
	

	Q.	Merchant ACH Charge-Backs

	1.	Are policies followed in which XYZ National Bank maintains a permanent log of all merchant ACH charge-backs for loads on cards?
	
	

	2.	Are merchants expected to provide copies of signed drafts on request as part of the current policy?
	
	

	R.	Detection of Fraud

	1.	Does current policy ensure that the prepaid cards division officer and staff members are appropriately trained in fraud detection and control?
	
	

	2.	To help minimize fraud, are policies in place in which the prepaid cards division identifies acceptable parameters tailored to each merchant’s expected sales activity? The following parameters are those that should be identified for each merchant:
	
	

	a.	Average ticket size
	
	

	b.	Daily volume
	
	

	c.	Multiple tickets of same dollar amount
	
	

	d.	Swiped
	
	

	e.	Multiple use of same cardholder number
	
	

	S.	Charge-Offs

	1.	Does current policy recommend that the board of directors charge off all ACH charge-backs that have remained unresolved for more than seven days?
	
	

	2.	Does policy state that ACH charge-backs in the process of collection when payment is expected within the next 30 days are still acceptable?
	
	

	T.	Prepaid Cards Division Loss Reserve

	1.	Does XYZ National Bank maintain a prepaid cards division loss reserve of at least 1 percent of the monthly load volume for those cards where credit is given on the card before the funds are received?
	
	

	2.	Does the prepaid cards division committee review and analyze the adequacy of this reserve monthly when properly adhering to current policy?
	
	

	U.	On-Site Inspections

	1.	Do current policies require the prepaid cards division or its designee to conduct an on-site inspection, at least annually, of each merchant whose weekly load volume exceeds $100,000?
	
	

	2.	Does current policy recommend general report summaries be created, including the merchant’s condition, evaluation of inventory levels, the type of business, and any changes in personnel or merchandise?
	
	

	V.	Merchant Terminations

	1.	Has the bank reserved the right to terminate its relationship with any merchant who fails to meet the standards established for prepaid cards division processing in its policy?
	
	

	2.	Are valid reasons for termination of a merchant listed in the policy?
	
	

	W.	Agent Banks

	1.	Do all agent bank relationships require the approval of the prepaid cards division officer according to policy?
	
	

	2.	Does current policy state that XYZ National Bank reserves the right to terminate its relationship with any agent bank if that bank fails to continue to maintain a satisfactory relationship with XYZ National Bank?
	
	

	X.	Member Service Providers (MSP)

	1.	Do current polices allow the bank to engage the services of an MSP without the prior approval of the board of directors, following the recommendation of the prepaid cards division committee?
	
	

	2.	Does the prepaid cards division officer compile the following information on all MSP applications for review and approval of the prepaid cards division committee as recommended by policy?
	
	

	a.	Bank and trade references
	
	

	b.	Completed major credit card MSP application, if applicable
	
	

	c.	Major credit card clearance with past violation report, if applicable
	
	

	d.	Analysis of MSP reserve account requirements
	
	

	e.	Tax returns for the past three years
	
	

	3.	Does current policy ensure that written contracts with MSPs identify the MSPs specific responsibilities, compensation, and allowable uses of the bank’s name?
	
	

	Y.	Agents

	1.	Does the bank’s prepaid card division maintain separate files for each agent as recommended by policy?
	
	

	2.	Does current policy ensure that the prepaid card executive officer compiles the following information on all agent applications for the review and approval of the prepaid card committee?
	
	

	a.	The agent’s territory
	
	

	b.	Background checks on the business and its principals, including financial statements and credit reports
	
	

	c.	Bank and trade references
	
	

	d.	Completed major credit card agent applications
	
	

	e.	Major credit card clearance with past violation report
	
	

	f.	Analysis of potential agent reserve account requirements
	
	

	g.	Tax returns and/or annual audits for the past three years, if available
	
	

	3.	If relevant, is it stated in the policy that the agent, based on risk exposure to the bank, will provide that portion of its disaster recovery/business resumption plan as it relates to the recovery of the bank’s services and operations?
	
	

	Z.	Insurance

	1.	Does current policy ensure that the prepaid cards division executive officer has responsibility to review no less than annually insurance products that provide additional risk management support?
	
	

	2.	Does insurance coverage cover dollar amounts of the risk floor limits for merchant and agent reserves, as well as individual card limits, as recommended by policy?
	
	

	AA.	Policy Exceptions

	1.	Policy exceptions should occur infrequently. If an exception to a specific policy requirement or related procedure occurs, it may indicate operational or control problems within the department. Therefore, is it a policy to check overall effectiveness in these areas when policy exceptions are in question?
	
	

	2.	Does current policy ensure that a policy exception memorandum will be copied to the prepaid cards division and board of directors, as well as tracked by XYZ National Bank’s policy exception report?
	
	

	BB.	Audit

	1.	Does XYZ National Bank’s internal audit staff conduct an audit of the prepaid cards division at least annually as required by policy?
	
	

	2.	Does policy require XYZ National Bank to review the audit reports of all third-party organizations, such as agents and MSPs, to determine the adequacy of controls and financial stability of the third party?
	
	

	CC.	Training

	1.	Does current policy ensure that the prepaid cards division staff will receive regular annual training through internal staff meetings as well as an annual one-day training seminar?
	
	

	2.	Do officers of the prepaid cards division attend at least one conference a year to stay current with emerging trends and issues in the prepaid card business, as recommended by current policy?
	
	




