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	Question
	Yes/No
	Comments

	Preplanning 

	1.	To develop a financial business contingency plan, the following elements are recommended (as applicable to the financial institution’s size):
	
	

	a.	Determine incident management responsibility and authority.
	
	

	b.	Assess security:
	
	

	· Conduct a security survey. Note a financial institution’s assets, define their value, and identify potential threats.
	
	

	· Estimate probability. When security planning for disaster recover, consider the more ways a particular event can occur, the greater probability of it occurring.
	
	

	· Command and control. To manage the following:
	
	

	· Determine the criticality of assets. Consider both the direct and indirect costs that will result from the loss of the asset.
	
	

	· Access control. Regulate who is able to enter a building.
	
	

	–	Intrusion detection
		
	

	–	Surveillance 
	
	

	· Occupant (Renters) Control (if applicable). Renters should be aware of plan.
	
	

	· Manage the system
	
	

	· Network operations
	
	

	· Hardware maintenance
	
	

	c.	Describe intangible and tangible assets, such as human resources, real estate, and equipment.
	
	

	d.	Designate all delivery channels and touch points and expectations for each.
	
	

	e.	Ascertain overall recovery requirements (safety and security needs, as well as thresholds for time and money).
	
	

	f.	Document all legal and regulatory compliance issues.
	
	

	g.	Verify various levels of asset protection and the limits and expectations for each.
	
	

	h.	List products and services and the limits and expectations for each.
	
	

	i.	Establish the resources and strategies the financial institution needs to provide the highest levels of asset protection and to achieve your requirements in light of your priorities.
	
	



	Contingency Planning (cont.)

	Question
	Yes/No
	Comments

	j.	Develop recovery strategies for assets, business areas, and processes, based on priority.
	
	

	k.	Designate a preliminary business continuity plan.
	
	

	l.	Validate the plan through testing.
	
	

	m.	Train recovery personnel on the plan using documentation. 
	
	

	Management 

	1.	Has senior management support been secured? 
	
	

	2.	Is there a definition of the plan scope (e.g., entire financial institution, selected departments)? 
	
	

	3.	Is the risk assessment completed? 
	
	

	4.	Have the response, recovery, and restoration strategies been defined? 
	
	

	5.	Does a definition exist for information backup, storage, and recovery procedures? 
	
	

	6.	Is the identification of primary and backup suppliers and network carriers completed? 
	
	

	7.	Is there verification that third-party suppliers have business contingency plans? 
	
	

	8.	Are alternate recovery location(s) for IT/telecom systems available? 
	
	

	9.	Is alternate recovery space(s) for employees available? 
	
	

	10.	Are recovery time objectives and recovery point objectives defined? 
	
	

	11.	Is there clarification of who can declare a disaster? 
	
	

	12.	Have priorities be sent for response, recovery, and restoration activities? 
	
	

	13.	Does documentation of plan policies and procedures exist? 
	
	

	14.	Does documentation of the plan being exercised exist? 
	
	

	15.	Does documentation of maintenance procedures exist? 
	
	

	16.	Are the plan distribution and updating procedures defined? 
	
	

	17.	Are security procedures included in the contingency plan? 
	
	

	18.	Have awareness and training programs been completed? 
	
	

	19.	Are coordination plans with local, state, and federal authorities in existence? 
	
	

	Retail Operations 

	1.	Are cash deposits processed intact daily by the depository institution? 
	
	

	2.	Are the deposits prepared by or checked in detail by someone other than the tellers? If so, are they controlled to the depository institution and not accessible to the teller? 
	
	

	3.	Are deposits adequately controlled between the time they are prepared and the time they leave the financial institution’s custody? 
	
	

	4.	If deposits are kept overnight, are satisfactory safekeeping procedures followed? Who has the key to the deposit bag? 
	
	

	5.	Are the deposits transmitted to the depository institution in a locked bag and/or by armored express? 
	
	

	6.	Is each day’s total deposit agreed to the grand total of all tellers’ totals by a person other than the teller? 
	
	

	7.	Are duplicate deposit slips preserved for two years? 
	
	

	8.	Are all accounts reconciled on a regular (no less than monthly) basis? 
	
	

	Wire Transfer Operations 

	1.	Are employees cross-trained to handle wire transfers? 
	
	

	2.	Are employees familiar with security procedures? 
	
	

	3.	Is there an operating manual available regarding specific procedures? 
	
	

	4.	Do employees compare the signature on a wire request with the customer’s signature card? 
	
	

	5.	Are customers contacted to confirm wires? 
	
	

	At what dollar amount? ____________________________ 
	
	

	6.	Has the financial institution established guidelines for the amount of information necessary regarding a telephone request for a wire transfer? 
	
	

	7.	Are all transfers (in-out) balanced at the end of the work day? 
	
	

	8.	Does the audit department undertake a periodic audit of the wire transfer unit? 
	
	

	9.	Are all supporting documents initialed by employees? 
	
	

	10.	Are income and expense items properly accounted for? 
	
	

	11.	Are wire transfer activities covered under the financial institution’s insurance coverage? 
	
	

	12.	Do operating agreements between financial institution, vendors, and financial institution customers clearly delineate responsibilities of all parties in case of an emergency? 
	
	

	13.	Does the financial institution maintain for a period of five years a record of advises, requests, or instructions given to another domestic financial institution regarding a transaction intended to result in the transfer of funds to a person, account, or place outside the United States? 
	
	

	14.	Does the financial institution retain for a period of five years an original or copy of any document granting signature authority on wire transfers from accounts? 
	
	

	Loan Department 

	1.	Is an overall test of real estate loan interest income performed? 
	
	

	2.	Does the financial institution periodically verify loans by correspondence with borrowers? 
	
	

	3.	Does the financial institution maintain a satisfactory record of loan commitments? 
	
	

	4.	Is a monthly list of delinquent loans and loans in foreclosure prepared and is the board notified? 
	
	

	5.	Are the functions of collecting and processing loan payments and preparation of delinquency lists prepared by employees not associated with the underwriting? 
	
	

	Collections 

	1.	Is access to the collection area controlled? 
	
	

	2.	Are permanent registers kept for incoming and outgoing collection items? 
	
	

	3.	Are all collections indexed in the collection register? 
	
	

	4.	Do such registers furnish a complete history of the origin and final disposition of each collecting item? 
	
	

	5.	Are receipts issued to customers for all items received for collection? 
	
	

	6.	Are serial numbers or prenumbered forms assigned to each collection item and all related papers? 
	
	

	7.	Is a record kept to show the various collection items which have been paid and credited as a part of the day’s business? 
	
	

	8.	Is an itemized daily summary made of all collection fees, showing collection numbers and amounts? 
	
	

	9.	Are employees handling collection items periodically rotated, without advance notification, to other duties? 
	
	

	10.	Is the employee handling collection items required to make settlement with the customer on the same business day that payment of the item is received? 
	
	

	11.	Does the financial institution have an established policy of not allowing the customer additional credit until final payment is received? 
	
	

	12.	In the event of nonpayment of a collection item, is the customer notified and the item promptly returned? 
	
	

	13.	Are collection files locked when the employee handling such items is absent? 
	
	

	Network Administration 

	1.	Does the server policy adequately address: 
	
	

	a.	Cost/benefit analysis? 
	
	

	b.	Hardware and software purchases? 
	
	

	c.	Software development? 
	
	

	d.	Security issues? 
	
	

	e.	Control procedures? 
	
	

	f.	Contingency planning? 
	
	

	g.	Unauthorized software use? 
	
	

	2.	If the servers have access to the mainframe: 
	
	

	a.	Is access controlled via call-back or password procedures? 
	
	

	b.	Are there procedures to ensure that the integrity of downloaded data is maintained in further processing? 
	
	

	c.	Are there procedures to control uploading data? 
	
	

	3.	Is access to servers adequately controlled during both business and nonbusiness hours? 
	
	

	4.	Are procedures adequate to provide for separation of duties for origination, input, and output reconciliation? 
	
	

	5.	If a server is used for multiple purposes: 
	
	

	a.	Is there adequate security to limit particular software to authorized users? 
	
	

	b.	If passwords are used, are they properly administered? 
	
	

	6.	Is electronic media properly controlled and stored? 
	
	

	7.	Are employees properly trained in contingency procedures? 
	
	

	8.	Do controls over programs: 
	
	

	a.	Prohibit unauthorized copying? 
	
	

	b.	Provide adequate protection from viruses? 
	
	

	c.	Ensure program integrity? 
	
	

	9.	Do server procedures provide for: 
	
	

	a.	Backup of critical programs and data files? 
	
	

	b.	Appropriate frequency of backup? 
	
	

	c.	Off-site storage? 
	
	

	10.	Does the financial institution have a PC policy? 
	
	

	11.	Does the department operate under the PC policy? 
	
	

	12.	Are there any discrepancies from policy that you can detect (e.g., unauthorized in-house-developed software, inadequate documentation)? 
	
	

	13.	Are computers physically locked when not in use? 
	
	

	14.	Is the software physically locked up when not in use? 
	
	

	15.	Is there any inventory detailing all available software? 
	
	

	16.	Are all the software and data files accounted for? 
	
	

	17.	Is the backup/recovery procedure documented in sufficient detail to allow each of the operators to follow procedures? 
	
	

	18.	Has the backup/recovery procedure been tested? 
	
	

	19.	Is there a maintenance agreement on hardware? If not, does the financial institution have a regular maintenance program? 
	
	

	20.	Is access to the computer limited to specific individuals? 
	
	

	21.	Is one person responsible for authorizing access to the computer? 
	
	

	22.	Is access to and use of the computer monitored? 
	
	

	23.	Are unauthorized users reported? 
	
	

	24.	Is follow-up adequate to deter further usage? 
	
	

	25.	Are PCs required to download periodically to a diskette? 
	
	

	26.	Have employees with PCs received instruction on how to protect their data? 
	
	

	27.	Do the PCs require passwords? 
	
	

	28.	Are passwords updated on a regular basis? 
	
	

	29.	Are all diskettes kept in a secure place? 
	
	

	30.	In the financial institution’s contingency plan, are PCs discussed? 
	
	

	IRA Department 

	1.	Are individual retirement accounts (IRAs) being properly opened by employees according to policy and procedures? 
	
	

	2.	Is the financial institution aware of and has it drafted policies/procedures regarding the Roth IRA? 
	
	

	3.	Is the financial institution aware of and has it drafted policies/procedures regarding educational IRAs? 
	
	

	4.	Are deposit certificates removed from the open file when they are cashed in or rolled over? 
	
	

	5.	Is there a subsidiary ledger that inventories these accounts? 
	
	

	6.	Are all records regarding these deposit accounts accurate? 
	
	

	Loans Secured by Deposit Accounts 

	1.	Are loans approved by an officer not otherwise connected with the processing of the loan after a review of related documents and collateral? 
	
	

	2.	Is the officer who approves the loan prohibited from disbursing loan funds? 
	
	

	3.	Are disbursements of loan funds made only by check? 
	
	

	4.	Are the details of loans secured by bank stock recorded in the collateral register book? 
	
	

	5.	Are the proper labels placed on these accounts? 
	
	

	6.	Does the note contain an escalator clause which provides for an increase in the interest rate when the interest rate on the collateral is increased? 
	
	

	7.	Are interest calculations tested for reasonableness by someone other than the person originally calculating the interest? 
	
	

	8.	Are loans recorded on the books immediately after closing? 
	
	

	9.	Is the trial balance reconciled to the general ledger on a monthly basis? 
	
	

	10.	Are loan documents canceled and returned to the borrower when the loan is repaid? 
	
	

	11.	Are there controls in place, such as holds on accounts, to prevent unauthorized transactions against the accounts pledged as collateral? 
	
	

	Deposit Accounts 

	1.	Is the deposit trial balance reconciled to the general ledger on at least a monthly basis? 
	
	

	2.	Are the deposit controls reconciled to proof totals and general ledger totals on a daily basis? 
	
	

	3.	Is the deposit reconciliation reviewed by an employee who is not responsible for deposits? 
	
	

	4.	Is a daily report identifying overdraft accounts prepared and is the appropriate follow-up made? 
	
	

	5.	Are tellers, including relief tellers, prohibited from issuing new accounts? 
	
	

	6.	Does the financial institution require signature cards on all accounts? 
	
	

	7.	Are passbooks and deposit certificates renumbered and is an accounting made of the numerical sequence on a regular basis? 
	
	

	8.	Are tellers prohibited from preparing transaction tickets for customers? 
	
	

	9.	Are all transaction tickets machine validated? 
	
	

	10.	Is presentation of a passbook or deposit certificate required for withdrawals? 
	
	

	11.	Are corrections of errors approved by the head teller? 
	
	

	12.	Are written authorizations obtained on all accounts when no mail has been requested? 
	
	

	13.	Is a listing of transactions by processing teller prepared daily? 
	
	

	14.	Are the following reports prepared daily? 
	
	

	a.	New account report 
	
	

	b.	Closed account report 
	
	

	c.	Transferred account report 
	
	

	d.	Withdrawal over a specified amount 
	
	

	e.	Activity in inactive accounts 
	
	

	f.	Interoffice activity 
	
	

	g.	Withdrawals on accounts in a controlled status 
	
	

	15.	Is a record maintained of taxpayer identification numbers? 
	
	

	16.	Are procedures in place to ensure that all holds are established promptly? 
	
	

	17.	Is authorization required to remove a hold code previously placed on an account? 
	
	

	18.	Does the financial institution have in place controls, such as flagging records to prevent unauthorized transactions against accounts that are dormant, pledged as collateral, lost passbook, etc.? 
	
	

	19.	Are employee accounts reviewed on a regular basis for unusual activity? 
	
	

	20.	Does the financial institution prepare a list of closed accounts on a daily basis, and is the list reviewed by an officer not responsible for the deposit function? 
	
	

	21.	Are passbooks, deposit certificates, and signature cards of closed accounts canceled when the account is closed? 
	
	

	22.	Are verifications in the form of goodwill letters mailed under the control of a person other than a teller on all closed accounts? 
	
	

	23.	Are the numbers applicable to closed accounts subject to reuse? 
	
	

	24.	For accounts that do have statements, are statements mailed to the customers at least on a quarterly basis? 
	
	

	25.	Does the financial institution maintain control over no-mail statements? 
	
	

	26.	Does the financial institution maintain current addresses for no-mail accounts? 
	
	

	27.	Is inactive status unchanged by dividend updating? 
	
	

	28.	Is separate control maintained over inactive accounts? 
	
	

	29.	Does the financial institution have procedures to ensure that all transactions affecting inactive accounts are verified against signature cards and approved by the appropriate officer? 
	
	

	30.	Does the financial institution mail confirmations to customers of inactive accounts on a periodic basis? 
	
	

	31.	Are reports of dormant accounts prepared on a regular basis? 
	
	

	32.	Are dormant accounts reviewed to determine which accounts are subject to escheat laws? 
	
	

	33.	Are detailed dividend accrual records maintained and are they reconciled to the general ledger on a monthly basis? 
	
	

	34.	Are the monthly yields on accounts reviewed on a monthly basis? 
	
	

	35.	Are dividends credited to new accounts reviewed to determine that the dividend rate used for the calculations was proper? 
	
	

	36.	Are procedures in place to ensure against paying out uncleared funds? 
	
	

	37.	If a passbook or certificate is reported lost, is the account closed and a new account opened? 
	
	

	38.	Is the date of last transaction changed by: 
	
	

	a.	A zero transaction? 
	
	

	b.	Check cashing hold code? 
	
	

	c.	Dividend posting? 
	
	

	39.	Does the financial institution have procedures to ensure that 1099s are mailed to all customers? 
	
	

	40.	Are procedures in place to monitor cash transactions of more than $10,000? 
	
	

	41.	Are procedures in place to monitor the currency transaction? 
	
	

	Customer Deposit and Loan Accounts 

	1.	Are monthly deposit and loan trial balance tapes prepared by employees other than those who post the accounts? 
	
	

	2.	Are the balancing of the deposit and loan accounts with general ledger control accounts and the maintenance of the journal and cash record and the general ledger assigned to employees who do not serve as tellers? 
	
	

	3.	Are deposit accounts in which there has been no activity (except dividends) for a year or more segregated from active accounts? 
	
	

	4.	Do customers receive statements of their deposit accounts that may be accessed by EFTs at least on a quarterly basis? 
	
	

	5.	Do customers receive statements of their deposit draft accounts at least on a monthly basis? 
	
	

	6.	Do customer statements show all transactions since the last statement date? 
	
	

	7.	Are individual ledger cards kept in a fire-resistant file cabinet and locked in a vault at night? 
	
	

	8.	Is each computer-processed transaction properly identified for the processor? 
	
	

	9.	Does staff prepare transaction totals to compare the computer processing results with predetermined entries in the journal and cash record? 
	
	

	10.	Are suitable exception reports prepared to present unapplied transactions? 
	
	

	11.	Are unapplied exceptions corrected the following business day and resubmitted to the processing facility? 
	
	

	12.	Are all customer accounts printed on the computer report whether or not they have been updated with a current transaction? 
	
	

	13.	Does the last activity date show on each customer account? 
	
	

	14.	Do the customers’ individual deposit and loan ledger and customer statements have: 
	
	

	a.	Each transaction listed individually and chronologically? 
	
	

	b.	New balance after each transaction? 
	
	

	c.	Loan transactions presented so that transactions for each loan can be identified if more than one loan is included on the statement? 
	
	

	15.	Is the file of customers’ signature cards (applications for customer account) maintained currently, that is, on a daily basis? 
	
	

	16.	Are mailing addresses of customers kept up-to-date? 
	
	

	17.	Are employees other than bookkeepers used in preparing and mailing statements? 
	
	

	18.	Is a record kept to show the names of employees preparing statements for mailing so that their duties can be rotated? 
	
	

	19.	Do all customers receive periodic statements showing all transactions since the last settlement date? 
	
	

	20.	Do the customers’ computer-prepared individual deposit and loan statements of account show: 
	
	

	a.	Each transaction listed individually and chronologically? 
	
	

	b.	New balances after each transaction? 
	
	

	c.	Separate listings so that transactions for each loan can be identified if more than one loan is included on the statement? 
	
	

	21.	Will accounts opened or closed appear on a computer record report? 
	
	

	22.	Does an officer of the financial institution review this report? 
	
	

	23.	Does the Executive Management Committee receive a copy of the report to complete its confidential records? 
	
	

	Automated Teller Machines 

	1.	Does the financial institution maintain adequate security for automated teller machines (ATMs)? 
	
	

	2.	Are the areas surrounding the ATMs well-lighted? 
	
	

	3.	Do the ATM sites comply with the requirements of the Americans with Disabilities Act? 
	
	

	4.	Do the receipts generated by ATMs contain all necessary information? 
	
	

	5.	Are ATMs programmed to capture cards that are either lost or stolen? 
	
	

	6.	Are financial institution personnel adequately trained in ATM operational procedures? 
	
	

	7.	Are sufficient internal controls in place to safeguard ATM funds and to prevent fraud or abuse? 
	
	

	8.	Do the financial institution’s ATM operations comply with applicable laws and regulations? 
	
	

	Home Banking Services 

	1.	Are policies and procedures written to cover the following: 
	
	

	a.	Planning and deployment? 
	
	

	b.	Operations? 
	
	

	c.	Legal and regulatory matters? 
	
	

	d.	Administration? 
	
	

	e.	Vendors and outsourcing? 
	
	

	2.	Was a feasibility report done before inaugurating home banking services? 
	
	

	3.	Was the internal routing and control factor finalized? 
	
	

	4.	Were the risk characteristics of the electronic payment system studied? 
	
	

	5.	Were home banking services discussed in strategic planning? 
	
	

	6.	Is there a plan that covers contingency planning and disaster recovery? 
	
	

	Right to Financial Privacy 

	1.	Does the financial institution have a policy on the right to financial privacy? 
	
	

	2.	Does the financial institution provide customers’ financial records to government authorities only after they government authority provides the properly authorized documents requesting such records? 
	
	

	3.	Is a log kept in a central area of all requests for financial records, including the copy of any such requests? 
	
	

	4.	Are the customers notified, when the financial institution is allowed, of the request to review the records? 
	
	

	Physical Security 

	1.	Does the financial institution follow the requirements of the board’s security policy? 
	
	

	2.	Does the financial institution’s security program provide for: 
	
	

	a.	A security officer? 
	
	

	b.	Currency limits? 
	
	

	c.	Procedures for safeguarding currency and negotiables? 
	
	

	d.	Bait money? 
	
	

	e.	Procedures for locking the vault? 
	
	

	f.	An employee responsible for security devices? 
	
	

	g.	Opening and closing procedures? 
	
	

	3.	Are employees trained in security matters, specifically robbery procedures? 
	
	

	a.	Are employees trained to address security matters in emergency situations? 
	
	

	4.	Are employees retrained periodically in security procedures? 
	
	

	5.	Does the security officer report to the board of directors at least annually? 
	
	

	Electronic Funds Transfer 

	1.	Does the financial institution verify the customer’s identity before authorizing use of an access device? 
	
	

	2.	Does the financial institution limit the customer’s liability for unauthorized use of a lost or stolen access device to $50 or actual loss if the customer notifies the financial institution within two business days from the date the customer becomes aware of the loss or theft? 
	
	

	3.	Does the financial institution make the following disclosures? 
	
	

	a.	A summary of the customer’s liability 
	
	

	b.	Telephone number or address of the office to be notified if unauthorized use occurs 
	
	

	c.	Financial institution’s business days 
	
	

	d.	The type of EFTs that may be made and the frequency and dollar amount limitations 
	
	

	e.	Charges 
	
	

	f.	Customer’s right to receive documentation 
	
	

	g.	Customer’s right to stop payment of a preauthorized EFT 
	
	

	h.	Summary of financial institution’s liability 
	
	

	i.	Error resolution procedures 
	
	

	4.	Does the financial institution issue a periodic statement with the following information? 
	
	

	a.	The amount of a transfer 
	
	

	b.	Date transfer was posted 
	
	

	c.	Type of transfer and account 
	
	

	d.	Location of terminal 
	
	

	e.	The name to whom funds were transferred 
	
	

	f.	The account numbers 
	
	

	g.	Total amount of charges or fees 
	
	

	h.	Beginning/ending balances 
	
	

	i.	Address/telephone number to report errors 
	
	

	5.	Has an error resolution procedure been implemented that will promptly investigate and resolve alleged errors within 10 business days? 
	
	

	6.	If the financial institution needs more than 10 days, does it: 
	
	

	a.	Inform the customer it may take up to 45 days? 
	
	

	b.	Recredit the customer’s account within 10 days? 
	
	

	c.	Report within two days if it has recredited the customer’s account pending resolution of the error? 
	
	

	d.	Give the customer full use of the funds? 
	
	

	7.	When the investigation is completed, does the financial institution do the following: 
	
	

	a.	Inform the customer that the provisional credit has been made final? 
	
	

	b.	Inform the customer in writing that the provisional credit is being removed? 
	
	

	c.	That after the provisional credit is removed, the financial institution will honor the customer’s drafts for five days to the extent that it would have covered them had the credit not been removed? 
	
	

	8	Does a review of the disclosures indicate the financial institution is in compliance? 
	
	

	9.	Does the financial institution maintain a log or tracking sheet regarding error resolution? (The regulation does not require this log, but the examiners expect it.) 
	
	

	Cash and Cash Items 

	1.	Are checks rejected when the collected balance of the customer’s deposit or deposit draft account is not sufficient to cover the item? 
	
	

	2.	Are there any cases when officers can approve overdrafts? 
	
	

	3.	Does an independent officer review all overdraft activity? 
	
	

	4.	Are controls in effect to prevent withdrawals of uncollected funds? 
	
	

	5.	Are returned items promptly recorded on the books and are adequate procedures in effect to control their ultimate disposition? 
	
	

	6.	Are all outstanding stale-dated financial institution checks periodically transferred to a liability account? 
	
	

	7.	If a petty cash fund is maintained, are all additions and withdrawals documented and is the fund balanced periodically? 
	
	

	8.	Are overages and shortages properly recorded in a cash over-and-short account, and are records maintained showing the teller involved? 
	
	

	9.	Are cash items appropriately recorded in the general ledger? 
	
	

	Financial Institution (Official) Checks 

	1.	Are two signatures (signer and approver) required on financial institution (official) checks? 
	
	

	2.	Are unsigned blank checks in the possession of an officer or employee who does not have singular signature authority? 
	
	

	3.	Is the supply of unused checks periodically reconciled to shipping invoices by persons without signature authority? 
	
	

	4.	Are duly authorized voucher checks filled out with amount and payee information before being dually signed? 
	
	

	5.	Are paid (canceled) checks reviewed for proper signatures and reconciled to vouchers? 
	
	

	6.	Are outstanding checks periodically reconciled to vouchers and liability accounts? 
	
	

	Wire Transfers

	1.	Does the financial institution have written wire transfer procedures? 
	
	

	2.	Does someone supervise the wire transfer activity to ensure compliance with the written policies and procedures? 
	
	

	3.	Are the procedures being consistently followed? 
	
	

	4.	Is the transfer of uncollected funds strictly forbidden? 
	
	

	5.	Is dual officer approval required on large dollar transfers? 
	
	

	6.	Are customer and/or financial institution verification call-backs required for wire transfers above an established dollar threshold? 
	
	

	7.	Are all securities transaction-related transfers made only after the verified receipt of securities? 
	
	

	8.	Are wire transfers balanced at least daily by a person independent of the transaction approval or processing? 
	
	

	9.	Does the financial institution have a dual entry/release system for wire transfers? That is, for computerized systems, does one employee input transfer instructions and another employee verify and release the transfer? 
	
	

	Investments and Securities 

	1.	Is documentation supporting account entries, brokers’ advice, and journal entries received and maintained by an employee independent of the authorized investment officer? 
	
	

	2.	Does the financial institution maintain an investment security ledger or worksheet that details all securities held and all security transactions? 
	
	

	3.	Is the security ledger, totals for principal, and accrued interest balanced to the general ledger at least monthly by an independent person? 
	
	

	4.	Are procedures in effect to ensure that all income due on the investment security portfolio is collected promptly? 
	
	

	5.	Are procedures in effect that will indicate any relationship between brokers who purchase securities for the financial institution and financial institution officers, directors, or employees? 
	
	

	6.	If the board of directors has authorized an officer to have sole authority to purchase and sell securities, is the authority limited to fixed dollar amounts above which a second officer must approve the transaction prior to its commitment? 
	
	

	7.	Are brokers/dealers prohibited from having discretionary trading authority? 
	
	

	8.	Are duties segregated so that persons executing transactions are prohibited from booking them? 
	
	

	9.	Are all securities transactions for delivery vs. payment? 
	
	

	10.	Are securities held on the premises of the financial institution? 
	
	

	Lending

	1.	Does the financial institution have and adhere to a written schedule of fees and rates being charged on new loans? 
	
	

	2.	Does financial institution policy limit the number or amount of loans involving any individual borrower? 
	
	

	3.	Is there a procedure of internal review to ensure compliance with the above policy by an employee who is independent of the loan approval process? 
	
	

	4.	If the financial institution maintains a reserve for loan loss account, are procedures in effect to periodically review and document the adequacy of the account? 
	
	

	5.	Does the financial institution defer loan fees in accordance with generally accepted accounting principles (GAAP) and not recognize fees as current period income? 
	
	

	6.	Is credit information either obtained or verified by employees independent of the loan officer? 
	
	

	7.	Is there a record system that lists the total of outstanding credits and commitments for each borrower? 
	
	

	8.	Are all notes and other loan documents kept in a vault or fire-resistant cabinet that is under dual control? 
	
	

	9.	Are periodic adjustments to adjustable-rate mortgage loans made in accordance with the terms of the note? 
	
	

	10.	Does the financial institution have written collection policies and procedures that are approved by the board? 
	
	

	11.	Do collectors document contact with borrowers and report promised action? 
	
	

	12.	Does the financial institution have procedures to assure that the necessary hazard, flood, and other insurance coverage are maintained throughout the life of a loan? 
	
	

	13.	Does the financial institution perform tests to determine that it is receiving the interest it is entitled to? 
	
	

	14.	Does an employee who is independent of the cash receipt and bookkeeping for interest receivable perform an analysis to determine if the yield on mortgages and investments actually received is in line with the weighted average coupon rate of such assets? 
	
	

	15.	Is such analysis documented? 
	
	

	16.	If mortgage loan interest is computed manually, is it checked by a second employee for accuracy? 
	
	

	17.	Are accounting entries for accrued interest receivable supported by proper explanations evidencing the nature and purpose of each entry and signed by a responsible employee? 
	
	

	Deposit Account Loans 

	1.	Are sufficient controls in effect to prevent a loan approver from disbursing loan proceeds? 
	
	

	2.	Does the note include an escalator clause which provides for an increase in the interest rate if the dividend rate is increased on the deposit accounts serving as security? 
	
	

	3.	Are pledged deposit accounts flagged with hold codes to alert tellers to these loans? 
	
	

	4.	Does withdrawal of pledged funds require a supervisory override? 
	
	

	5.	Are interest computations checked periodically as to accuracy? 
	
	

	6.	Are procedures in effect to ensure that the loan and accrued interest does not exceed the deposit account? 
	
	

	Other Real Estate Owned and in Judgment 

	1.	Are routine legal procedures followed which will result in a valid title to the property and evidence of such title? 
	
	

	2.	Is real estate acquired by the financial institution promptly appraised? 
	
	

	3.	Is a current appraisal used to establish the sales price of property? 
	
	

	4.	Are properties physically inspected at periodic intervals? 
	
	

	5.	Do such inspections indicate the condition of the property and occupancy status? 
	
	

	6.	Does the financial institution have maintenance procedures to ensure that properties will retain their market value? 
	
	

	7.	Are separate subsidiary records maintained for each parcel showing items capitalized, expenses, rentals? 
	
	

	8.	Are subsidiary ledgers for the individual properties balanced to the general ledger at least monthly? 
	
	

	9.	Are separate files maintained for each parcel of other real estate owned and are such files complete? 
	
	

	10.	Are controls maintained over the receipt of rental income? 
	
	

	11.	Does the financial institution’s advertising for the sale or rental of real estate owned comply with the provisions contained in the HUD advertising guidelines? 
	
	

	12.	Are agents who collect rents and/or manage properties bonded? 
	
	

	13.	Are security deposits properly controlled? 
	
	

	14.	Are procedures in effect to ensure that hazard insurance is maintained? 
	
	

	Fixed and Other Assets 

	1.	Is a detailed record kept of fixed assets owned by the financial institution? 
	
	

	2.	Are invoices retained in support of all additions to fixed assets? 
	
	

	3.	Is the accounting department informed of any major retirement of fixed assets? 
	
	

	4.	Are depreciation schedules supporting each asset or class of assets retained by the financial institution? 
	
	

	5.	Does the financial institution charge depreciation and amortization expenses at least quarterly? 
	
	

	6.	Does the financial institution retain evidence of valid titles for all properties owned? 
	
	

	7.	If the financial institution has rented space in its building, does it have adequate control over the recording and collection of rental income and the control and recording of expenses? 
	
	

	8.	Are there recordkeeping procedures to ensure that adequate supporting documentation is maintained for other assets acquired? 
	
	

	9.	Are journal entries prepared that show clearly the nature and purpose of each charge to expense from deferred accounts and evidence of approval by authorized personnel? 
	
	

	10.	Does the financial institution have effective control procedures for all large disbursements to ensure their propriety? 
	
	

	11.	Does the financial institution maintain a listing or subsidiary record of items comprising other assets? 
	
	

	Deposit Accounts 

	1.	Is there any limitation on the amount of withdrawal which may be paid without officer approval? If so, what is the amount? 
	
	

	2.	Are the deposit accounts balanced before and after posting of interest to ascertain correctness of total amount posted? 
	
	

	Deferred Credits 
	
	

	1.	Does the financial institution maintain records supporting the recognition of profits resulting from the sale of other real estate owned? 
	
	

	2.	Does the financial institution maintain records supporting loan acquisition credits deferred and earned, by semiannual periods? 
	
	

	3.	Are loan fees in excess of reasonable expenses amortized over the life of the loan? 
	
	

	Other Liabilities 

	1.	Does the financial institution maintain a detailed inventory or subsidiary record of items comprising other liabilities? 
	
	

	2.	Are periodic reconciliations of the activity in other liability accounts made? 
	
	

	Capital (Reserves, etc.) 
	
	

	3.	Are all transfers to and from the capital accounts reviewed by management and approved by the board? 
	
	

	4.	Are all transactions involving the capital accounts clearly explained and adequately documented? 
	
	

	Internal Audit 
	
	

	5.	Does the financial institution have an internal audit program? 
	
	

	6.	Do the internal audit programs contain specific written instructions for audit procedures to be performed? 
	
	

	7.	Are internal audit reports reviewed by the board or the supervisory committee? 
	
	

	8.	Does the supervisory committee comprise only nonemployees? 
	
	

	9. procedural deficiencies? 
	
	

	10.	Is there subsequent review to ascertain that recommendations for corrective actions have been implemented? 
	
	

	11.	Does the internal auditor report to or receive salary reviews by the supervisory committee or board? 
	
	

	Insurance 

	1.	Are all insurance policies filed in a central location? 
	
	

	2.	Are policies reviewed periodically so that they may be renewed promptly? 
	
	

	3.	Are claims filed in a central location? 
	
	

	4.	If not, are they filed by a claimant with a copy to the insurance file? 
	
	

	Fixed Assets 

	1.	Are major capital expenditures approved by the board of directors? 
	
	

	2.	Are detailed records kept for items for equipment owned? 
	
	

	3.	Are detailed records of items of equipment periodically balanced to the applicable general ledger control account? 
	
	

	4.	Are invoices retained in current files in support of all additions of furniture and equipment? 
	
	

	5.	Are all entries in the general ledger accounts for equipment, furniture, and fixtures periodically reviewed by an officer? 
	
	

	Mail Department 

	1.	Is mail opened and sorted in a timely fashion? 
	
	

	2.	Is a record kept of all outgoing certified/registered mail? 
	
	

	3.	Is returned mail forwarded to one employee not involved in operations? 
	
	

	Mail Deposits 

	1.	Is mail opened only under dual control? 
	
	

	2.	Is all cash received placed in the log? 
	
	

	3.	Are employees, other than the mail handlers, given the deposits for processing? 
	
	

	4.	Is the processing of mail tested by a third person for completeness? 
	
	

	Property and Equipment 

	1.	Are the detailed fixed assets records reconciled to the general ledger monthly? 
	
	

	2.	Do the detailed fixed assets records contain sufficient information to identify the asset? 
	
	

	3.	Does the financial institution have established policies for: 
	
	

	a.	Capitalization limits 
	
	

	b.	Establishing useful lives 
	
	

	c.	Selection of depreciation method 
	
	

	4.	Does the financial institution have adequate physical safeguards for the property? 
	
	

	5.	Is each property item assigned a number? 
	
	

	6.	Is physical inventory of fixed assets performed periodically? 
	
	

	7.	Are records maintained of fully depreciated assets still in use, even if such items are written off? 
	
	

	8.	Are major additions approved by the board of directors? 
	
	

	9.	Is a periodic review of the adequacy of insurance coverage made by officers and directors? 
	
	

	10.	Do procedures ensure that all additions are reviewed to determine whether they represent replacements and that any replaced items are cleared from the accounts? 
	
	

	11.	Is the preparation and posting of property records performed by persons who do not have sole custody of property? 
	
	

	12.	Are recorded gains and losses on sales of property subsequently checked by reference to supporting documents (e.g., sales invoices, contracts) by persons who do not have sole custody of property and who do not have responsibility for the cash receipts function? 
	
	

	13.	Are depreciation methods tested to see that proper methods are followed, that the amounts charged are correct, and that overall consistency is evident? 
	
	

	14.	If the financial institution rents out office space, are the leases checked and is the income from this operation checked? 
	
	

	Records Retention 
	
	

	1.	Do the financial institution’s procedures for document retention include the following: 
	
	

	a.	The general guidelines under which records are retained? 
	
	

	b.	Maintenance and review of records to be retained? 
	
	

	c.	Storage and security of records, including the storage location? 
	
	

	d.	A schedule of records to be destroyed? 
	
	

	e.	The requirements of each specific regulation that has record retention provisions (e.g., Regulations B and Z, RESPA, and others contain records retention requirements)? 
	
	

	f.	Policies regarding maintenance, retention, and destruction of microfilmed records? 
	
	

	2.	Is there a policy covering record retention? 
	
	

	3.	Are records kept in a secure location? 
	
	

	4.	Are the records inventoried by department? 
	
	

	Payroll and Personnel 

	1.	Is payroll audited by pay period at least yearly? 
	
	

	2.	Are personnel records kept in a secure environment? 
	
	

	3.	Are payroll and personnel records kept confidential except to those authorized to review them? 
	
	

	4.	Is a background check being performed by an outside service on all new hires? (While this is not required by any regulation, conducting background checks is recommended for sensitive positions.) 
	
	

	Human Resources 

	1.	Are requests for new personnel originated by department heads? 
	
	

	2.	Is the personnel department required to conduct an investigation of an employment application from prospective or new employees? 
	
	

	3.	Does an appropriate official authorize: 
	
	

	a.	Initial rates of pay? 
	
	

	b.	Any subsequent changes to rates of pay or position? 
	
	

	4.	Are personnel files maintained and do they contain at least the following information on each employee: 
	
	

	a.	Employment application 
	
	

	b.	New employee investigation 
	
	

	c.	Date employed 
	
	

	d.	Pay rate 
	
	

	e.	Changes in pay rate or position 
	
	

	f.	Authorizations for payroll deductions 
	
	

	g.	Earning records 
	
	

	h.	W-4 forms 
	
	

	i.	Specimen signature 
	
	

	j.	Termination date, if applicable 
	
	

	5.	Does physical control exist over personnel records to prevent their loss or use by unauthorized personnel? 
	
	

	6.	If written termination notices are required, do they contain properly documented reasons for termination and do they require approval of an appropriate manager? 
	
	

	7.	Are exit interviews analyzed, significant trends noted, and remedial action taken, if indicated? 
	
	

	8.	Is someone assigned the responsibility of keeping current on state and federal regulations affecting personnel? 
	
	

	9.	Are controls in effect to test financial institution compliance with state and federal regulations affecting personnel? 
	
	

	10.	Do all employees in a position of trust take annual vacations, during which their duties are assigned to other employees? 
	
	

	11.	Are all personnel in a position of trust adequately bonded? 
	
	

	12.	Are properly approved authorizations maintained for personnel changes, salary increases, and payroll deductions? 
	
	

	13.	Do procedures provide that all authorizations, particularly termination notices, are transmitted promptly to the person responsible for payroll input? 
	
	

	14.	Are W-2 forms returned by the post office investigated by employees who took no part in preparing or approving payrolls? 
	
	

	15.	Will personnel controls point out excessive vacations and absences? 
	
	

	16.	Are procedures periodically reviewed to detect delays in processing employee claims and abuse of benefits by employees? 
	
	

	17.	Is a qualified person assigned to the development, maintenance, and application of wage and salary reviews? 
	
	

	18.	Are all salaries periodically reviewed to determine reasonable intra-operation wage equity competitiveness within salary grades? 
	
	

	19.	Are supervisors periodically reminded to review salary classifications within their areas to possibly upgrade jobs that now have additional responsibility or downgrade those where the responsibility has been reduced? 
	
	

	20.	Are applicant interview logs and pre-employment inquiries on file, and do they indicate that qualified applicants have been interviewed and a completed interview record is stapled to each inquiry? 
	
	

	21.	Do interviewed applicants who are disabled, disabled veterans, or Vietnam-era veterans also have a completed statement of interview stapled to the pre-employment inquiry? 
	
	

	22.	Are pre-employment inquiries maintained in a single alphabetical file and retained three years? 
	
	

	23.	Have the inquiries of those not interviewed (mailed in, dropped off, or applicant declined an interview) been retained and the reason for not interviewing them noted on the inquiry? 
	
	

	24.	Do the financial institution’s classified help wanted ads for employees include the statement, “Equal Opportunity Employer, M/F”? 
	
	

	25.	Does the staff believe they have received adequate training to perform their jobs?
	
	

	26.	Are there training plans for employees who require additional training? 
	
	

	27.	Are employee evaluations current? 
	
	

	28.	Is there a complete first aid kit on site and is staff aware of its location? 
	
	

	29.	Is there a complete employee file for each employee? 
	
	

	30.	Are employee files neatly organized and secured? 
	
	

	31.	Is there emergency information on file for each employee? 
	
	

	32.	Are all employees enrolled in the benefit plans for which they are eligible and in which they have chosen to participate? 
	
	

	33.	Is there a requisition signed by an authorized party for each employee on the payroll? 
	
	

	34.	Are employee vacation and sick-time accruals completed, recorded, and accurate? 
	
	

	35.	Are accurate and complete time cards maintained on each employee? 
	
	

	36.	Is the payroll register being verified? 
	
	

	37.	Upon termination, are employees paid for any vacation hours on record? 
	
	

	38.	Are employee benefit premiums being submitted for payment promptly? 
	
	

	39.	Do terminated employee files contain completed termination documentation? 
	
	

	40.	Are letters mailed in accordance with COBRA? 
	
	

	41.	Are payroll checks stored in a locked file or safe? 
	
	

	42.	Are payroll checks used in numerical sequence, documented, and accounted for daily? 
	
	

	43.	Are procedure revisions and updates issued in a timely manner? 
	
	

	44.	Does the human resources department stay current on all regulatory requirements and make necessary changes to comply with new or revised regulations? 
	
	



