[bookmark: _Toc222017441]Sample FORM FOR RISK SCORING 
FOR BSA/AML Overall Bank Risk Assessment
Mark the box that represents the level of risk and write the numerical value in the right-hand column, then add all numbers in that column to determine the bank’s score. An “X” in some of the boxes, such as domestic checking accounts, indicates suggested level of risk. You should make adjustments to the sample risk assessment so that it is compatible with your bank’s lines of business; then you should implement appropriate procedures to mitigate that level of risk.
[bookmark: _GoBack]Risk assessment is not always black and white. If your score is at the low or high end of the ranges you may conclude, for example, that your risk is moderately high or that, while low, it is closer to moderate than low. 
This is the first step in your risk assessment. It will show you an overall view of your BSA/AML risk but also will point out areas where you may have enhanced due diligence. The next step is to assess the quantity of the transactions/activity taking place with your high-risk products/services or customers. Only you can assess that. If you are an OCC regulated bank, you will have completed a “Quantity of Risk Summary Form.” This form will give you numbers to look at. 
The following is a sample of range of scores you can use to determine your risk for BSA/AML:
· High: More than 44 points
· Moderate: 30 to 44 points
· Low: Less than 30 points
Sample BSA/AML Overall Bank Risk Assessment

	Risk Factor
	High 
= 3
	Moderate 
= 2
	Low 
= 1
	Institution’s Score

	Number of branches (enter number of branches in right hand column)
	4+
	2–3
	0–1
	

	A large number of foreign correspondent accounts in high-risk geographies or offering high-risk services such as pouch services and PTAs
	X
	
	
	

	A moderate number of foreign correspondent accounts, but none in high-risk geographies or offering high-risk services
	
	X
	
	

	No foreign correspondent accounts
	
	X
	
	

	Many commercial customers with international business, including foreign wires
	X
	
	
	

	Many commercial customers with high cash activity
	X
	
	
	

	Many customers identified as high risk by federal banking agencies[footnoteRef:1] [1: .	Examples of high-risk accounts or businesses are money service businesses, import-export businesses, offshore corporations, non-resident alien personal accounts, high cash businesses and so forth.] 

	X
	
	
	

	A moderate number of high-risk customers as a percentage of total customer base
	
	X
	
	

	Only a few customers identified as high risk
	
	
	X
	

	Commercial and retail customers with minimal cash activity or foreign wires 
	
	
	X
	

	More than 10 non-listed entities designated as exempt from cash reporting
	X
	
	
	

	Fewer than 10 but more than 5 non-listed entities designated as exempt from cash reporting
	
	X
	
	

	Five or fewer non-listed entities designated as exempt from cash reporting
	
	
	X
	

	Domestic retail banking customers (savings, checking, etc.)
	
	
	X
	

	Recent merger or increasing customer base due to acquisitions
	
	X
	
	

	Stable customer base
	
	
	X
	

	Fast growing customer base in diverse locations that are new to bank
	X
	
	
	

	Low turnover of key personnel, including BSA officer
	
	
	X
	

	Low turnover of key personnel but high turnover of front-line staff, in branches for example
	
	X
	
	

	High turnover especially in management or other key areas such as BSA or security officer
	X
	
	
	

	Domestic retail/consumer loans
	
	
	X
	

	Domestic real estate mortgages
	
	
	X
	

	Domestic commercial loans 
	
	X
	
	

	Many commercial and consumer deposit, loans, and fund transfers for international customers — including politically exposed persons (PEPs) and nonresident aliens (NRAs)
	X
	
	
	

	Minimal commercial and consumer deposit, loans, and fund transfer for international customers — including PEPs and NRAs
	
	X
	
	

	A few deposit, loans, and fund transfer for international customers from low-risk geographies 
	
	
	X
	

	No relationships with PEPs 
	
	
	X
	

	Significant private banking accounts, or trust and assessment management including payable-through accounts and pouch activity
	X
	
	
	

	Limited, but some private banking accounts, or trust and assessment management including payable-through accounts and pouch activity 
	
	X
	
	

	No private banking accounts, or trust and assessment management including payable-through accounts and pouch activity
	
	
	X
	

	Significant volume of transactions with high-risk geographic locations
	X
	
	
	

	A few transactions with high-risk geographic locations
	
	X
	
	

	No transactions with high-risk geographic locations
	
	
	X
	

	No electronic banking or informational or non-transactional web site
	
	
	X
	

	Beginning e-banking and offering limited products or services
	
	X
	
	

	Offering a wide array of e-banking products and services such as bill payment or an internet delivery system for new accounts
	X
	
	
	

	Mail and telephone delivery system for new accounts
	
	X
	
	

	In-person new account opening
	
	
	X
	

	Bank located in money center or on U.S. border or is located in HIDTA or HIFCA[footnoteRef:2] [2: .	HIDTA is high-intensity drug trafficking area; a list of HIDTAs is available at   /. HIFCA is a high-intensity financial crime area; a full description of a HIFCA is at https://www.fincen.gov/hifca.] 

	X
	
	
	

	Highly diverse metropolitan area or university located nearby
	
	X
	
	

	Rural homogenous community bank and no fund transfers or account relationships in HIDTA or HIFCA
	
	
	X
	

	Aggregate cash reporting system
	
	X
	
	

	No aggregate cash reporting system
	X
	
	
	

	Centralized suspicious activity reporting/monitoring department
	
	X
	
	

	No centralized SAR reporting or monitoring system
	X
	
	
	

	More than 20 SARs filed per year
	X
	
	
	

	More than 10 but fewer than 20 SARs filed per year
	
	X
	
	

	Fewer than 10 SARs file per year
	
	
	X
	

	No SARs filed in previous 12 months[footnoteRef:3] [3: .	The lack of SARs filed may be considered as high risk for money laundering. It signifies that your AML monitoring procedures may be inadequate. However, if your procedures appear adequate then you should not include it as a high-risk factor.] 

	X
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